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HPA and DCO

Standard

pre-ATA

ATA/ATAPI-4

ATA/ATAPI-5

ATA/ATAPI-6

ATA/ATAPI-7

ATA/ATAPI-8

Other Transfer Maximum Other
Names Modes (MB/s) disk size New Features
IDE PIOO 2.1GB 22-bit LBA
ATA, IDE Single-word DMA 137 GB 28-bit LBA
EIDE, Fast ATA, .
Fast IDE, Ultra ATA Multi-word DMA PCMCIA connector
EIDE Single-word DMA S.M.ART
ATA AT Attachment Packet Interface(ATAPI),
Ultra ATA’/33 Ultra DMADO, 1, 2 Host Protected Area(HPA), CompactFlash
Association(CPA)
ATA-S Ultra DMA 3, 4 80-wire cables; CompactFlash connector
Ultra ATA/66 / ,-0mp
ATAE 48-bit LBA, Device Configuration
Ultra ATA/100 Ultra DMA 5 144 PB Overlay(DCO), Automatic Acoustic
Management
ATA-7, Ultra DMA 6
Ultra ATA/133 aka SATA/150 SATA 1.0
ATA-8 - Hybrid drive
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s HPA and DCO

v Host Protected Area(Hidden Protected Area)

v HDD(Hard Disk Drive)0f| o|sl| 0=l g4

v 08, BIOS 0f 2|3 50|X| Y= o

v" ATA(Advanced Technology Attachment)-4 £ S7%&

v AREAL BIOS, OS7t &l A =dotALE HEE & Ble S92 2R

v dHtM o 2 HDD utilities, diagnostic tools, boot sector code X%t
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s HPA and DCO

v" Device Configuration Overlay

/ HDD MZALREE 713t HDDE BF 22 HE2 BrEL 20| 7Hs

v 80 GB HDDZ BIOS, OS 25 60 GB o] HDDZ EO0|E& LA 7ts
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e Issue for forensic investigators
v HPAQ} DCOO| HE7} MEE 8% g2 = BIOS, OS, ArEX= 82 =71
v EHA FARSA = ol E9G o9 2
v HDD O|0|X|o| 20| HPARI DCOE 11240 O|O| slof ot

v HPA YY0|A EtX|E m|st= ROOTKIT =Y
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e Why?
v HDD& EA|H & HAE
v 250 GB HDD= 22|X 22 500 GBO| HDDS} 28 4 98
v B} 120 GB ZA! HIAEOF ENHY| 20| 120 GB=Z ZHOf

v HDD 2|8 3} ZUS ¢j= XYX|X| Y= Fojo| W




Host Protected Area

CLLCEL MEX]
= DE S=Ha 2I 2 ZEZHH) =15 x]
& BE2E B XSS QE
=) HITE 2|2 ) IENMEEEIE R == o= ZPH B ZPHHIE | IHEEA |
- AR 3 =Yy ME& 212 MTFS H&H(AAE) BBEIGE  I626GE 27 % o2
Ol E S = (D ME& 212 MTFS =y 17429GB TEIGB 4% ot 2
8 EQ = (F melE 2= B 102MB 102MB 100 % ot 2
2 MEM T & EIDATA(E:D IHE| M 712 NTFS Hab(gad)  30077GE 1T02GE 5% Ol 2
gs =134 SFrestgent Drive (K MHEIE I NTFS Ha 465,76 GB  234.66 GB 50 % OHl 2
3 SA| TElA HPROMEER'S (M) IMEIM |2 FATI2 B 37GE  1.48GB 9% OtLl 2
= B mma 25 U3 Systern (J2) mME& 212 COFS =y B ME 0 MB 0% ot 2
[IAS 5ot o S WRFS (1) ME& 212 MTFS =y 11504 GB 3006 GB 26 % Ot 2
Cl23 = < 2/
2 He MHIA 2 25 =202 -
& 0230 :
72 {C:) (D:)
232,88 GB £8,59 GB NTFS 174,29 GB NTFS
=gl T (A2ED Ha
& 0231 I
72 DATA (E:) (F:) VxFS (I:)
465, 76 GB 300,77 GB MTFS 102 ME | 49,85 GB 115,04 GB NTFS
=gl ok () =P ME JHsE B2 o
= 0232 .
0l =4 PRONEER'S (M:)
3,74 GB 3,74 GB FATI2
=gt H
&2 O3 3 .
=2 FreeAgent Drive (K:)
465, 76 GB 45, TR GB MTFS
=gl Pt
£ CD-ROM D
OV (G v
B = OIS g 23 DEIE g AHS JHse 32 g =2 Saole '




Host Protected Area

v BIOSS} EH| HPAO| T23t7] Si3t 9EalE| =X

v" Phoenix FirstBIOS

=  BEER(Boot Engineering Extension Record)

o PARTIES(Protected Area Run-Time Interface Extension Services)
v CDorDVD ¢{0] OS7} 2EE|7| Mo A|AR 23 2Xoz &8

v IBM LG EES SOAN= S 2ZER0 ME EEE ME




Host Protected Area

s ATA Command

ACTUAL HARD DRIVE SIZE

/ HPA T23}7| 9[3t ATA ZIEE 2| BHOf -
= IDENTIFY DEVICE
=  SET MAX ADDRESS (EXT)

- READ NATIVE MAX ADDRESS (EXT)




Host Protected Area

Hard Drive
ACTUAL HARD DRIVE SIZE

IDE/ATA hard disk
controller

Registers

SIZE OF DRIVE

IDE/ATA hard disk )
controller
Registers

SIZE OF DRIVE

I IDENTIFY DEVICE Retums Size HARD DRIVE SIZE

[ READ MATIVE MaAX ADDRESS Returns Size HARD DRIVE SIZE

I SET MAX ADDRESS Sets Size HARD DRIVE SIZE

| READ NATIVE MAX ADDRESS Retums Size HARD DRIVE SIZE

IDE/ATA hard disk
controller

Registers

SIFE OF DRIVE
SIZE OF DRIVE

I IDENTIFY DEVICE Returns Fake Size HARD DRIVE SIZE

[ READ NATIVE MaAX ADDRESS Returns Size HARD DRIVE SIZE




Device Configuration Overlays
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s Introduction
v ATA-6 EFEO|IM XS 200
v PCHZEAEEZ MZE CrE HDDE FRI510 €2 EYL=E UtFE
v DCO HIsH7| et ATA HEER HAHN
o DEVICE CONFIGURATION SET : DCO A A
0 DEVICE CONFIGURATION IDENTITY : DCO &

. DEVICE CONFIGURATION RESTORE : DCO X| A
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Co-existence of HPA and DCO

S —
e Collision?
v HPAQ} DCO= =23t HDDO| =X 7Hs
: DEVICE CONFIGURATION SETZ S59ll DCO 4™ =
: SET MAX ADDRESS (EXT) & Eoff HPA #+ M

v" READ NATIVE MAX ADDRESS (EXT)2} DEVICE CONFIGURATION IDENTIFY 9|

HWE Sdfl DCO {& 0]F =t¢
IDENTIFY_DEVICE
- >
< READ NATIVE MAX ADDRESS >

DEVICE_CONFIGURATION_IDENTIFY




Identification & Manipulation

s Identification Tools

v' The Sleuth Kit (free, open software) by Brian Carrier. (HPA Linux-only)
v' The ATA Forensic Tool(TAFT) by Arne Vidstrom

v' EnCase for DOS by Guidance Software

v Access Data’s Forensic Toolkit

v HD Tune Pro




Identification & Manipulation

o Identification Methods to Linux

[webadmin@ime ~]$ dmesg | less
...skipping...
hda: Protected Area detected.
current capacity is 156365903 sectors (88659 MB)
native capacity is 156368016 sectors (50060 MB)
hda: e Protected Area disabled.

root@fse2B10-desktop:~# hdparm -N /dev/sda

/dev/sda:
max sectors =
root@fse2010-desktop:~# |}
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e Manipulation tools — HDAT2

Fc/HDATZ

HDAT2 v4_84.82 PH <c> 2886 CBL B8 .85 . 280086 11:28:-41
Set Max Address [WDC WD2588JD-B@FYEBA ]

MATIVE MAX ADDRESS <max. address of =sectors

250.086 GB ]
125.83 GB <- [

1S

Mative area: 488397169 sectors
User area: 244198585 sectors

NEW HATIUE MAA ADDRESS in LBA mode = 48-bits [{L* to change LBA mode ]l

Mew value: 4883927168 = 2568.86 GB [{K> to change K=18081]
i Max Address = 'count of sectors’ — 12 [<{PgDn.Pglp> BIOS limits]

Ualue volatile = YE§ —-> hard setting [<U> to change]l

2++ Change INS Edit FY Default § Set ESC Abort

http://www.hdat2.com/
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e Manipulation tools — Feature Tool by Hitachi Global Storage Technologies

588.11 GB

http://www.hitachigst.com/hdd/support/download.htm#FeatureTool
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e Manipulation tools — MHDD by Dmitry Postrigan

] H[16] S[63]
WDC AC1635H

Scan in : CHS
starting CyL : O
Starting LBA : O

LOG : OFF

Ending CYL : 1174
Ending LBA : 1184399
Press [1-9,A-Z] <ESC>=3: Timeout(sec) : 1
Advanced LBA log for copy : OFF
WDC AC1635H 1175/16/63 Standby after scan : OFF

sh:Victoria. fw:05.01EQS Se Loop the test/repair : OFF

Features: LBA DMACMWDMAZ) IO ANISHOVESCTREEN RS Sh
Size = 578Mb

Device Reset...

Setting Drive Parameters...

Recalibrating. ..

Scan...

| mhdd (c) maysoft aka Dmitry Postri | 14:29:50
http://hddguru.com/
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e Manipulation tools — hdparam(linux program) & setmax(by Andries E. Brouwer)

v" hdparm - http://sourceforge.net/projects/hdparm/

v' setmax - http://www.win.tue.nl/~aeb/linux/setmax.c




Investigative Significance

s Forensic Tools

Programmer/Vendor Version(Now)
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e EnCase for Windows vs The Sleuth Kit for Linux

v' EnCase for Windows 2| 4<% HPA/DCOE X|&sIX| U

-

o

HDDZE L&t 2 EnCase for Windows@t The Sleuth Kit for Linux O|O| A

v % 0|O|X|of CHgt MD5 checksum 7f0| & X

= [{4F HDD= 2|5 A A|AES E6| HPA/DCOE E S0 =%l of e

ot
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e Increase the Capacity of a HDD
v ZH|= : Ghost 2003 Build 2003.775 (not patched), HDD * 2 (&L} OS A X|)

1. TE IAHZ 0 XE sd0IEZ2 =01 I AIAE B0l 2E E2t0lE 25 &010F 8HCHNTFS £ 2 FAT32 S S
2. Ghost 2003 build 2003.775 E T Ecl0IEN E=£E 2= & XlstU X

3. GhostE & 1) Ghost BasicS ME{EHCH SH 2| AE0

\ CotOIE THM THEIE = 200 A
= E2t0IE)E HEiol WA S} second ECIOIEE BN 2 HEHEHLE 0FF 0I&0ILH =6t 1 rebootO| L= [HIHA]

-—

OK — Continue 2 NextE 2& &L},

4. HEE 0l AIEEIH DOSLE ECt0IH I 2 EDJ] M0l PCE ZOHE AIZAOF &L JHE £2 $- & BIOSIH =1 otE [
A E detectote =2 MRS WX Hel= 2 0IL.

5. GhostJt BHHGHI| M0l ZCH2 AIZCH OIMl OtAEZ AXIE 6tE E2t01E TE MAHGHLD E2t01E XE & XIStLt. of
C C2t0IE TE secondary &2t0|E& &AXIStCt X= 0tAEHI &S 1D 2
A3 222 2HCH T 20l B0l VPSGHBOOT &2 Hl =8t 2tH 0l 2 9UIJt THEI&E I Ol M 0fl= 201K L AE AH O]
AJF 2 A0ICH OtA 2 VPSGHBOOT E Mo M= CHEICH

6. T E2H0I1B2 YT L2 AHOIAE HETH MEZ 2 primary 2 extended UHE| & S M A SHCE £0tot= THY AlAE

e

Et = =6 quick format(2F 2 &0 JUCHH)2Z ZOSHLE Lo 0| 2 L[S

== -/
= Ml et
- T COINIHA FLO7 DL 24N HO 2dnlirt.
(.1 —CfVUl =Vl bialdrec XVl == WAVUlLn.
CelOlEN sHN IEIE0] AAS A2 2elXE THElE

El& AHOIA

IIH‘J"

|EE primary otECIADZ 0 AOCH AT 2L U2 JM 22l XIE THElE (P2 a)S &8 WEIECZE 48

http://www.hackerslab.org/
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v 0S, BIOS2 & H0|X| &= HPA, DCOE AMSXI0] Ofsf HIA 7Hs

v  HDDE E

rot
ol

7 =& Al ATA ™ 1F HPA, DCO X| & {827 112{&|0{0fF &t




In My Opinion...

v HDD Ex|Lt o|O|&o| A< O|2| HPA, DCO =X o{ & mjet o
v' EnCase AF2A| EnCase for DOS € £

ot SH =4

Ofot

L)

v' DDI(DFRC Disk Imaging) for DOS 7{{&f & @
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