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Welcome to EnCase Seminar!!

Security is a people problem....




Introduction

s Goals

s Reference

v EnCE - The Official EnCase Certified Examiner STUDY GUIDE (second edition)




Introduction
|

e Outline

v Week 1 : Hardware and File system Analysis (Chapter 1, 2)
v Week 2 : Acquiring Digital Evidence (Chapter 4)

v Week 3 : EnCase Concepts and Environment (Chapter 5, 6)
v Week 4 : Actual Test

v Week 5 : Actual Test

v' Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting




Introduction

e Guidance Software (http://guidancesoftware.com)

SOFTWARE

;Gll ! d dlce The world leader in digital investigations™

PRODUCTS — [ - SERVICES J RESOURLES” - CUSTOMER CENTER J

EnCase® Enterprise Platform

EnCase® eDiscovery

EnCase® Data Audit & Policy Enforcement ove rv

EnCase® Cybersecurity

EnCase® Forensic

EnCase® Portable

to Load File
EnCase® eDiscovery is the centerpiece 8.
of a repeatable, defensible EDiErDB‘JBI’}"i ;s =i§:§ edde,
process. This powerful, scalable | '/ 2753 ;Eﬁ R
solution also drastically lowers risk! :E:E;E:i ::E: T
and costs in comparison to i E:’} Ei: 1515::
traditional eDiscovery methods. | :E‘E Eﬁ S
| - - 3 L} . L . 1
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Introduction
|

Certification Programs

o Certification
Programs

Guidance Software offers certification programs for private and public sector professionals in the use of
EnCase® digital investigation software and their proficiency in industry best practices.

Since 2001, Guidance Software has certified over 2,100 computer forensic investigative professionals with the
industry standard EnCase® Certified Examiner (EnCE)® designation.

The EnCase® Certified eDiscovery Practitioner (EnCEP™) program likewise enables eDiscovery practitioners
to demonstrate their skills, training and experience in the proper handling of electronically stored information
for legal purposes.

Certification candidates must meet professional requirements and pass a rigorous testing program to earn an
EnCase certification. The cerifications are valid for three years, and require continuing education for renewal.

Please select the desired certification for specific program information, frequently asked questions,
professional referrals, and forms for certification application or renewal.




File System

v' MBR
v FAT
v NTFS




Important factor

o Addressing
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From above T

Platter = | : : [ ] |
: . i r——

Surfaces” /-FTE i i |
T L] r——

Cylinder




Important factor
.

e Addressing

v CHS (Cylinder, Head, Sector) HiAl
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Important factor
.

o Addressing

v' LBA (Logical Block Addressing) HtAl
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Important factor
.

e Cluster U DATA (E2)

SEHE):

' 300GE M
M Al BI(ED:

NTFS M
TE EHS 374N

4096 HIO| E v
NE =T =]

PEE RS

v CA3A 10 =Y F0|7| 93t 22X

v 4MB 4|O|E & X Z&St=0| 4K(1,024H), 512Byte(8,192H)
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Important factor
.

e Cluster
FAT32
32MB - 8GB 4KB
8GB — 16GB 8KB
16GB — 32GB 16KB
32GB - 32KB

NTFS Volume Size Cluster Size

-512MB 512 Byte
512MB - 1GB 1KB
1GB —-2GB 2KB
2GB - 4KB
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Important factor

o Slack Space
v Ze|H0 fRet =2|XQl RO XO|2 St dH| S7F

v oo 2eE SZOoIXT MEEX] B= gHl St

RAM Slack (Sector Slack)

. File Slack (Drive Slack)

Cila Cy/cyarm <l |
Iiic o L 1

= Volume Slack

page 12



Important factor
.

e Slack Space (RAM Slack & File Slack)

Cluster (4096Byte)
Ram :
Slack File Slack
P sector 1 e sector 2 "I“' sector 3 “‘I“' sector 4 -
L '
1
used area wasted area

page 13



Important factor
.

o Slack Space (File System Slack & Volume Slack)

cluster cluster cluster cluster cluster cluster cluster

1

File System Slack

Partition 1 Partition 2 Partition 3 Volume Slack

page 14



File System

v' MBR
v FAT
v NTFS




Master Boot Record
|

s MBR called by BIOS

Partition
Table

NTFS FAT32

v CIA39 A HT ME{(LBA 0)0] IX[SHs 512Byte 37|90 Y

v" Boot Code, Partition Table, Signature

page 16



Master Boot Record
|

o MBR Structure

Boot Code
(446 Byte)

Partition Table
(64 Byte)

Signature (2 Byte)
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Master Boot Record
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Master Boot Record
|

o Partitions
v' MBR X0 2™ 4749| TE|MOF MM Jts
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Master Boot Record
|

o Partitions

A 4 A 4 \ 4
M Primary Primary Primary
i Partition #1 Partition #2 Partition #3 Primary Extended Partition

I
I
1
1 I
I I
i i
\ I I
I I
| :
Secondary Secondary Extended : !
Partition #1 Partition #1 : :
I I
I I
I I
1 I 1 I
1 I 1 I
1 I I I
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i S d Secondary
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File System

v' MBR
v FAT
v NTFS




File Allocation Table
|

o Structure

Reserved

FAT Area Data Area
Area

page 22



File Allocation Table

e Structure — Reserved Area

Data Area

Begin FAT

FAT Area

°
Q
> ©
o 2
(%]
e.A
2

38 sectors

Reserved Area

0000185
0000252
0000315
0000378
0000441
0000504
0000587
0000e30

FAT12/16 : 1 Sector(default)

v

FAT32 : 32 Sectors(default)

v
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File Allocation Table
|

e Structure — Reserved Area

Reserved

FAT Area Data Area
Area

[y
[y
[y
[y
[y
[y
[y
[y
[y
[y
N
N
N
N
N
N
N
N
N
N
w
w

page 24



File Allocation Table

e Structure — Reserved Area

Reserved

Area

FAT Area Data Area
o[22 2|21 2]|2]2]|2]2 2 2|12|3
o|1|2|3|a|5]|6|7|8|9]|]0o|1|2|[3]4 6 8|90

v' 0, 6 : Volume Boot Sector
v' 1,7 : File System Information(FSINFO) Structure

v' 2, 8 : Bootstrap code

page 25




File Allocation Table

¢ Volume Boot Sector

Description
FAT12/16 Jump
0-2 command
FAT32 to boot code
FAT12/16 | 3-61 BIOS
Parameter
FAT32 3-89 Block(BPB)
FAT12/16 | 62 -509 Boot code
FAT32 90 — 509 Error message
FAT12/16 Signature
510- 511 0g55AA
FAT32 (0x55AA)
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File Allocation Table
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File Allocation Table

o Structure — FAT Area
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File Allocation Table

o Structure - FAT Area
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File Allocation Table

o Structure - FAT Area
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File Allocation Table

e Structure — Data Area
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FAT Area Data Area
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File Allocation Table

e Structure — Data Area
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File Allocation Table

e LFN - Long File Name
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0x10 Created Accessed Startlng. Last Wr|tten Written Starting File Size
Date Date Cluster Hi Time Date Cluster Low
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File System

v' MBR
v FAT
v' NTFS




New Technology File System
|

o Characteristics

v" Update Sequence Number (USN) Journal
v' Alternate Data Stream (ADS)

v' Sparse File

v" File Compression

v" Volume Shadow Copy (VSS)

v" Encrypting File System (EFS)

v Quotas

v" Supporting Unicode

v" Dynamic Bad Cluster Allocation

page 38




New Technology File System

o Structure

Volume :
Boot Master File Table : Data Area
Record :

page 39



Data Area
|
|
|
|
|

Master File Table

000000000 NN
000000054 M E
000000105 M H N
000000162 M H
000000216 NN

VBR Size

Cluster Size
512Byte
1KB
2KB
4KB

New Technology File System

e Structure — Volume Boot Record (VBR)

v" VBR : Volume Boot Sector + Bootstrap code

page 40



New Technology File System

¢ Volume Boot Sector

Description

0-2 Jump Instruction

3-10 OEM ID

11-83 BIOS Parameter
Block

84 -509 Boot Code

510-511 Signature

page 41

73
ga
F7
CD
0a
aa
0a
aa
1s
58

Do
1z
aa
a1
FO
ao
72
54
ao
a5
72
73
aa

B3
aF
oo
T2
aa
3B
oo
B3
aa
EB
=11
1a
22
0E
as
ac
41
72
44
4E
73
2B
ol
aa

FF
EZ
20
a1
oo
20
14
aa
1F
oo
oo
aa
aa
aa
a0
74
ad
oF
20
ac
od
ol
74
aa

=)
Ba
aa

a0
aa
aa
2E
2B
a3
2B
=)
ac
ar

a5
&3
o3
&3
44
aa
74
aD
23

Fl
CD
c3
55
1E
ar
a1
14
F4
Dz
DA
EB8
Ca
25
a1
B4
73
o3
73
52
aD
2B
oz
40

oo
Ca
B4

0&
gz
aa
aa
CD
oo
oo
Ca
a5
oF
E&
0E
=]

20
20
oz
44
aa
B3

ar
ED
41
75
oo
3z
a2a
aa
1z
ar
C1
E4
20
FF
a3

20
T2
&l
o8
50
o5
aa
Ca

4q
aa
55
C1
aa
1
aa
cl
=]=)
12
E7
CcC
Cca
oo
EB
CD
&l
od
73
o3
73
74
aa

oF
aa

B §ig.CGg,-
13AZE%- 11, A

L ZA3TE- -~
-&5-h- hj-Ef-s--
g1 ySAS-9ERS
-qHEA?+A+TAi-AE-
CEf:AFE +ARwalUS
g+ T O3 Bh-
Lepr et BE e f oo f

cEpr e,z E]
+ED+SEhe - €3 v
tat Ié!iiE}l " Iiral

‘BE-g---caf-£x[-

f+ApASEf<DELAE - <6
cet+05-5-5ek8- I,

+fee, oe@h. -ZAE
Frooogerer of-fa
L @& - fi-é--ldp
Tegd@-tet “emeeI

g0k A disk read
Error oCccurred-:
HTLCOER is missi
ng* NILDE is co
mpressed+ Press
Ctrl+2lt+Del to
restart




New Technology File System

e Structure — Master File Table (MFT)

Volume
Boot Master File Table Data Area
Record
\ 4
Boot
Sector
Cluster 31
Volume Boot Record
Cluster 32
Cluster 33
Cluster 77
Cluster 78
Cluster 79
page 42



New Technology File System

e MFT Layout

Boot Record

MFT Entry 16

Data Area

— Meta Data File

Entry

Entry

Number File Name DESSUptRD

0 SMFT NTFS &0| B = OIAES| MFTHIZE FE

1 SMFTMirr | MFT I} Q0| Q& Hioi =

2 SLogFile M EtC|OfE{ o] ERHMME MHE HE

3 $Volume | 22| 20|2, AlHX}, MM SO M

4 SAttrDef £AMOo| AMEXL 0|1, 37| S| M

5 252 FE C[HEZ

6 SBitmap EE59 E8{AH YY HE

7 $Boot SHIIISY B FEMHER

8 $BadClus | HHEMEE 71X|= 22{2H HE

9 $Secure melo| Hot HIHM ot 2HE HE

10 SUpcase DE S| |jaAE ZX9| CEX}

11 $Extend $|0_| E:;—?%ogl;rifgse points, SUsnJrnlQ| =7+
12-15 DOj2HZ 21k off2F

- $Obijid o 199 ID M & ( Windows 2000 - )

- $Quota AFE XY otetal ME (Windows 2000 - )

- SReparse Reparse Point Of] CH 3t A & ( Windows 2000 - )

- SUsnJrnl o, Cl3E2|o] A HE (Windows 2000 - )

page 43



New Technology File System

e MFT Layout

Start Cluster of MFT : 31
l ________ SMFT
Clus 31 MFT Entry 0 Cluster : 31 - 33, 77 -179
Clus 32
Clus 33 v' Boot Sectord Q|5 MFT A|&F | X|2 O|=
v SMFTE 210 MFT T X{|Q| &|O|OFL THETh
Clus 77
dlus 78 v' MFT Entry (File Record) : 1,024Byte(1K) 1178
us
Clus 79

page 44




New Technology File System
|

e MFT Entry (File Record)

MFT Entry  Attr Attr Attr Attr Attr Attr Unused
Header Header Content Header Content Header Content Space

e _
OXFFFFFFFF
Entry

v' MFT Entry : 0t CI=EEH2(0| Chot £d EE&

v Attribute : 3j'd 545 HSE 7= (WEO|F, A|ZEE, 27|, 274, HO|H 5)

page 45



New Technology File System

e MFT Entry (File Record)

MFT Entry  Attr Attr Attr Attr Attr Attr Unused
Header Header Content Header Content Header Content Space

MFT

Entry OXFFFFFFFF

SSTANDARD_INFOGMATION SFILE_NAME SDATA
Type ID : 16 Type ID : 48 Type ID : 128

v' ${uppercase} : £d= 2|0| (T, SMFT X <)

v I12EQ YL 37K £4E T}E

1 L= — — O

$STANDARD_INFORMATION
= $FILE NAME

= $DATA

page 46




New Technology File System

o Attributes

Attr Type Num Attr Name Description
16 $SSTANDARD_INFORMATION | %|2 ® A|ZH M A A|ZH A S X}, £OF ofo|C|
32 SATTRIBUTE_LIST SHS S+ A= FH 22E
48 SFILE_NAME el 0|2 (8L AE)
64 $VOLUME_VERSION E2MH QX 1.2 A2 =X} (Windows NT)
64 SOBJECT_ID 16H}0| E 2 O|20{ Xl T}, |2 E{ 2|9 1.8 Z}, 3.0 O| Ao A BF = XY
80 $SECURITY_DESCRIPTOR otelo| M2 KojQF Hot &M
96 $VOLUME_NAME 20|20t M Y
112 $VOLUME_INFORMATION IHY A|AEIO| M1} 0] 2 FLAG
128 SDATA ool L&
144 SINDEX_ROOT QA Eg|o| 2E L&
160 SINDEX_ALLOCATION OlElA EQ|Qt HAE L&
176 SBITMAP shot M 2 3g|she &4
192 $SYMBOLIC_LINK AMeEzlalg Me, QX 1.2 MO =X (Windows NT)
192 SREPARSE_POINT A2E 2 J 0| A AFRS}= reparsel| QX MH, 3.0 O| A0 A{ Bt = XY
208 SEA_INFORMATION 05222 Z 21U S S Qs AtE
224 SEA 0S228 Z2 1M S Q)| AFR

256 SLOGGED_UTILITY_STREAM | Q& 3}=l 20| M H o} Key Zf (Windows 2000 O] AH) —
page 4



New Technology File System

o Attributes

Attr Type Num Attr Name Description
16 $STANDARD_INFORMATION | X|2 ™ A|ZH M A A|ZH A S X}, H Ot 0fo|C]|
32 SATTRIBUTE_LIST SHS S+ A= FH 22E
48 SFILE_NAME el 0| 2(QL|RE)
64 $VOLUME_VERSION E2MH QX 1.2 A2 =X} (Windows NT)
64 SOBJECT_ID 16H}O|E 2 O| 20 &l mtQ, C|HE{ 2|2 TS F}, 3.0 O| ALOf| A BF =X
80 $SECURITY_DESCRIPTOR ool M2 K| 0{Qt EOF &N
96 $VOLUME_NAME ES0ENtMHENE
112 $VOLUME_INFORMATION IHY A|AEIO| M1} 0] 2 FLAG
128 SDATA ool L&
144 SINDEX_ROOT OlHlA Eg|o| 2E L&
160 SINDEX_ALLOCATION OlElA EQ|Qt HAE L&
176 SBITMAP Shot M 2 3g|she &4
192 $SYMBOLIC_LINK AMeEzlalg Me, QX 1.2 MO =X (Windows NT)
192 SREPARSE_POINT A2E 2 J 0| A AFRS}= reparsel| QX MH, 3.0 O| A0 A{ Bt = XY
208 SEA_INFORMATION 05222 Z 21U S S Qs AtE
224 SEA 0S228 Z2 1M S Q)| AFR
H 9l Key 4t (Windows 2000 O] A}) —

256 SLOGGED_UTILITY_STREAM UootEl £49l



New Technology File System

o Attributes — Resident & Non-resident

MFT Entry  Attr Attr Attr Attr Attr Attr Unused
Header Header Content Header Content Header Content Space

MFT

Entry OXFFFFFFFF

SSTANDARD_INFOGMATION SFILE_NAME SDATA
Type ID : 16 Type ID : 48 Type ID : 128

v" Resident : $DATA =M L0 | O|E 7} 7|2 (700Byte O|3})

v" Non-resident : 0|O|E|{ 700Byte O| &Y AL HEo| E2{AHE HSIH HE

page 49



New Technology File System

o Attributes — Cluster Runs

MFT Entry  Attr Attr Attr Attr Attr Attr Unused
Header Header Content Header Content Header Content Space
OXFFFFFFFF
Entry
e \
» \
/" \\
,»~  StartCluster Length v
1 1355 3
2 1120 4
> Attribute Content Attribu}te Content <
Cluster 1335 1356 1357 1120 1121 1122 1123

page 50



New Technology File System
|

e Alternate Data Stream

v Obg, CI™EZof Zetkls =782 Hojy &9

v ADS £dg2 HtEA] £4 0|E0] A0 & ( 7|=H 2l $DATAE= SO &)

FY 3710 ZE[X] G5 (X B $DATA 542 Z£of)

El

v ADS £d2

ft SE TR [0 [

got [ 2ot | 8%

a
%

B CHOWINDOWS system32hcmd.exe

D:=W>echo forensic > fs.txt:proneer

M= |l
D:-Wrmore < fz.txt:-proneer ZHE:
forensic =il
EES(NH
FIHEK)
(M)
Dp:=w C|EE

2088-03-15 ° : CIST S

2008-160-06  ° DOCUMENTS

2008-05—22 : fs.txt
LECTURES
PICTURES
PROJECT
PRONEER =2l 34




New Technology File System

e Analysis Consideration

$DATA

MFT Entry .

90 I Resident

$DATA

MFT Entry

91

Non-resident
$ATTRIBUTE_LIST $DATA

MFT Entry .

92 I | First part of DATA
MFTgEgntry I Second part of DATA I

v Resident MFT Entry7} JEHEt 2 Z2 O|M HjO|HL 237 oj3e

v" Non-resident MFT Entr

y7t M 2 A2 Application-levelOf| M It 271 7t

page 52



New Technology File System

o File Allocation Example ( \dir\filel.dat)

Boot Sector

MFT Entry Bitmap

/

a0 8 o

$LogFile Journal

dir 1 -200

Quota Index

Change Journal

0 SMFT
2 SLogFile
Cluster Bitmap
5 \
w1l ..
6 SBitmap
SQuota
SUsnJrnl
dirl Index
200 dirl / filel.dat — 304
—
304 filel.dat

A 4

filel.dat $DATA attribute

Cluster
692

Cluster
693

page 53



New Technology File System

200

304

page 54

o File Deletion Example ( \dir\filel.dat)

Boot Sector

MFT Entry Bitmap

/

O

SMFT

SLogFile

\

SBitmap

SQuota

SUsnJrnl

Cluster Bitmap

$LogFile Journal

dir 1 -200

.. 00 ...

Quota Index

Change Journal

dirl

dirl Index

A 4

filel.dat $DATA attribute

Cluster Cluster

692 693




New Technology File System

o File Search Example ( \dir\filel.dat)

Boot Sector

$MFT

/

prd

~

/ Index

$INDEX_ROOT

.

$INDEX_ALLOCATION

0 SMFT
2 SLogFile
5 \
6 SBitmap
SQuota
SUsnJrnl
200 dirl

dirl Index

filel.dat MFT Entry
$STIN $FI.NA $DATA

304

Non-resident

page 55



Toward forensically sound
file system analysis

v' MBR

v/ CAT
v Al

v' NTFS

page 56



Toward forensically sound file system analysis
.

e Unallocated Clusters Analysis

-

St
=

S YUY Th5 S

= o
v HgEE S32AEHE= Ol HIO[E 7L ot s 7tsd
= ZOHSHY| O] 9| HIO|H

= ZOioh = S EUCHIE AH GO H

=

v HEE

ju

2| AE B

L%

= FAT: FAT Q0N 0x00 S 2= 2~

N

=  NTFS: 22{2H HEMO|A 0x00 4t2 4= 222 H

page 57



Toward forensically sound file system analysis

o Deleted Files Analysis

n A
al

Y
rot

o2 O E e 24 24

v AFE DY Ehe B
= FAT: Root DirectoryS E AtH| =l Directory Entry ZdA(value : OxE5, offset : 0x00)

. NTFS : $MFT L{ 2| MFT Entry bitmapOj|A] 0x00 Z}S 7}X|= MFT Entry XA}

page 58



Toward forensically sound file system analysis
.

« Slack Space Analysis

Cluster 1 Cluster 2
Sector 1 Sector 1
Sector 2 Sector 2
Sector 3 Sector 3
Sector 4 Sector 4

v File Slack : O|F0] &SI BIO|E{7} HOF U TH5 4
v File System Slack, Volume Slack : O} Xt7}X]

v oEXMOR HOo|HE 24HY 7tsd

page 59




Toward forensically sound file system analysis

o Timestamp Analysis

AN
>
Y
o
Il
0=
rot
>
ox
ujo
oA
kel

©= HojH 24

v AlZtel B2 moto| E2
v AZte] oF 9 o| T Mol ZEO| LMY X| Tt

v OAIZEEE 9K
v FAT: off& mtl, C|2lE{2| 2] Directory Entry

(create time, last written time, created date,
last accessed date, last written date)

v NTFS: SiE nto| &4

($STANDARD_INFORMATION, $FILE_NAME)




Toward forensically sound file system analysis
.

e Signature Analysis

v ObE AN eb =2HEALTE X[SHER] HAL

A
kot

A HEES Sl QXL E Y S 2HYE s

v FAT: ofjg mo| Directory Entry

v’ NTFS: ofZ mto| $FILE_NAME =4




Toward forensically sound
file system analysis

v' MBR

v/ CAT
v Al

v' NTFS

page 62



Toward forensically sound file system analysis
.

e Boot Code Analysis

v AFEXHO| o|8l | =& Q] boot code £+

v MF 2E RCSE S QX0 W

v P XY MY 3 AN HE DET MUEEE 23

v YR| O

>~

v' boot code EA S E5 =AMl 0x002| 4r0| 0x80= 4= LtE|Mo

page 63



Toward forensically sound file system analysis
.

o Partition Table Analysis

ot

v ZFIOIE|MO| 7|9 Tt MA| ClAT EE9| XIO|E H At

Il

v Volume Slack0| =& 7t A

/ Volume Slacko] ZXfg 242 siT FYS tjaoz A

o
kL
In
-
>
ot
E_l
no
oY
1=

page 64



Toward forensically sound
file system analysis

v' MBR

/. rAT
vV rAMAi

v' NTFS

page 65



Toward forensically sound file system analysis
.

e Wasted Area Analysis

v’ MBR1} Reserved Area 7t°| HYH|E|= &7t T A}
v' Reserved Area L{O| EHH|E|= MIEH (0,1,2,6,7,8 ME X Q) ZA}
v" Reserved Area L} Q| bootstrap code @ XAt (2, 8 MlH)

v FSINFOO| Not Used @< XA}

page 66



Toward forensically sound
file system analysis

v' MBR

v/ CAT
v Al

v' NTFS

page 67



Toward forensically sound file system analysis
.

e Wasted Area Analysis

v' MBR1} Volume Boot Record 79| HH| k| = &7ZF ZA}
v" Volume Boot RecordQj| A boot sectorE X| 2|2t bootstrap code @ KA}

v MFT Entry 12-158 Q9 XA}

page 68



Toward forensically sound file system analysis
.

e SBadClus Entry Analysis

v $BadClus Entry(8)= H{E ME{ 7} ZatEl S AEHE 2|

—

v AR 2 AHE $BadClusOl 52 3 |3t O|O|H ME
v $BadClusOf| SE2= SAHE= SCtE SHAHZE HA
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s SBoot Entry Analysis

v $Boot= EE boot sectorQ| L§ES X%
v' $Bootl| H|0|E{A7|= F Xt

v $Booto| $DATA 2| 27|2 52 HO|H &2

v EI-Xl HiO}

- O -

=  boot sectorQ| L1} $Boot2| $DATA LS H|
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o SLogFile Entry Analysis

v $lLogFile2 MEIH|O|E{o] ERMMM YEo| 21 X
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v $lLogFileg S8l x|2 AFEX
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Toward forensically sound file system analysis

e Encrypting File System(EFS) Analysis

v Yoot O O

—

rln

IRct @M 2
v A XtQ| private key= login password0f| 2|5 &= 2t%|0] registry X%,
v login password (brute force)

v ot
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ot 51 s YA plaintext It H-J(EFSO.TMP) 2 MK & =+ 7ts
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v ot
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nx
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. off & m o] $STANDARD_INFORMATION =74
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e Alternate Data Stream Analysis
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Conclusion
[

e This week
v—Week-1+Hardware-and-File-system-Analysis-{Chapter-1,2)
v Week 2 : Acquiring Digital Evidence (Chapter 4)
v Week 3 : EnCase Concepts and Environment (Chapter 5, 6)
v Week 4 : Actual Test
v Week 5 : Actual Test
v' Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting
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Conclusion
[

+ Next week

v—Week-1--Hardware-and-File-system-Analysis{Chapter-1,-2)

v" Week 2 : Acquiring Digital Evidence (Chapter 4)

v' Booting a Computer Using the EnCase Boot Disk
v" Drive-to-Drive DOS Acquisition

v" Network Acquisitions

v' FastBloc Acquisitions

v' FastBloc SE Acquisitions

v" LinEn Acquisitions

v' Enterprise and FIM Acquisitions
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Question and Answer
[
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