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Welcome to EnCase Seminar!!

Security is a people problem....




Introduction
|

o Outline

v—Week-1--Hardware-and-File-system-Analysis{Chapter-1,-2)

v" Week 2 : Acquiring Digital Evidence (Chapter 4)

v Week 3 : EnCase Concepts and Environment (Chapter 5, 6)
v Week 4 : Actual Test
v Week 5 : Actual Test
v' Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting




Acquiring Digital Evidence

= Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

= Network Acquisitions

= FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Creating EnCase DOS boot disks

o Create Boot Disk

oy o o—
= EnCase Forensic Training

File Edit View Tools Help
l.jhlew |jl:l|:ler1 = E‘
_|lDEases
Y Home| &= Entri
L&Eases

¢l
(¢l
¢l

Wipe Drive...

Verify Evidence Files...

L Create Boot Disk...

g= Mount as Network Share Client...

‘,J)Jt"‘ Dplions...

X
Devices @f Secure Storage4 b




Creating EnCase DOS boot disks

e Choose Destination = Select A

-~

Formatting Options

(*) Update existing boot floppy:

() Overwrite diskette with a boot floppy base image
(") Change from a system diskette to a boot floppy

<52@ || CBw= | |




Creating EnCase DOS boot disks

e Choose Destination

T

Choose Destination

Target Drive

OF

{:} IS0 Image




Creating EnCase DOS boot disks

e Choose Destination = Select ISO Image

-~

Formatting Options

Image Path

Destination

I:4MENCase MLinEnMHelix_V1.9-07-13a-2007.is0 ]

C:¥WDocuments and Settings Wproneer WHIEH S el E]

]

<52@ | CEws | |




Creating EnCase DOS boot disks

e Choose Destination =» Copy Files

Copy Files
Lome  [LL. Name
|1 I:MWEnCaseWLinEn'inen
5 Edit... Enter
Mew... Insert

» Delete... Delete

.;,ﬂ' Export...

=3 Copy Ctrl-C

Eename F2
Sort k

=4 Print...

| <52E | O




Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

= Network Acquisitions

= FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Booting computers using EnCase DOS boot disks
.

s Need a DOS boot

L

v o AERR SEF0 M SAHE &S55H7] et &et2 o|0] XY (using write-blocking method)

v" DOS Boot7} st A2
1. 2 A E (host) BIOS2} 29| Xf(suspect or Target) A|AH! BIOS 72| GeometryZt =2 X|
2. BO|Xto| MAOIM 7t SAE HOIEEO| HOF AF|OH0| HEs e ER

3. XNMZOiMZF RAID 4021 B (EnCase O|X| &)
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Booting computers using EnCase DOS boot disks

s HPA and DCO data

4 HPA (Host Protected Area)
- ATA-4 HZFO0f| M 27|
: MZOIH @™ S A AH HIEO A AR (recovery, security, registration, S)
- Pheonix FirstBIOS
- BEER(boot engineering extension record)
: PARTIES(protected area run-time interface extension services)
m Dell =t E& & Dell MediaDirect X{& X2 AIE

- IBM, LlGE 27 ¥ooz A8
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Booting computers using EnCase DOS boot disks
.

e HPA and DCO data
v" DCO (Device Configuration Overlay)

= ATA-6 EZO|AM AT

" M=% MEZOofAe CHEA 8FE FdotESE A E

v HPA, DCO 2 & BIOSO|| o|8}i 2 E7t5

v DirectATAS Sdff TZ8i0F & (HPA, DCOE ¥H317| 2ot ATA B3 ZE)
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Booting computers using EnCase DOS boot disks
.

e Other Reasons for Using a DOS boot

v HPA, DCO ¥ ErX| ditH
. Total LBA Sectors £ LC} EnCase0f| M HOjFE= MEIJI ML AL

" HZ=YMOM MEots SMAL EnCasedf| Al E0{F= ME 7L THE 82

v BoXtel AA”I0M REE St 47 g BME flgs 1

= DOS Boot 7} E Q@
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Booting computers using EnCase DOS boot disks
.

e Steps for Using a DOS boot

0

1. XA} AZEZE ™MA EE (Chapter 3 £1)

2. HrHO IAFEo HHMES MAH, AO|&E 20 E2t0|2et HE JEIE B4

3. OfLt O]¢fo| E2to[E7F EXftCtH 20l2= 2 & 25 MA (&, HolH 0|5 2F)

|_I_I

Ol
=

4. ZEOIL Bxo| gH|E 0|83 EEt0|EE &

z 28

|>

=1

i
I

5. HE EEI0[EE HZ oA, 8 C|237) fYUEIACHH & HE

BIOS Setup M| x2 T ¢

= F1 (for IBMs and many clones)
: F2 or Delete (Dells, HPs, and other clone)
- F10 (Compaqs)
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Booting computers using EnCase DOS boot disks
.

e Steps for Using a DOS boot

6. HECIAIES MUS o) HE &M B
7. A™ X% = BIOS Setup &=

8. HE [C|A3JI HMMO=Z HEg|=X| HA

0. MM REE|S U IS B CHA| HAM H A

10, 2t B2t B HAXO2E E2to|2E AF > 2

Qtof B E C|A37F REE[X] G=CtH H2 Had HA

: E2}o|E7 FATO 2 ZOHE| O A=X| (EnCase for DOS = NTFES QA ST}
=  EE0|E7I 28 JtsTt & H0lEE 7HA =X

= O|OIX|E MEe C-EEZ|7F EXStEA
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Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

= Network Acquisitions

= FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Drive-to-drive Acquisitions

e why it’s drive-to-drive

v CjA E2}0|E9} O|O|X|2 MASH Cato|2 Tt 2+

o= =

rlo

ool Eo| AHE BL
v EnCase 2 E LC|AZ9} O|0|X| ME Salo|E7} TQ
v DHREO| RABEO olsf 7|F0| ABEUE Y

AN

v SA E5001F) S= A" HE SHEY O 2fE

VRN Y
- MEZ CHE R 9 A2| master-to-master ¢4
- 22 e MOl master-to-slave A&
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Drive-to-drive Acquisitions

« Steps for Drive-to-Drive DOS Acquisition

1. "Booting a Computer Using the EnCase Boot Disk” o= £E

ot
A
=

2. N¥Yg E2o|lBEE HE
m master-to-master > master-to-slave

: EnCase for DOS = FAT Gt QlAl Jts

+ P NS 25 022 A8
o BIEA| X S2to|Eo) NYE ClzE2IS /2] 44

3.  Efio|2 gZ0| 2zEH FE C|A3E MY > 28, SN0 HCHH Ht= HaH XA

4. 4

OH

X 0|
— -

om

SAIDTETEJ}LIQHE "en"0|2t1 X|1, EnCase for DOSZ %I ¢l

1r
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Drive-to-drive Acquisitions

o Steps for Drive-to-Drive DOS Acquisition

EnCase (5.0) (DOS Version 7.10)

Code Type Sectors Size LP Label System Size

Disk@ XBIOS 78165360 Sectors

Lock 37.3GB CHS 16383:16:63 Cl 1Z20GB_STORA FAT3Z2

111.8GB
(10 07 NTFS 78140160 37 .3GB

Diskl XBIOS 234441648 Sectors
Size 111.8GB CHS 65535:16:63
(0]0] OB FAT32234420480 111.8GB

ock jEquire’ jash Ser'er’ .ode’ rptions’ wit




Drive-to-drive Acquisitions
.

« Steps for Drive-to-Drive DOS Acquisition

5. FastBlocs &dff 2= MEHO| Cigt 20| 27t UCHH DirectATA RE=Z #HY

6. EnCase for DOS= 2= &X|0f| CHt software write-block O] M&
write-blockO| M& = "Lock” 2X} EA|, SH 2& & H& EZI0|E = "Unlock”
> 4 EoojlE= 8 Vist =& HolEE 248

—

7. OlDle% X‘lxorcg Eal_olgjl_ "Unlock" El?il:l_a IIAII% %

]
4>
i

8. A H=, ZAIX} O|F, 4 H=z 5= YL

10. 3A ot gx = UE (xS AFESIH S7t2 BLE(X| T & O B2 A7t ER)
11. =3 1§ MD52 7

10. 255t THE WAYER 258X MY




Drive-to-drive Acquisitions

-
« Steps for Drive-to-Drive DOS Acquisition

11.  Segment size 47 (1 MB ~ 2,000 MB(GB))
(7|2 27 640 MB)

14. =I5 HQ A (Start/Stop sector)

15.  Block Size, Error Granularity (EnCase 5+)

16. B|E Al
> = A oE2 O =2 A7)0 2 .E0, .E022| ZHE At

= E997} HO{7}H EAA, EAB, EAC 2 ZZ X7t MM EICH
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Drive-to-drive Acquisitions
.

e Supplemental Information About Drive-to-Drive DOS Acquisition
v Magc, Unix, BSD A €&€2| E2I0|E X EnCase for DOSE E3|| =25 7t

2lE = EnCase for WindowsE E£38| 0t 7+ =X =9I

|

v SCSI E2jo|Eo| AL20|& BE A" MM Al 8l|E SCSI E2IO|HE E&t

ZFI7+A Q1 Adapter Card EQ

v" Acquiring a Mac Drive Using FireWire
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Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

= Network Acquisitions

= FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Network Acquisitions
|

e Reasons to Use Network Acquisitions
4 Network Cable2 7} HQ Q| A £=Z

v 89|X} AAHI(EnCase for DOS)1} S AE A|AHEI(EnCase for Windows) 7t9| =%l

v' Network Acquisition O] AF2E|= A2

- Acquiring invisible HPA or DCO data

Acquiring data from a laptop hard drive (include security scheme)
- Acquiring data quickly

- Previewing data before acquiring
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Network Acquisitions

e Understanding Network Cables

v' EnCase Z} ™ O}LC} yellow crossover cable ZE 3t
v 42 MH|E AZESH7| 280 A| crossover network cable AFE

v 18 CIE ZHH|E A4t et Aol ? Straight-Through Cable

v" Network Acquisitions2 2|dl| =H| At
- CH &F A|A &0 NIC(Network Interface Card)7} &&HE|0] Q=X =0l

- NIC E2}O|HH7} ZL&tEl EnCase EE C|A 3 A M
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Network Acquisitions
|

e Preparing an EnCase Network Boot Disk

v ENBD(EnCase Network Boot Disk) / ENBCD(EnCase Network Boot CD) C} 2 E

=13
=

v C ZH oo = 7|2 Q1 NIC E2Fo|H 7t =&t
— —

Mo
rlo

v' Create Boot DiskE E3j| EE C|A3 MM
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Network Acquisitions

e Steps for Network Acquisition — Booting Up

1.  WindowsE HE&l 5 EnCase for Windows= AMlSIX| Q1 CH7|
2. et A[AHEIO| Drive-to-DriveO| M RAE ZHZHS +=A
> CEO|EE = XAHSID BE £=AE Bt = DOS EEJ| §|=X| HAE

3. ZFH|7} 2 E|H EZO|BEE AHAAst D &= A|AH 71| crossover cablegS G4

—

4. THEMS FZo0ti HHEdE A ACr £E 23z REEX Eo @ 2 HoF HE
5. do RELUACT Lh32l M =2l 7ts

= Network Support

USB — Acquisition
: USB — Destination

s Clean Boot
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Network Acquisitions
|

o Steps for Network Acquisition — Setting Up Acquisition
1. Network SupportE MEi = SCSI E210|H] 2ZEE = NIC =E2|0|H 2EE
2. HPA/DCO YO| EXE 42 UAEOCZE MH & Z DirectATA ZEZ HA
> & Of7| SE
3. SAE A|AHIQ A EnCase for Windows =gl 2 2|9 Etofsd A
= EnCase.exelf Clidl| HEXA B2 5=

4. EnCase= AFEMOE UESD MHES +HSX 0 2H 7 2ay

mot

- 32 ohga 2ol 8%
- IP : 10.0.0.50

s Subnet Mask : 255.255.255.0

= DNS, WINS= |7
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Network Acquisitions

o Steps for Network Acquisition — Setting Up Acquisition

5. New = Add Device

‘Add Device

[ |sessione [ |Physical Memory [ | Process Memary

] e Sources Name Comment
CREICS Local [] 1 | e Local Drives
O[IC5) Evidence Files Oz Palm Pilot

Lo c:erogram FilesWEnCas o7 3 2% Network Crossover

<] | 1 | [

Metwork Crossover

[IIIIIIIIIII
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Network Acquisitions
|

o Steps for Network Acquisition — Setting Up Acquisition
6.  Network Crossover= HAZAE =F0|A i A|AHR MBS =24 E2[O[ENE ALE 7ts

l.jhlew |j Cpen ._';_-‘ Save ) Print s Add Device %Search # Close E'E.ﬂ.cquire
|lD Cases »
ﬂ Home [1:] Bookmarks ‘119 Search Hits DEE Records Q Devices ?ﬁ Secure Storage 4 k

oo File Extents @ Permissions E:I References | Hash Properties

201 % Entries
=oodk

Lo c
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Network Acquisitions
|

e Steps for Network Acquisition — Specifying Data Acquisition Options

|lE‘I Cases
|4r_'1| Home E[:] Bookmarks % Search Hits EEE Records Q Devices "?f Secure Storat

E&’_— Home| 0= File Extents @ Permissions ﬁjF'.Eferences _¥ Hash Properties

3-0[1% Entries
LIE)DQQ ,g,fr Export...
*  Close... Delets
Copy/UnErase...
Copy Folders. ..
[T] Bookmark Data... Ctrl-B
Bookmark Folder Structure

B TagRecord(s)

Activate Single Files...

Create Logical Evidence File. ..

(=] Text 4§;|E‘E Acguire... Console 73
Ao ¢ | Restore. ..
u
tpu Hash...
0000CCFEE _ B ~
Q06T+« v Scan Disk Configuraton L
012G+ - ScanforlvM  feessssssaseaaaaa




-

After Acquisition

Network Acquisitions
|

[ JiAcquire another diski [ ]search, Hash and Signature Analysis

Mew Image File
") Do not add

¢ Steps for Network Acquisition — Specifying Dat§ Caddwcase

{*) Replace source device

v Acquire another disk : 8fL} O|Ato| C|A T & | [Restartacqistion

|

v" New Image File

- Donotadd: S 0|20| 7 MYS Casedf Z7}51X| %S
- Addto Case: &5 0|0 £7et 57 I YS Caseo| 27}
. Replace source device : 2|15 0|Z 0] =& 3t MX|Qt 7 IS WA
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Network Acquisitions
|

e Steps for Network Acquisition — Specifying Data Acquisition Options

o w1

Search

Keyword Search Options Email Search Options
[ ]search for email

0 keywords

Hash Options

[ |icompute hash value;

Additional Options
Verify file signatures
[ ]1dentify codepages

[ ]search for internet history

i) et



Network Acquisitions
|

e Steps for Network Acquisition — Specifying Data Acquisition Options

Options
4 File Segment Size (default 640 MB)
Mame Case Mumber
. 2 2
v Compression
Motes
v' Start/Stop Sector
File Segment Size (ME) Compression
640 =]
v' Password - © None
start Sector e (%) Good (Slower, Smaller)
. 0 — 2015231 =
v Block Size . | {") Best (Slowest, Smallest)
Password
v" Error granularity
Blodk size (Sectors) Error granularity (Sectors)
64 = 64 =

v" Acquisition MD5 & SHA1L

Acquisition MDS [ | Acguisition SHA L

v" Quick Reacquisition

Output Path
v" Read Ahead (only using EE and FIM) 2E01 )
4 OUtpUt Path Alternate Path
]
v" Alternate Path
TECH e
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Network Acquisitions

e Steps for Network Acquisition — Specifying Data Acquisition Options

o Ty
Acquire
Status: Completed _ [ ] console
Start: 09/18/09 09:57:48 2=
Stop: 09/18/00 0:ET48 2 = [ ] Mote
Time: 0:00:00
Mame: ] |:| Log Record

Path: C:'™Program FilesWEnCasesW 1. E04.E01
GUID: A42B3E060EB3S649A0971/F513CC327T4
Acquisition MD5: B98FFD2D 380 216F63DD77455C2ESEL1L]

Cancel
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Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

=  Network Acquisitions

= FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




FastBloc Acquisitions
.

e Available FastBloc Models
4 FastBloc : GuidanceSoftwareO| Al 7ot =2l =l S5FEQ| 0| Write-blocker

v' FastBloc Classic : SCSI interface X|&l, ?X| & &7t

v FastBloc LE (Lab Edition) : IDE interface X| & (DOS or Windows)

4 FastBloc FE (Field Edition) : USB-2 or 1394a (FireWire) X| &l
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FastBloc Acquisitions

e Steps for FastBloc Acquisition

1.  FastBloc2 USB, 1394a 29| QIHL|0|AE 2-E3510] ZFEHO| HE
2. [CHAr E2IO|E (Parallel ATA)E A4

IS

—

@)

3. FastBloci} E2}0|H 79| D

[0

AZE

4. FastBlocd} E2t0[E 7H0f H|O|H #|O|5 HZ
5. FastBlocOf| &= =& (Plug and Play)

6. Device Managerg Edff 92 =210|E 29l
7. EnCase for Windows A3l

8.  Add Device = Preview = Acquire
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Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

=  Network Acquisitions

=  FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Acquiring Digital Evidence

=  (Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
= Drive-to-drive Acquisitions

=  Network Acquisitions

=  FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




LinEn Acquisitions
.

e LinEn
4 EnCase 6 £ E{ EnCase for DOS(EN.EXE)ES [ O|At X|RISIX| EES

v. o LinEn2 X[ &
o DOS : 16-bit OS

s Linux : 32-bit OS
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LinEn Acquisitions
.

e Mounting a File System as Read-Only
v LinuxQ| 42 Read-Only OIREE Sl MM EE MT| &X|
v' Read-Only OIREE QM= B|5AQ AtE OIRE 7|52 MA
v f2& 27T Read-Only O EHLC} 2[5 HIETH0|M XSt £ E C|A3 0|8
=> Helix, Knoppix, SPADA, &

v X|Z Helix Pro HHAQY A= 7|28 S Z LinEn X| &
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LinEn Acquisitions

e Updating a Linux Boot CD with the Lastest Version of LinEn

-~

Choose Destination

Target Drive
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LinEn Acquisitions

e Updating a Linux Boot CD with the Lastest Version of LinEn

-~

Formatting Options

Alter Boot Table

Image Path
ients and Settings Wproneer WHIE 2 WHelix2008R 1.is0 E]
Destination
ments and Settings Wproneer WHIEN 0 WHelix_LinEn.iso E]

Reading CD Image

<52@ || Cem>
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LinEn Acquisitions

e Updating a Linux Boot CD with the Lastest Version of LinEn

Copy Files

L5 Fie

|| 1 I:WEnCaseWLinEninen

5 Edit... Enter
Mew... Insert

7 Delete... Delete

13? Export...

=3 Copy Cirl-C
Eename F2
sort

=4 Print...

| < 5 Z(B) ||

Hlg=
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LinEn Acquisitions
.

e Running LinEn

v root MO 2 Ao} SO} HEHE 2|4 ALRS 9lof 2& BE A B
= 2 El runlevel HE

v LinEn M M =2to|= gl
- hda : Primary Master
- hdb : Primary Slave
- hdc : Secondary Master
- hdd : Secondary Slave

- hdcl : Secondary Master First Partition

- hda3 : Primary Master Third Partition
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LinEn Acquisitions

e Running LinEn

v 215 0|0|X|2| 2¢&(cross-contamination)= WX|5l7| folf &AM = =5 HE

—

ot

v FAT32 280| 25 THY(0|0[X TS MESHE HS B

1=

J

. Qf? NTFS, EXT2/3 ?

4 X &gt E210| 2 (FAT32) 94
5 LinEn A2




LinEn Acquisitions
.

o Steps for LinEn Acquisition

L]
Hr
| >
i
rR
>
Ho
Iy
Hu
Sl

El 5l 2 root2 29I

N
o
Mo
Im
rn
1=
o
Rl
|>
oo
ok
ro
3
O

C

=

3. O E 7ts3h E2to| e 29l (fdisk —I)
4. EZ}o|E O E (mount /dev/hdal /mnt/fat32)

5. 3 ooy oteh)2 Mg ClaE 2| M (mkdir /mnt/fat32/evidence)

6. linen I}O| A= ZHZE Ol (cd /mnt/fat32/encase)
7. linen A&l (./linen)
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LinEn Acquisitions

s Steps for LinEn Acquisition

EnCase{R) LinmnEn (&.81) Guidance Softemre, Inc {(tm)

Code Type Sectors LP Label System Sire
Diské Sdev/sda Linux 488397168 Sectors

SiFe 732.9GB Jdevisdal Limux
i1 E] 83 Linux Matly 1668298 517.7THMB Jdev/sdas5 L i mix
B3 Linux Mativ 20988898 18 . 6GHE Jdev/sdat Limux
B3 Linux Matly 20988898 18.8G8 fdev/sdaT L imux
B3 Linux Maliv 62926665 ie. oG8 ddev/sda8 L1 miux
B2 Linux Swap 4209930 < .8GE foev/sda® Linux
83 Linux Mativ3I78234368 180.468 Fddev/sdbl L i i

Disk7 Jdev/sdb Linug 253952 Sectiors
Sire 124 .68HEB
A& B3 Linux Matly 253952 124.8M8

Disk9 sdev/scdd® Linux 8 Sectors
Size @ bytes

No Partitions Found-




LinEn Acquisitions
.

o Steps for LinEn Acquisition
8.  Hash 0| =& 0|83l Hash A&t 7t5 (22|, =2| E20|8)
9. A" 7|& +E2H Acquire =

10. EnCase for DOSQ| z=gtin} Zt

ojo

11. F7FH 2 Z Network cable2 9t =& X| &

- ifconfig eth0 10.0.0.1 netmask 255.0.0.0

ifconfig ethO

LinEn X A|Zf, EnCase for Windows X A| &t

-

Network Acquisition 1f Z2 df#io = =% 7}

or
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Acquiring Digital Evidence

=  Creating EnCase DOS boot disks

= Booting computers using EnCase DOS boot disks
=  Drive-to-drive Acquisitions

=  Network Acquisitions

m  FastBloc Acquisitions

=  FastBloc SE Acquisitions

= LinEn Acquisitions

= Enterprise and FIM Acquisitions




Enterprise and FIM Acquisitions

s EE and FIM

Examiner Serviet/Node
IP: 128.175.24.251 IP: 128.175.67.3

(4) Node Initiates Contacts Examiner

(5) 128-bit AES Encryption
Random High-Port Destination on Examiner

3

@ g : =

59 (Unless Statistically Assigned) 2w

= o [ —
= T = 8o
24 28
e g S
c3 2% 8
e 2 2E®D
8= s ET
2 20 a
el = = o=
-G D =
=8|  128-bit AES Encryption _[=—i|  128-bit AES Encryption | &

Destination Port 4445 =)  Destination Port 4445
SAFE

Secure Authentication For EnCase
(installed on Save Admin’s PC) (verifies examiner's permissions)
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Homework

e HW #1
v LinEnZ H83t0] AHAlo| USBO| CH3H 7 MY S
. 1 USB : Target USB

. 2 USB : Storage USB

L
--—

v 25 ZXet 2S5t S oo ot §£(AZE 371, Hash gt 8)

v HWP DOC 2% O|LHZ X{A4310f PDF 3t = X2 S CtS 5 22 Y 7HX|

—

page 53



Homework

e HW #2
v LinEng &&310] Network Acquisition 25

E Target : LinEn A& &| 0 Q= A|AHIO| USB | 2 2

Mis

_

v 8lS Hxjet 2=t S THYof o3t

oz

H(A|ZE 27|, Hash 2t &)

v HWP DOC 2% O|L§2 ZtAJ310f PDF M3t = HZ > C}2 F 22Y 7HX|

page 54



Homework
[

e HW #3

v FastBloc FES St S+ otd

ot

=
=

- IRZ2|F}E, L EE HDD, IDE, SATA £9| E2}0|E 7}s

v 25 ZXet 2S5t S oo ot §2(AMZE 37], Hash &t S
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Forward Planning
.

o Outline

v—Week-1--Hardware-and-File-system-Analysis{Chapter-1,-2)

v" Week 2 : Acquiring Digital Evidence (Chapter 4)

v Week 3 : EnCase Concepts and Environment (Chapter 5, 6)
v Week 4 : Actual Test
v Week 5 : Actual Test
v' Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting
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Forward Planning
.

e Outline
v— Week1-:Hardware-and-File-system-Analysis{Chapter1,-2)

v \Week2: Acauirine Dicital Evid ct )

v" Week 3 : EnCase Concepts and Environment (Chapter 5, 6)

= EnCase Evidence File Format . EnCase Layout
= CRC and MD5 u Tree Pane

. Evidence File Components and Function ®  Table Pane

. Evidence File Verification = View Pane

= Hashing Disks and Volumes

= EnCase Case Files

u EnCase Backup File (.cbak)

= EnCase Comfiguration Files

= EnCase Record Cache Folder
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Question and Answer
[
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