EnCase Seminar #3
(EnCase Concepts & Environment)

FORENSIC-PROOF.COM

PRONEER




page

Welcome to EnCase Seminar!!

Security is a people problem....




Introduction
|

e Outline
v— Week1-:Hardware-and-File-system-Analysis{Chapter1,-2)

v \Week2: Acauirine Dicital Evid ct )

v" Week 3 : EnCase Concepts and Environment (Chapter 5, 6)

v' Week 4 : Actual Test
v" Week 5 : Actual Test
v" Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting




EnCase Concepts

" EnCase Evidence File

"= CRCand MD5

" EnCase Evidence File Format
= Evidence File Verification

= Hashing Disks and Volumes
=  EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files




EnCase Concepts
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*= CRCand MD5

" EnCase Evidence File Format
= Evidence File Verification

= Hashing Disks and Volumes
=  EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files




EnCase Concepts
.

e EnCase Evidence File Format
4 dd (disk dump) vs. EnCase Evidence File
E dd image : bit-for-bit £ A}

- EnCase Evidence File : bit-for-bit £ A} + “chain of custody"& 23t H&E




EnCase Concepts

= EnCase Evidence File

"= CRCand MD5

" EnCase Evidence File Format
= Evidence File Verification

= Hashing Disks and Volumes
=  EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files




EnCase Concepts
.

e CRC and MD5

v. MD5 (Message Digest 5)

- AEZ HoH(mY, FX )0 M8 = Aes =Xl i Ha2[E
: =22 128-bit(32 characters) 16%l= Zf (2128)
. OOl AEES 2442 YSot7| flet &et

v" CRC (Cyclical Redundancy Check)
= MD5 e} 20| 2EE HO|He| RAdE US| ?Ie oli¢l &=

= E2 32-bit 16714 3 23)

v MD5& CRCO|| H[sH B2 ALZO| 7|0 =2l B

v' EnCase Evidence File2 MD52t CRCE AIESI0 E8X o= T4 O|0|X| ol ZZ&M

o
ol




EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

" EnCase Evidence File Format
= Evidence File Verification

= Hashing Disks and Volumes

" EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files




EnCase Concepts

e EnCase File Components and Function

O O
Data Block E:) Data Block E:) Data Block
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EnCase Concepts

e EnCase File Components and Function

O O
Data Block E:) Data Block E:) Data Block

O
0
@)
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as!
@
O
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v Header Information

- Evidence Name

= Evidence Number

. Notes

: Date / Time of acquisition

: Version of EnCase used for acquisition

- Operating System under which acquisition took place

page 10



EnCase Concepts

e EnCase File Components and Function

O O
Data Block E:) Data Block E:) Data Block

O
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v Data Block

Block Size : Default 64 sectors (maximum 32,768 sectors)

HOlE 50| K220 2EEl 2 CRCH MD5(+H)E A4t
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EnCase Concepts

e EnCase File Components and Function

Data Block
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EnCase Concepts

e EnCase File Components and Function
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EnCase Concepts
.

e EnCase File Components and Function

v" EnCase Evidence File 0| & M4 1A
. < 100 : .e01 ~ .99

e > 100 : .eaa, .eab, .eac...

v. 100 GB StEC|IA3E o|O|H & AL
- 100 GB HC & N&& Cja3 Ee (B7HHQ HH)
: 60 GB SIELC|A 3T 27 AFR 7}= (Alternate Path)

- UES AIRE A 75 GBO HAR [|AIE FH|ge ZHO| ME
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EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

= Hashing Disks and Volumes
" EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files

page 15



EnCase Concepts

o Evidence File Verification

|44 EnSeript| ‘A, Hits T Filters [£Z Conditions 54 »

3 ‘|14 Ensaript| ‘4 Hits T Filters [ Conditions 4 » AN y—
h-R[A =% EnScript

: i~ Examples

- = Forensic

ree = Incude

"he [v Main

Acquiring 2 0:00:04

| Veifying |

v S TE(EXX)E Case O 7t [ Ats2 2 37 ot Ciet 43S




EnCase Concepts
.

o Evidence File Verification

EText @a Hex g:u Doc l.°?;5@‘|Trar1s::ri|:lt @

Target Date
File Path

= output [ Lodk BT

] Console T3

LT ET R T R e T ey e

09/25/09 11:08:182 =
C:\Documents and Settings\proneerd S =FH\2 E01

Case Number Case 1
Evidence Number 2
Examiner Name PROMEER
Label SanDisk
Model Cruzer Mini
Drive Type Fixed

|Fi|e Inteqrity

Completely Verified, 0 Errnrs'
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Acquisition MD5
Werification MD%
GUID

405783148e85830660cc1334266eacch
405783148e85830660cc1334266eacch
T660e752ff984c44bd3215cHB25TT5f

EnCase Version 6.13

System Version Windows XF

Is Physical .

Raid Stripe Size 0

Error Granularity B4

Process ID 0

Index File C:\Program Files\EnCaseb\Index\2-7660e752ff384c44bd3215cf62575f Index

Read Errors

0

Missing Sectors 0

CRC Errors 0

Compression Good

Total Size 256,900,608 Bytes (245MB)
Total Sectors 501,759

Disk Signature 00000000

Partitions WValid

] ofe47607




EnCase Concepts
.

o Evidence File Verification

EText @Hex :,J Doc "*j Transcript @

Target Date
File Path
Case Number

] Console 73

LT ET R T R e T ey e

09/25/09 11:08:182 =
C:\Documents and Settings\proneerd S =FH\2 E01
Case 1

Evidence Number 2

Examiner Name PROMEER

Label SanDisk

Model Cruzer Mini

Drive Type Fixed

File Integrity Completely Verified, 0 Errors

Acquisition MD5
Werification MD5

405783148e85830660cc1334266eacch
405783148e85830660cc1334266eacch
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GUID
EnCase Version
System Version

Is Physical " Status: Completed [ Console
Raid Stripe Size 0 | start: 09/25/09 11:08:182 =

Error Granularity 64 | Stop: 09/25/09 11:08:509 = [ note
Pracess D 0 Time: 0:00:32

index File Mame: 2 [ |Log Record

Read Errors
Missing Sectors

7660e752ff384c44bd 3215cf4625 715

6.1. .
Wir Acquire

o output [ Lodk BT

] ofe47607

C:AF Path: C:"Dowments and Settings™proneer MHIEN S0 W2, E01
0 : 4C44B0 321 5CF45 257 5E
0 I.ﬂ.cquisiﬁnn MD5: 405783 1458E85830660CC 1334266EACCEH I

CRC Errors 0

Compression Got

Total Size 256

Total Sectors 501

Disk Signature 0oa oK Cancel
Partitions Vall ] e




EnCase Concepts
I DQ = Export...

o Evidence File Verification
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=-0[1% Entries

Qo
o 2

EText @

ooooas
003800
aa7200
010800
014400
0la044
0ZlaB4
025200
028873
03244g
03e0FE
035s00
043204
04a800
050405
Usal4ae
057874
061248
084800
Oc8400
a7z0B4

4E
]
aa
aa
BE
L]
sD
]
aa

31 |

F4
]
=)
L]
]

31 7

L]

31

40
aa
sD

x

LY

Close...

Copy/UnErase...

Copy Folders..,

Bookmark Data...
Bookmark Folder Structure
Tag Record(s)

Activate Single Files...

Create Logical Evidence File...
Acguire...

Restore...

Hash. ..

Scan Disk Configuration

Scan for LVM

Delete

Ctrl-B

Verify File Integrity...

Modify time zone settings...

Mount as Metwark Share...

Expand/Contract
Expand All

Set Induded Folders
Indude Sub Folders
Indude Single Folder

Space

Mum +
Shift-Mum +
Ctrl-Mum +



EnCase Concepts
.

o Evidence File Verification

v Exercise 5.1 = Go Go~~
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EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

" Hashing Disks and Volumes
" EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files
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EnCase Concepts

e Hashing Disks and Volumes

401 Entries
B0 -
2% Bxport... v' Verify File Integrity : ZrX| 2|20 X 2| M K| S
¥ Close... Delete
v - MRl AAHO| sHa =
Copy/UnErase. .. HaSh e H - O —|—| HTl 7|'o
Copy Folders...
[T] Bookmark Data... Ctrl-B
Bookmark Folder Structure
BT TagRecord(s)
= =1
Artivate Single Files... Hash
s
Create Logical Evidence File. .. ﬂ‘DE I:' SHAL
B Acquire... Start Sector Stop Sector
Regtore. .. 0 = 501758 =
= = Hash...
Scan Disk Configuration
0000 INDX |
14T« v v oo Scan for LvM I (a4 ] [ Cancel l
[uf4=T: AT Werify File Integrity...
04410)«<F1
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EnCase Concepts

e Hashing Disks and Volumes

Hashing

Status: Completed [Jconsale
Start: 09/25/09 11:36:342 =
Stop: 09/25/0% 11:36:36 2 = [Omote
Time: 0:00:02 B
MName: 2 Il

Start Sector: 0 [wogrecond
Stop Sector: 501,758

Verification MD5: 8101118 1CAG7425A056950352EE07AGC

v Console: 2& 0| =9
v" Note : Bookmarks = Logs Of L} & X%

v" Log Record ?

page 23



EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

»  Hashing Disks and Volumes
" EnCase Case File

= EnCase Backup File

= Configuration, or .ini, files
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EnCase Concepts

o EnCase Case Files

_j Cases E]@
Oy BEE) 2210 AL I ESE(H) o
Qs=- © 3 P24 |pem|m
T 009 CProgram FilesWEnRCasebWiCases v 0=
Z0 x 0E FI| B =TT}

) EASELS '] [ DailyBackups urz 20 2009-09-26 2 H |
= EditPlus 3 ) Evidence urz =0 2009-09-26 2 # |,
=) EnCased =) Export o 20 2009-09-26 23 .,
= lii EnCaseh == [i]“'IIjEH o 04 2009-08-26 218 .
) Backup () Reponts o 204 2009-09-26 2H ..,
) Cache i Temp M=K 2009-09-26 =™ .
9 Cases 9 Proneer’'s, Case B EnCase Case File 2009-03-26 28 |
I Certs
I Config
I Drivers
=) EnScript v
< | i | [*|
THH (D143 01R B2 14,568) 8, 36KE J L 2=
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EnCase Concepts
.

o EnCase Case Files

= — - -
_7 DailyBackups g@
mrziEy  ME(E) BEJi) SHFMA) AT ESEH o
Q- O 3 LPzu|p %a‘ -
(D) |IE| CHtProgram FilesWEnCasefWCasesWDailvBackups [VI 1=
Z4 x E= 3N ER 3
= ) EnCaseb »| [2)September 24 2003 Case File o =4 2
) Backup I September 25 2003 Case File o =M 2
= Cache I Septernber 26 2009 Case Fila o =g 9
=) Cases =
=3 DailvBackups
I Evidence
=) Export
=y Index
I=) Reports
i) Temp
) Certs ]
< | i | & [#d i >
1 JHH 2L HEd =

page 26



EnCase Concepts
.

o EnCase Case Files

6 P = ( B =,
Options Options
Case Options | Global || Debug | MAS || Colors | Fonts | EnScript | Storage Paths Case Options | Global | Debug | MAS | Colors | Fonts | EnSeript | Storage Paths
Mame Index Folder
Proneer's| C:%Program Files WENCases W Index Q
Examiner Name Record Cache Folder
PROMEER C:WProgram Files WENCasesWParseCache Q
Default Export Folder Case Backup
C:WProg!ram FiIn_asWEnCaseGWExport [;] C:¥WProgram Files WEnCases WBadwp E]
Temporary Folder IMI Files
C:'Wrrogram FilesWEnCases W Temp E] Name Writable Path
EREERE 5 Keyword . C:¥Program Files WENCases WConfigWKeywords...
CHfProgram FlesWEnCase6 Windex Q g;" Text Style . C:%¥Program Files WENCases WConfigWTextStyle. ..
(5 File Signature . C:¥Program Files WENCases W ConfigWrileSignat. ..
5 File Type . C:¥Program Files WENCases W Config WrileTypes.ini
5 File Viewer . C:¥Program Files WENCases W ConfigWiewers.ini
% Package . C:¥Program Files WENCasesWConfigWradckages.ini
5 Project . C:%Program Files WENCasesWConfig Wrrojects.ini
[ App Descriptor . C:%Program Files WENCasesWConfigWappDesa. ..




EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

»  Hashing Disks and Volumes
= EnCase Case File

=  EnCase Backup File

= Configuration, or .ini, files
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EnCase Concepts

e EnCase Backup File (.cbak)

\_} Backup
OHE(EY mEE) HEI SHEA 3D ES2(H)
QO2- Q@ F LPzu | %EI‘ i)~
4000 | CWProgram FilesWEnCasefBackup v . 0=
Z0 X = 37 ER g el
= [ EnCasef ‘| [EiCase 1.1.chak 9¥E EnCase Backup,, @2003-03-76 2%,
— BEtEIR? 4 Case 1.2chak T8kE EnCase Backup,,, 2009-09-25 2=,
= Cache ™) Case 1.3.chak 78kB EnCase Backup ... 2009-03-25 2% ..
¥ [ Cases ~ [®jCase 1.4.chak THE EnCase Backup ., 2009-03-25 2%,
= Certs " 4 Case 1.5.chak T3#E EnCase Backup,,, 2009-09-25 2=,
=) Config ™) Case 1.6.chak 799KE EnCase Backup.. 2009-00-25 2% ..,
# [0 Drivers gCase 1,7 chak 799B EnCase Backup,,, 2009-03-26 2% ,,,
% =) EnScript ™) Case 1.8.chak 799KE EnCase Backup.. 2009-00-25 2% ..,
3 Expart ®3Case 1.9.chak T199B EnCase Backup,,, 2009-03-26 2% .
[ Hash Sets 3Proneer's, 1,chak 9E EnCase Backup,, 2009-09-26 23
=) Help =1 Praneer's.2 chak 9B EnCase Backup .. 2003-09-268 2H .
=) Index v ®3Proneer's. 3. chak 9B EnCase Backup .. 2009-09-26 2H ..
<] 1l 2]
12 A (O3 Hs 2 14.5GE6) 3.44MB o L EEE

e

Options

-

| Case Options | Global | Debug | NAS | Colors | Fonts || EnSaript | Storage Paths

Index Folder

C:WProgram FilesWERCasesWindex

Record Cache Folder
C:"WProgram Files WENCases MParseCache

Case Backup
C:WProgram FilesWERCasesWBackup

e
e

page 29




EnCase Concepts

=,

Options

Case Dpﬁunsi Global | pebug || MAS Colors | Fonts | EnScript | Storage Paths

e EnCase Backup File (.cbak)

Save Caze Show True |
v Auto Save M i nutes Auto Save Minutes (0 = Mone) Backup files *
10 = } 9 = } Show False

Lge Recydle bin for cases

[IFlag Lost Files
Picture Options

- | ) :
n OOEI 7C:>|_(I3_ E|_|'I|%o|.X| (L)'él:% [#] Enable Picture Viewer

| Invalid picture timeout (seconds)

|
' Enable ART and PMNG image display ‘
12 =

v" Backup files

[] Enable Pictures in Doc View |

u
P

H

0x
Ot
rir
JE
e
H
ne
-
>

o Date Format |
(=) MM/DD/YY Current Day
- AsEHo=z HOol A0 F © DDMMJYY i |
) Other
|
‘/ I b. f Time Format |
Use Recycle bin for cases s g Sl
{:}. 24:00:00 1 12:39:04% H |
u O|X|_-I CASE H—l’%% -ﬁ-ﬂ%gi Ol% () Other
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EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

»  Hashing Disks and Volumes
" [EnCase Case File

= EnCase Backup File

= Configuration, or .ini, files
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EnCase Concepts

e EnCase Configuration Files

L -"a
Options
Case Options | Global | Debug | NAS || Colors | Fonts | EnScript | Storage Paths
Index Folder
C:¥Program FilesWENCases Windex [:]
Record Cache Folder
C:¥Program FilesYWEnCases WrarseCache [:]
Case Badkup
C:WProgram Files WENCasesWBadkup [:]
INI Files
Mame Writable Path
o Keyword . C:¥'Program Files WENCases WionfigWkeywords.ini
[ Text Style . C:¥'Program Files WENCase6 WonfigWTextStyles.ini
[ File Signature . C:¥'Program Files WENCases WionfigWWFileSignatures.ini
[ File Type . C:¥'Program FilesWENCases W onfigWFileTypes.ini
[“f File Viewer . C:¥'Program Files WENCases WonfigWViewers.ini
[ Package . C:¥'Program FilesWENCases WonfigWWPackages.ini
[ Project . C:¥'Program FilesWENCases WonfigYWProjects.ini
' App Descriptor . C:¥'Program FilesWENCases WionfigWWAppDescriptors.ini
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EnCase Concepts
.

e EnCase Configuration Files
v AppDescriptors.ini : OSY I} osjA| 7f HZ&
v' Keyword.ini : global keyword X&' (EnCase Version 4+)
v' TextStyle.ini : Text Styles TabOf Zat=l LfE XZ
v FileSignatures.ini : File Signature Tab0j Z&t=l L& M7
v FileTypes.ini : File Types Tab0f| Z£2t=l L{- & X% (EnCase or Windows /1EH)
v Filters.ini : Filters TabOf] &=l LH XE
v Local.ini : EnCase®| ®H|& Ol MM L&

v' Profiles.ini : 7)j0l =2 Il

nx
o
N

'I-

v Projects.ini: ZTZHE AN 7t

page 33




EnCase Concepts

= EnCase Evidence File

=  CRCand MD5

= EnCase Evidence File Format
= Evidence File Verification

»  Hashing Disks and Volumes
" [EnCase Case File

= EnCase Backup File

»  Configuration, or .ini, files

= Options....
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EnCase Concepts

Options

Case Options | Global | Debug | MAS | Colors | Fonts | EnScript | Storage Paths

.

e Options = Case Options

Mame
Case 1.3

Examiner Name

| PROMEER. |
Default Export Folder I
C:Program Files WENCases WExport E]
Temporary Folder
C:%Program FilesWEnCases WTemp E]

Index Folder

C:Program Files WENCases M Index E]

v' Export Folder : Copy/UnErase MEH A| 7|2 MZ Z0, EnScript AFEA| &5 24

o = =T

v' Temporary Folder : 2|2 Viewer AFEA| It AA| HE 24

v Index Folder : §|O|E QlElAlS &t A

o
- "1 0O = OT |_|—|OLH'g' 2

o

Rl
M
ini
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o~

Options

EnCase Concepts
|

e Options = Global

Save Case

Auto Save Minutes (0 = Mone)

I

Lse Recyde bin for cases

Picture Options

Enable Picture Viewer

| Colors || Fonts | EnScript

| Storage Paths |

Backup files
g =

Enable ART and PNG image display

Invalid picture timeout (seconds)

172 =

[ ]Enable Pictures in Doc View

Show True

Show False

[ ]Flag Lost Files

page 36

Date Format
(&) MM/DDfYY Current Day
) DDMMAYY |09/26/09
() other
Time Format
{*) 12:00:00PM Current Time
() 24:00:00 01:28:40 2
() other
gol || Ha




EnCase Concepts

e Options = Debug

-~

Options

Case Options | Global | Debug | NAS

Colors

Fonts || EnScript | Storage Paths

Startup
Start Time: 09/26/09 01:01: 162
Current Time: 09/26/09 01:37:20 2 M

Language: LANG EMUM
BuildType: x86

Random: CapifandProvider
CryptTest: OK

Unicode: QK

Code Pages: 83

Debug Logging
& Off
() stack

C:‘s Heap

Detect FastBloc

Build: EPELDO0OO0OC22 02/20/09 12:23:53PM 6.13

>




EnCase Concepts

e Options = NAS

-~

" =y
Options

User Key Path

D: WFORENSICS WERCases WDFRC Wdefault.nas
Server Key Path

D: YWFORENSICS WENCases WDFRCYWDFRC, SAFE

Server Address

|163.152.146. 165

| &=k imkerm - | BEFOF TRE - -
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EnCase Concepts
.

e Options =» Colors

I by

Options E

| Case Options | Global | Debug | NAS | Colors | Fonts | EnSaript | Storage Paths |

Default Colors
Bookmark

Search Hit

Index Query Hit

SearchHit (Exduded)
SearchHit (Notzble)
Code Comments

Style - Logical

Style - Slack

Style - Report Logical

Style - Report Sladk

Filter Frame
Filter Text
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EnCase Concepts

e Options = Fonts

o~

Options

Case Options || Global | Debug || MAS

Cnlnr5| Fonts |En5::ri|:lt Storage Paths

Default Fonts

1=l status Bar and Tabs
@. Dialog Boxes

@. Trees
@_ Tahles

@. Report Title
@. Report Fixed

@. Transcript
IF seript Editor




EnCase Concepts

e Options = EnScript

-~

Options

Case Options | Global | Debug || MAS Colors

Fonts

[ 1show line numbers:

|:| Cebug runtime errors

Indude Path
Indude

Warning

& 72 Unused local variable

& 2 Initiglized but unused local variable
& 72 Unused parameter

& 72 Use 'const String & instead

W 7= Condition ie constant

) Eﬁ Empty expression

a3 Unnecessary initializer

] 3 Redefined enum name

] i3 Duplicate enum name

-1 72 Invalid default aroument

EnScript

Storage Paths




EnCase Concepts
.

e Options =» Storage Paths

= -, |

Options

Case Options | Global | Debug | MAS | Colors | Fonts | EnScript | Storage Paﬂ15|

Index Folder

C:¥'Program FilesWERCasesYWindex

Record Cache Faolder
C:%'Program FilesWENCasesWrarseCache

Case Backup
C:Program FilesWENCases Whackup

E £ B

IMI Files
Mame Writable Path

%5 Keyword . C:¥Program Files WERCases WConfigWieywords. ..
[ Text Style . C:¥'Program Files WERCases WConfig WTextStyle. ..
[“ File Signature . C:¥'Program Files WERCases WConfig WrileSignat. ..
(% File Type . C:¥'Program Files WERCases WConfig WrileTypes.ini
5 File Viewer . C:'Program FilesWEnCases WConfigMviewers.ini
[“5f Package . C:¥'Program Files WERCases WConfigWradkages.ini
[#5 Project . C:¥'Program Files WERCases WConfig WProjects.ini
[“f App Descriptor . C:¥'Program Files WERCases WConfigWaAppDescr. ..




Homework
[

e HW #1

v 2727?7°7°?727°?7°7°7°7°7°°7°7?7°7?727?77?7°7?7°7?7°7?7°°7?7?°°7°2°?7?7?7?7
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Forward Planning

o Outline

v' Week 4 : Actual Test
v" Week 5 : Actual Test
v" Week 6 : Actual Test

v' Week 7 : Actual Test

v' PS:EnScripting

page 44




Forward Planning
.

o Outline

v' Week 4 : Actual Test

= =ZHEoiEoH| flet AP E=H LIE Ste

= =M= 2N Z XE (HWP, DOC & A 2] £ PDF ZAQ 2 H

o
ot
>
iy
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Question and Answer
[
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