Welcome to EnCase Seminar !!

Security is a people problem...
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Toward Understanding EnCase

Week 1 : Hardware and File System Analysis (Chapter 1, 2)
*  Week 2 : Acquiring Digital Evidence (Chapter 4)

* Week 3 : EnCase Concepts and Environment (Chapter 5, 6)
* Week 4 : Understanding , Searching For, and Bookmarking Data (Chapter 7)
* Week 5 : File Signature Analysis and Hash Anaiysis (Chapter 8)

*  Week 6 : Windows Operating System Artifacts — Part | (Chapter 9) ‘2

*  Week 7 : Windows Operating System Artifacts — Part || (Chapter 9)

*  Week 8 : Advanced EnCase (Chapter 10)
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Toward Understanding EnCase

Week 6 : Windows Operating System Artifacts — Part | (Chapter 9) ‘2
*  Week 7 : Windows Operating System Artifacts — Part || (Chapter 9)

*  Week 8 : Advanced EnCase (Chapter 10)
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Windows Operating System Artifacts

Date and Times

* Dates and times are ubiquitous on any modern operating system
* Their uses are countless, and their storage formats vary

* local time vs. Greenwich mean time(GMT)
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Windows Operating System Artifacts

Date and Times - Time Zone

* The world is divided into time zones and computers must keep track of
time relative to those time zones

* The various OS must implement methods differences

* In order that accurately interpret date and time stamps

=» understanding OS and EnCase resolve these differences

£
*  For Windows, file attributes dates and times (MAC) ;'
* The File system in use determines whether the date and tlng i
19.. &
is stored in local time or in GMT % N ;

w0
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Windows Operating System Artifacts

Date and Times - Time Zone

FAT file system are stored in the 32-byte DOS directory entry in local time

* This time zone for which computer configured

* NTFS, stored for file creation, last written, last accessed, and last entry
modified are stored in GMT using a 64-bit Windows date and time ita@

° The OS displays the user based on the local time zone offset
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Windows Operating System Artifacts

Date and Times - Time Zone

* Computers can be moved from one zone to another, incorrectly configure..
* The time and time zone offset may not be accurate
* To resolve these issues, need to know the machine’s BIOS time

=>» apply the correct time zone offset
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Windows Operating System Artifacts

Date and Times - Time Zone
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Windows Operating System Artifacts

Date and Times — Unix Time Stamp

uses a label Unix, do not think this date format is limited to Unix machines
* 32-bit integer value that represents the number of seconds

e Starting on January 1, 1970, 00:00:00 GMT ~

o 232:4,294,967,296

 Monday, December, 2, 2030, at 19:42:58 GMT seconds will have /aﬁsec“
& 8
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Windows Operating System Artifacts

Date and Times — Windows 64-Bit Time Stamp

° 64-bit integer

*  Windows tracks the number of 100-nanosecond intervals
e Starting on January 1, 1601, at 00:00:00 GMT

« 264:18,446,744,073,709,500,000

* This time stamp can address a date range of 58,000 plus years

forensic-proof.com
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Windows Operating System Artifacts

Date and Times — Windows 64-Bit Time Stamp

* 8 byte string (64 bits), most significant value is 01h

[Z] Text x“i':;j Hex E;J Doc l-ﬂEED'ITrans::ript [+ @F‘.Epnrt ] Console 73 = Output [ Lock
O R 2/556615
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Windows Operating System Artifacts

Date and Times — Adjusting for Time Zone Offsets

* The time zone offset is stored in the registry
* System registry file as you would View File Structure

* Navigate to

System\NTRegistry\ControlSet00n\Control\TimeZonelnformation

‘| Table| =|Report 3 Gallery ) Timeline QDisk % Code

Mame h L;gzieml Ph;iﬁl SE?'IF:::E E}fiiits References | S
] 1 [ standardStart 16 16 OMTRegistry-B451260 1 0 Q
1 2 [} standardMame 18 158 OMNTRegistry-B451196 1 ] ? I_:?
] 3| standardBias 4 4 ONTRegistry-B451228 1 y 5
] 4 [J DaylightStart 16 16 OMTRegictry-B451716 1 0 f&
] 5| ] DaylightName 18 18 ONTRegistry-B6330692 1 o f
] 6 [ DaylightBias 4 4 ONTRegistry-B451812 1 0 ,“
] 7| [ Bias 4 4 ONTRegistry-8451132 1 o &8
] & [ ActiveTimeBias 4 4 OMTRegistry-B451924 1 0
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Windows Operating System Artifacts

Date and Times — Adjusting for Time Zone Offsets

-

Case Processor .ﬁ

Selected Modules: 1 Modules (Double-did: for options)
= R @ Modules ”
(i) File Parsers Windows Initialize Case

Compound File Mount Options:

(%) Don't mount Ic=h Information Finders
() Mount by extension =) Case Initializers
) Mount by signature _':_%) :nu:; Ir;trllzeCCase = Investigator Name: Modules:
i ac Initialize Case
'_(_% — TimeZone [C] Hardware
=) Windows Initialize Case O
152 App Descriptor Utility Examiner Name: Accounts
PE':ESS 3‘:?”; 4 ]335 Compromise Assessment Module proneer L Network
Sgarch file sla == ; [ Services
— (_é) Consecutive Sectors Case Information: -
= = 05
L _':_5 File F‘.Epnrt [v [ Investigator Information
=y Sran Renictrv i i D Shared
[ Examiner Information
[] chain Of Custody ; Software
-
[] Spedal Circumstances MEZoNE @
[] Mapped §

<72@ | om | [ 3

[ Clear Case Info (chedked only) ] [ Excel Qutput

[ ]selected Device
[] %ML output

[ ]Fetch only 5IDs/Mames from account

oK ] [ Cancel ]
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Windows Operating System Artifacts

Date and Times — Adjusting for Time Zone Offsets

Dg‘r'—'&; Entries | Li ‘

Export...

 Close... Delete

Copy/UnErase...

Copy Folders...

Bookmark Data. .. Ctrl-B
Bookmark Folder Structure

Taq Record(s)

Activate Single Files...

Create Hash Set...

Create Logical Evidence File...
Acguire...

Restore...

Hash...

Scan Disk Configuration

Scan for LVM

Modify time zone settings... |

Mount as Metwork Share. ..

Expand/Contract Space
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Windows Operating System Artifacts

Recycle Bin

forensic-proof.com

By default when a user deletes a file in Windows =2 Recycle Bin
When a file is deleted...

- adirectory entry or MFT entry is deleted.

 adirectory entry or MFT entry is made for the file in the Recycle Bin.

The new file name bears no resemblance to the original file name.
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Windows Operating System Artifacts

Recycle Bin

* The new file naming rule :
o D [original drive letter of file] [index number] . [original file extension]

> For example,
* C:\My Files\letter.doc were deleted and sent to the Recycle Bin.

* its new file name in the Recycle Bin would be DC1.doc (if first file sent)
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Windows Operating System Artifacts

Recycle Bin — The INFO2 File

* The deleted file no longer bears its original file name, location, and so on..

* The INFO2 file is a database containing information about the files in the

Recycle Bin.

| EyDcts

| [}, D58, txt
| L}, Dcs6.pdf
I3 Dc32

[}, D72, it

|1!;,-:|E5ktup.ini
[}, Dc68. bt

] 12 @Dc}lﬂ.php

] 12 [ desktop.ini
] 13 | ] INFO2Z

][] =] ] ] ) )
Eu:-m-qmt.n'.h'

forensic-proof.com

‘|| Table| =|Report 3% Gallery ) Timeline Q Disk “T% Code

File
MName Ext
bt
pdf
bt
ini
tut
php
ini

File
Category

Cocument

Cocument
Cocument
Windows

Docurnent

Windows
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Windows Operating System Artifacts

Recycle Bin — The INFO2 File

Operating System Recycle Bin Folder Name INFO2 Record Length
Windows 9x/ME Recycled 280 Bytes
Windows NT Recycler 800 Bytes
Windows 2000 Recycler 800 Bytes
Windows XP/2003 Recycler 800 Bytes
* the contents of the INFO2 file : ﬁ ? @
> The file’s original file name and path (entered twice, ASCIl and Unicode) & ] s 'i?
. . . ;_.: 1;-
- The date and time of deletion ‘g ! ?i%--
. b i
> The index number S
* Additional information visit : http://forensic-proof.com/ %
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Windows Operating System Artifacts

Recycle Bin — The INFO2 File

@jHex ‘:J Doc ’-‘*_’I Transcript = jF‘.eport ] Conscle T3 =l Output [ ] Lock [] Codepage B 1/556617

$ilHex | jjDoc % Transaipt [ =|report ] Console 3 M output []Lock [] Codepage B 1/6565617 I%,,
0000 === sommrnes mmenna. C-%APM SetuphusershREADME-=----=-sssrsssrsormssssssmsmss s s s s m s s m s s s mmmmn |

L T T L T T LR T T T T T =
s Jeeenen TTJ BookmarkData... Cyig || e t7u'B\-usa-e-r-a-\-R-E-A-D-M-E:- 2
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0600 R R R e e e R L ECEEEELE =3 Copy ciri-C R e L el 4
T Go Ta.. I R,
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OSE0* " *asssssssassssssssassssssasssssssamesssssss EEIEl:t All 1 T £
10BOT- -« -~ “Kij-,88++ «-Cr:e\-i-des-usi-t-e-_-zr-u-n| |5k Fnd... o T 4
L v v e —]s T T T3S TEEIIIIIIImIEIaasssrTaassreaas 1
7 R R e R TR B

£ ¥

| Schnider CaseWoWCWRECYCLER WS-1-5-21-180 1674531-1417001333-2147098553-1003WINFO2 (PS 22062231 LS 22062168 CL 2757771 50020 FO 20 LE 800)
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Windows Operating System Artifacts

Recycle Bin — The INFO2 File

I
Bookmark Data
Comment
Dala Type Deslinalivn Folder
=HC) Windows || | L] Bockmarks

—,@ Partition Entry

=] DOS Directory Entry
=] Wing5 Info File Record
] Win2000 Info File Recard
=] GuID

=] i

LB 5 @
=

w rr:'"

Schnider Case\NC\RECY CLERVS-1-5-21-1801674531-1417001333-2147098553-1003\N -~

File Record

Index Deleted Path
T4 10/23/09 05:23:452 %  COAPM_Setup\users\README

™
4
" gy

<] 1 (2]
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Windows Operating System Artifacts

Recycle Bin — Determining the Owner of Files

*  Windows NT/2K/XP/2003,
> a Recycle Bin folder bearing the user’s security ID (SID) = uniquely name folder

* Deleted files can be traced back to their owner through the SID

* SID involves mounting the Security Account Manager (SAM) registry file
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Windows Operating System Artifacts

Recycle Bin — Determining the Owner of Files

| Table| =|Report [ Gallery ) Timeline QDisk % Code
MName Permissions | Filtker R;;ﬂrt Description Delf:ted A:t:;:ed
[ 1 .2 5-1-5-21-1801674531-14170... . Folder, Recyde Bin, Hidden, ... 10/23/09 05:23:452 = 011
O] 2| 2l5-1-5-18 . Folder, Recyde Bin, Hidden, ... 10/15/09 11:13:552 = 05/
a_{l | i '
ipt [ pict EJF‘.Epcrt ] Console | Details| ! Output [ Lock [] [] 0/656827
| Name [ 1d 1 Property | Permissions
1 & proneer 5-1-5-21-1801674531-141 70013352 14/096553-1003 Allow [FC] M] [R&X] [R] ...
2 | @ proneer 5-1-5-21-1801674531-1417001333-2147098553-1003 Allow [Read Control] [Obj...
3 | @ System 5-1-5-18 Allow [FC] M] [R&x] [R] ...
4 | @ System 5-1-5-13 Allow [Read Control] [Obi...
5| @ Administrators 5-1-5-32-544 Allow [FC] [M] [R&x] [R] ...
6 | @ Administrators 5-1-5-32-544 Allow [Read Control] [Obi... Q
7 @ proneer 5-1-5-21-1801674531-1417001333-2147098553-1003 Owner ';
3 ai= 5-1-5-21-1801674531-1417001333-214/0938553-513 Group d
% N o .
N
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Windows Operating System Artifacts

Recycle Bin — Determining the Owner of Files

*  When the user empties the entire Recycle Bin,

> directory or MFT entries for all files are marked as deleted

* The INFO2 database is adjusted to its default or empty size of 20 bytes
(Windows XP/2003)

* So, you examine the file slack that immediately follows the 20-bytes header
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Windows Operating System Artifacts

Recycle Bin — Determining the Owner of Files

[Z] Text \.@ Hex tjj Doc l.‘ﬁs@'lTrar1su::|'i|:lt = EReport -] console T3 L Output [ Lock [ ] Codepage [] 0656827

(1 - R R R R R R R R D:%03_CIS~1% ASSIS-
084045 " E841~1% ABOUT~ 14 ABOUTC~14CIST , B~ 1 \MATH M~1 FLA+ CISTE E2ATAsA(Re: e »ERAT\CIST B "\mein menu - “img s fla-r- rrxrraen
10B0R- ==~ " *¥rA0SE--&+-D-:-\-0-9-]+ -C-I- 'nets 1% -HOOOtCAE--(,8»-A\-a-bro-urt- - - 3YODEHODOTCAEN -&

| n_*mUetntur -t e R R

IGED +rssrssrassaasaa s saasaaaaasaasaassasrasraesaesaeraerser s 0405 CIS~1% ASSIS~1\E E2AI~1%ABOUT~1%ABOUTC~1CIST, B~1\MA]
1680 M~1.SWF- CISTE ESAIABAT+ ;e »EAAINCIST B °\main Menu — " @G m.SWh - @ -t s r e e et ettt naseas s

1= I R Seveneen CHeAOSE- Q- +Dezehe0-5+1 oI
1820T-%+ [+ *RA+s-s+i-s-t-a-n-t* +]-% HOOOtCAE -—( ,B» A\ 2 -broru-t- -« 3 YODEHODOLCAE, »a-bro u -t -C-I-5-T-HIOOoCAEOCAAREsba O | Y
2040C-I-5-T+ -Tot W m 2 i-m*_ mMee~ M ls *—° ~SW @b s @ W eEe v o s o o e e

2520 B " \main menu. fla s s s st LSS
EEAQ s Teeeeens *H-fAOSE--Be-Decey0+59+]+ +C-I+5-T-\~[+ +A-s-s-i-s-t-a'n-c- -]-\ -HiDOogE
2760 - [, E»+ Ay 2 brorurte e YOBEHODOLCAE, *2'brosurts +CrI+5+T HODOtCAEOCALDES 0|\ Cr I+ 5T+ Tt ma*i'n' *mre'n*u*. £+]

L v

[(] i | [>]

[1 schnider Case'0WDWRECYCLER WS-1-5-21-1801674531-1417001333-2147098553-1003WINFO2 (PS 134893832 LS 12012584 CL 1501573 50 000 FO O LE 20)

"?:::";_
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Windows Operating System Artifacts

Recycle Bin — Files Restored or Deleted from the Recycle Bin

=] Text a@ Hex tjj Doc '] Transcript [5 Eﬂepﬂrt | Console T3 = Output [ ] Lock

] ] 0/a56615
aoo005 00 a0 00 00 00 00 00 OO0 Q00 OO0 00 Z0 03 00 00 00 00 Q0 ([(=r=weerewemow wwwwon .
DDIBDDIDD 3 5C| 44 4F 43 55 4D 45 TE 31 5C 70 72 &F ©E &5 &5 | :\DOCTME~1%\pronee

O0sSE~ 2 SC B DA C5 C1 Cg BD 7E 51 5C 70 72 £F £E €5 €5 72 ZE L"\"ﬁiﬁﬁ‘"l"\FLUILEHL_
Q05762 70 &7 00 B3 E9 5C 70 72 &F &E &5 &5 72 ZE &2 70 &7 00 |ipg-.é\proneer.jpg-
Q07&00 00 00 00 00 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 00 00 00 QO [+sesssrsssarsaannnns
008500 00 00 00 00 00 OO0 00 00 0o ao oo oo oo oo oo oo oo ao |--Restored-File--
011400 00 00 00 00 00 00 OO0 00 OO0 OO0 OO0 00 00 00 00 00 00 Q0 [+cessvrrnornnannnns
Q13300 00 00 00 00 00 OO0 00 00 00 OO0 OO0 00 00 00 00 00 00 Q0 [+ssessrranrnnananas
Q15200 00 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 Q0 [+ssessrraarnnannnas

[Z] Text |'-§_§j Hex tj] Doc "T:I Transcript [ gﬁepﬂrt ] Conscle 3 W Output [ Lock
O ] o/s56615

Q74100 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 Q0 Q0 |swewwer e esmenweann
Q7ed00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 a0 Q0 Q0 |wwewwrsvwsvwsvwrs o
a77%00 00 00 00 Q00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 Q0 Qf |seewwwsswesmewwes s
Q759800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 Q0 Q0 |seewwessmesmenweaa.
Q81700 00 00|43 |2A 5C 44 4F 43 55 4D 45 T7E 21 SC 70 72 &F &E |»»C:A\DOCUME~1\pron
ag36c5 o5 72 5C B3 D3 C5 €1 CB 2D 7E 321 5C 70 &5 &F 70 &C &5 Eerklﬂiiﬁ—ulkpenple
0B552E 78 &C 73 00 AD BB E3 5C 70 &5 &F 70 &C &5 2E 78 6C 73 |.xls-— é\people._xls
Q87400 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 a0 Q0 Q0 |wwewwrvwwoowewwrw o
ags300 00 00 OO0 OO0 00 00 OO0 OO0 OO0 00 00 00 OO0 Qa0 O30 Q30 00 Qg |»- DEIQtEd File '
051200 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 OO0 Q0 Q0 |==ewwesveeseenwnaa.
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Windows Operating System Artifacts

Recycle Bin — Using an EnScript to Determine the Status of Recycle Bin Files

. -
[ -]
Case Processor
Selected Modules: 1 Modules (Double-dick for options)
. , é—@'% Modules a.
Compaound File Mount Options: _
]I File Parsers
(%) Don't mount -5 Information Finders
(") Mount by extension -] 3 Find Protected Files L

- [] 52 HTML Carver

]2 Partition Finder

& =) Recyde Bin Info Record Finder
[]52 Credit Card Finder w
LI T {52 E-Mail Address Finder ! -
[ |search file slack | 1 File Finder 3

i1 Case Initializers

=i _Ann Necrrintor | libe

(") Mount by signature

Tl

<52 | o || #Hx |

forensic-proof.com 20 October 2009



Windows Operating System Artifacts

Recycle Bin — Bypass

= =

wAs o oY
=23 O3 () DaTa (E: WuFs ()
ECIREES | 23 [)~3 (C)

O SR E0ICH IS AE(C)

G B CROIEE S 2R L)
I e R
MR 73

=

ATH =2 =l 2R EAD)
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Windows Operating System Artifacts

Recycle Bin — Bypass

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\BitBucket

& dKAEe] HET| M|=[x
mrecEy WEEY 210 EAHFIA) EEEH)
=1 CurrentVersion »l| o= == o 0IE4
(3 App Management [ab) (71224 REG_SZ (2r 4 ol
1 #pp Paths ssiukeOnDelete | REG_DWORD  0x00000000 (1)
% glF'TDS'EtS 8] Percent REG_DWORD  0x0000000a (10}
=3 Contral Panel UseGInhaISettlngs REG_DWORD Q00000001 §13
(1 Controls Folder
[ CSCSettings
[ DateTime
3 DIFx
3 DIFs&pp [v]
o T Moamama im Dlivaetarn
<] - | & |l m |
LH B EEWHREY _LOCAL_MACHIMNEW S OF TWARE W MicrosoftttWind owsWC urrentYersion™Explorer®BitBucket

* 0x01h: Set
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Windows Operating System Artifacts

Link Files

* Link Files are also known as shortcuts (.Ink)

-

proneer_.jpg s= 3Y 1
bk | HEE 242| | 5ot

| ] proneer_ jpg

[k =& 24 PG I
[H-&F 2x) HHEF 2HH
CH-&H T : and SettingsWproneerwHIE 2% oroneer, jpal

ME 2RSS ["CDocuments and SettingsWproneermHiEr EH

HEZ 2121 31060 818 |
SH(E): FEE [l
&30y

ik

EEEEENIINEEEERIEEEC
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Windows Operating System Artifacts

Link Files — Forensic Importance

Link files are ubiquitous

* The operating system creates many link files by default
* The Recycle Bin is a typical default desktop link file

* when applications are installed, link files are placed in various locations
* Link files can be created on the desktop or on the Quick Launch ta?ba?

-

* Certain actions by the user create link files without their knowledggé & o

forensic-proof.com 20 October 2009
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Windows Operating System Artifacts

Link Files — Forensic Importance

*  When a user open a document, a link file is created in the Recent folder

* Link files, like any other file, have MAC time stamps

* Program was installed on one date and a link file was created later = reveal
* Each time a link file is “used”, knowingly or unknowingly,

* information about the target file is updated =» modified each timel g @

%‘F??
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Windows Operating System Artifacts

Link Files — Forensic Importance

* Link file various attributes
> The complete path
> Volume serial number on which the target file or folder exist
> File’s size in bytes

- MAC time stamps of the target file

forensic-proof.com
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Windows Operating System Artifacts

Link Files — Forensic Importance

. il
l,"_jHumE = Entries [I]Eluuklnarks Mame E}L‘Et
Qe,Sear::h Hits =3 Records Qﬂeuices ] 1 | [ Desktop.ini ini Wind
%P secure Storage  “ Keywords [ 2 | =3 Adobe C53DP Koreausodnk  [Ink Wind
EF: Home| 0= File Extents @ Permissions L] 3 | &2 major_1.gifInk Ink Wind
L] 4 == #2 0}2.prcnk Ik Winds
E:IF‘.EFerences _{ Hash Properties
|—D I35 are [ [l 5 == [FEE754.sin.Ink Ink: Wind
i = I L
E]—DI:I%[IENI " Ed = = [l & == 2009 proneer template.ppbx.nk | Ink Wind
¥ etHoo —
&0 Orade L] 7 =2 20084 CIAE Z2l& A (Ink Wind:
o) PrintHood [ [] & = FileTypeChedk.Ink Ink Wind:
O[] PrivaclE L] 9 &2 Broodwar.ISO (4).Ink Ik Wind,
|
1= Recent ["""’ £ ] 1T g
[Z] Text | Hex I:“ Doc l.ﬂr;s@'lTrans::ript [ = | Report ] Console 73 = Output [ ] Lock 7
. L
O R 2558615 £ §
aQoom4ac 00 00 00 01 14 02 00 00 00 00 00 CO 00 OO0 00 00 00 00 48 |Lrw====e=xxo Beaenns F [h i
0020823 00 00 00 10 00 OO0 00 38 OC BO EO CR 76 C3 01 F4 B8 C5 7C Qr-=--=- B-"aEvE-&2A| ’,
ao4o0Dp2 Te C5 01 CA SB 48 &C CB 7 CH (S ~>——~ oo 297 oR oo o7 o7 pw]:'.'iI]H_'lj.v]:'.' """" %
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Windows Operating System Artifacts

Link Files — Using the Link File Parser EnScript

- =,

Case Processor

Selected Modules: 1 Modules (Double-did: for options)

. _ = &) File Parsers ”
Compound File Mount Options: __ ]
{]=) SLogFile Parser
() Don't mount ]2 Active Directory Information Parse
) Mount by extension ] 72 AOL IM Information =
= EXIF View
) Mount by signature —d I:_‘E_"j ST
—{1:5 Google Hello Module == - "*'
152 IM Archive Parser Link File Parser .
—{_17 Kazaa Log Parser Link File Properties
Process Options: #7175 Link File Parser _E File F Pe —
[ ]search file slack B . e Hags
= g | Selected Files OMLY
1 (_;) Llnu: SysLog Parser aele les W] File Attributes
1 5= Windows Feent | nn Par
< ] | 1 []5earch Unallocated Clusters B Link File Details = E
Wewde REme e s B Show Window Value -~
& Created Date ' g
[ ]add a Page Break after each link file detail & Last Written Date Ir §
_|| [“1iadd 2 ine after sach fink fiie detaif B Last Accessed Date B
<FH=E ” OF []xML Output A Volume Label ?
u ;
B B Media Type &
[ ] Tab Delimited Text Output & Volume Serial #
B File Length E‘
. v
[ OK l Cancel ]
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Windows Operating System Artifacts

Link Files — Using the Link File Parser EnScript
0

INFO2_LinkParser1\Link File Parsen\0 Page 3

File Object GUID:

File Object GUID (16 Byte Sequence):
Target Volume GUID:

Target Volume GUID (16 Byte Sequence):
Target File GUID:

Target File GUID (16 Byte Sequence):

{E10AGTAC-DEFE-4B33-A964-E6331CC30342}
3JEABDBS4CEC1DD11B37B005056C00008
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----- D---------------_-------n-----------éﬂ-“-----D:\U‘rILIH\[ISO] RdDbE CSS DESlng PEE]]IJ.U.]II\R{{DB
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mrituaemerrrres Hessaaas cist-proneezs =W

ApE3EBd&3A-B> U, EAY+3 [ +BVA+ —W
ApE3RBdAZ A Be 0, EAF -3 [ +DVh- v e v
4) Schnider Case\0\C\Documents and Settings\proneer\Recent\major_1.gif.Ink
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Link File: major_1.gif.Ink

Full Path: Schnider Case\0\C\Documents and Settingsiproneer\Recentimajor_1.gif.Ink
Offset: 0

Size: 989

File Flags: HASITEMID | ISFILEORFOLDER | HASWORKINGDIRECTORY

File Attributes: ARCHIVE

Show Window Value:  SW_NORMAL_WT

Created Date:
Last Written Date:
Last Accessed Date:
Volume Label:
Media Type:
Volume Serial:
File Length:

lcon File Mame:
Command Line:
Base Path:
Application Path:
Working Directory:

02/05/09 01:07:002 =
02/05/09 01:10:292 %
02/05/09 01:12:422 %
D

Fixed

48 B7 81 D6

1772

DA\CISTV ASSISTANT \E EaAlAs"0-A'®14\[2008.09.16] IME_www_backup\imglentrance\major_1.gif

DACIST\[ ASSISTANT NEHI0| 72K 2 41[2008.09.16] IME_www_backuplimgientrance
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Windows Operating System Artifacts

Windows 2000, XP, and Vista Folders

Operating System

User Profile Folders

Default System Folder

Windows 9x/ME No Documents and Settings Folder C:\Windows
. No Documents and Settings Folder _
Windows NT C:\WINNT\Profiles CAWINNT
Windows 2000 C:\Documents and Settings C:\WINNT
Windows XP/2003 C:\Documents and Settings C:\Windows

Windows Vista

C:\Users

C:\Windows ; 5

¥
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Windows Operating System Artifacts

Windows 2000, XP, and Vista Folders

* All version (NT, 2000, XP, 2003, Vista) create a unique artifact when the user

first logs on the system
* Folder is created that bears the name of the logged-on user

* At the same time, subfolders are created at first logon
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Windows Operating System Artifacts

Windows 2000, XP, and Vista Folders
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Windows Operating System Artifacts

Recent Folder
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Windows Operating System Artifacts

Recent Folder

*  Windows XP : C:\Documents and Settings\<user name>\Recent
* Windows Vista : C:\Users\<user name>\AppData\ Roaming

\ Microsoft\ Windows\Recent

* Examine in a case in the Recent Folder :

- sort the files chronologicaily

y last written time

- to see what kind of files the user has been accessing
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