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Basic EnScript

What is the script?

* A programming language that allows control of one or more software applications.

* Often interpreted from source code or bytecode, whereas the application they control are

traditionally compiled to native machine code.

°  Early script languages were often called batch languages or job control languages. w
3

e  Shell Script(UNIX shell), MS Batch (COMMAND.COM)

e JavaScript, VBScript, XSLT, AJAX

* Unix AWK, grep

Perl, Python, Ruby
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Basic EnScript

Introduction

* Has nothing of GNU EnScript

= converts ASCII files to PostScript, HTML, or RTF.

* Provided by Guidance Software.

* Similar to the ANSI C++ / Java
- Expression evaluation
= Operator meanings

> Making for an easy transition
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Basic EnScript

Introduction

* Even though it resemble C++/Java, just a script. no compile process.

* Like many processes in EnCase, still use the product while a script is running.

 EnScript vs EnPack

EnPack is introduced a new concept in script technology at EnCase v5. # ? g
EnPack is a pre-compiled version of an EnScript. o

It’s main purpose is to render EnScripts “black-box”
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Basic EnScript

EnScript Navigation

|4 Ensaript] U Hits T Filters [ Conditons (3 Display * File Edit View Tools Help

é"‘{g EnSeript New |5 Open sl Save (=8 Print e Add Device ‘4, Search Refresh < Delete ¥ Update
) Examples - _ - : :
Forensic g E””‘”“_’“” Keys |15 EnSaript| 4 EnScript Type 4 b X| £ [£ Table| 15 Code
4, Case Processor é“‘{g EnSeript Mame

1 \{3 Case Processor

—“t¢ Encrypted+Data-+Finder
2 »{g Encrypted+Data+Finder

—hg# Export Hashes

g File Mounter ) Indud (58 Find in Files. .. Ctrl-Shift-F || % Export Hashes
& Index Case Replace in Files... Ctrl-5hift-H _ “i4, File Mounter
—v{% Memory Analyzer ) \{3 Index Case
—v{E Scan Local Machine 3 New... Insert ! V{ﬁ Memory Analyzer
_ﬁ Webmail Parser % Delete Delate Vi& Scan Local Machine
DD Inl:.|L||:|E a ] {ﬁiﬁrebmail Parser
- Main £} Update Cirl-U
| Change Root Path... |
‘J;. Browse... Q
Rename F2 E
ILZ) Mew Folder... A
Expand/Contract Space
Conftract all
VR
' -.-3 “i:
e C:\Program Files\EnCase6\EnScript\ % Faps
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Basic EnScript

Typical EnScript

* Enterprise EnScript
Document Incident
Machine Survey Servlet Deploy
> Quick Snapshot
= Snapshot Differential Report

- Sweep Enterprise

forensic-proof.com

* Forensic EnScript
~ Case Processor
File Mounter
Index Case
- Scan Local Machine

- Webmail Parser
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[ ] L]
B a S I c E n S c rl pt Selected Modules: 0 Modules (Double-dick for options)
51 7® Modules
i) File Parsers

Compound File Mount Options:

@ Don't mount {73 SLogFile Parser
° ° () Mount by extension H i@ Active Directory Information Pa
Typical EnScript — Case Processor 39 sttt

Mount Options. .. 175 Google Hello Module

153 IM Archive Parser

Pﬁcsess C:ET%THS; . |55 Kazaa Log Parser
garch Tie a 153 Link File Parser

L1155 1inux Svsl nn Parser
1L}

*  File Parsers

SLogFile Parser, Active Directory Information Parser
AOL IM Information, EXIF Viewer, Google Hello Module, B Finish
IM Archive Parser, Kazaa Log Parser, Link File Parser, Linux SysLog Parser

Windows Event Log Parser, WTMP — UTMP Log File Parser

* Information Finders

Find Protected Files, HTML Carver, Partition Finder, File Finder ! ?
Recycle Bin Info Record Finder, Credit Card Finder, E-Mail Address Finder o r Q
]

e Case Initializers g‘l

Linux, Mac, Windows Initialize Case

*  App Descriptor Utility, File Report, Scan Registry, Time Windows Analysis Modt @T A f
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Basic EnScript

User-defined EnScript

* Add the user-defined EnScript to that Root (C:\Program Files\EnCase6\EnScript\)

=7 EnScript

|“'f$ Enscript| 4 Hits T Filters [£2 Conditions ﬁ Display =] Queries _i.al. Text Styles

Contract Al

3| 58 Findin Files... Ctrl-Shift-F

=) | #43 Replace in Files... Ctrl-shift-H
Ly D New... Insert
—h|":' Update Cirl-U
|4 Change Root Path...
< %3 Browse..,
L4 20 Mew Folder, ..

EHDD

B Expand/Contract Space
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Basic EnScript

How to get a EnScript Library

* Downloads page in the support section at http://www.guidancesoftware.com/

* Message board - http://www.guidancesoftware.com/support/messageboards.asp

* Blog - ForensicKB (http://www.forensickb.com/ )
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EnScript Programming

EnScripts

*  Expressions(operators, functions, variables), Array and so on are coterminous C++/Java.

*  Loops(for, while, do, foreach, forall), datatype and so on also are much the same.

Types Size Range
Char 2 bytes 0-65,535
String Null terminated
Short 2 bytes number -32,768 — 32,767
Ushort 2 bytes number 0-65,535
Int 4 bytes number -2.1-2.1 billion
Uint 4 bytes number 0—4.2 billion
Long 8 bytes number -9.2 - 9.2 sextillion
Ulong 8 bytes number 0 — 18.4 sextillion
Double 8 bytes number Decimal value
Void void
Bool True/False true or false .x'
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EnScript Programming

Filters

* AfFilter is a special EnScript.

* The concept was to filter files/folders base on some type of criteria :

File extension, size, name, whatever...

| “i% EnSaript | T Filters| [ Conditions 37 Display =] Queries
5T Filters

—y Deleted Files

— = Differing Initialized Size

—" Files after n date

— " Files before n date

— T = ‘ﬂ Edit Source

— T Fiter ) " o

= Find fi

— T FindM an gyt Enter

— T Hotma T New... Insert
| “F Hotmz
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EnScript Programming

Conditions

* A Condition is exactly the same as a filter, except you don’t need to know how to

write EnScript programming language.

: “% EnScript T Filters | Conditions| % Display %] Queries
ép— i= Conditions
Files
—H ") File Extents
—|¢= PDF
—|i= Start Sector
—[i= Start Byte

i= gimrt Chistar

—li=

—[£= Thun # Run
—[i= T™XT | __ _
. = True|g‘II Edit... Enter
| [5= Lhg | L= New... Insert
= 7IP [I] Bookmark Data. .. Ctrl-B
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EnScript Programming

Queries

* A Query is nothing more than two or more filters and conditions put together.

. “i% EnSaript T Filters [£Z Conditions 3 Display | =] Queries

=&
J_‘l—ﬂ;-*: 2 New... Insert
,;,LT Export...
Import...
1
—
|| Mame B
| Queryl
Display settings for shown items
Mame Text g;}; I::r;rgfe
I Differing Initialized Size F:Default B:Default F:Default B:Default
2 [ POF F:Default B:Default F:Default B:Default
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EnScript Programming

Write a EnScript

|Global I Debug I NAS ICoIors I Fonts | EnScript |Storage Paﬁ’15|

Shaw line numbers
|:| Debug runtime errors
Incdude Path E ) . . = - . .
:| S i A
P : ‘{3 EnScript \%Hlts T Filters [{= conditions ﬁ Display =] Queries % Text Styles
=4 EnSaript
Find in Files. .. Ctrl-Shift-F
Replace in Files. .. Ctrl-Shift-H
Warning
B i3 Unused local variable
R 73 Initialized but unused local variable Mew... Insert |
A T3 Unused parameter
R 73 Use 'const String & instead =} Update Ctrll
M i@ Condition is constant - —
) ? Empty expression Change Root Path... : Table g Report \’{g Code
B 73 Unnecessary initializer A
[[] 73 Redefined enum name €4 Browse... ‘“{3 Proneer Script ’
] i3 Duplicate enum name - _ 7
[ 5 Invaiid def )| New Folder... - -:'.laas_l Halgﬂlaaa { : ’
Z| wold Main(Casellass c) | ,
Expand/Contract Sp ' ! ‘:’;
Contract Al ; !

[ OK ][ Cancel ]
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EnScript Programming

Write a EnScript

|

Global | Debug | MAS | Colors | Fonts | EnScrip

Eh']"""' line numbers |‘{3 EnScript \%Hits T Filters [{Z Conditions ﬁDisplay ] Queries .if'i. Text Styles
. =44 EnSaript
[/ Debug runtime erro ) | 58 Findin Files... Ctrl-Shift-F
Indude Path | £ Replace in Files... Ctrl-Shift-H
- =l
Indude] &[5 new... Insert
£} Update Ctrl-U
| Change Root Path... : B Table E Report |4 Code F
Browse...
Warning o v ”{3 Br = rint
i) Mew Folder... an P ’
licelasa MainClass | [ 4
FxpandContract P 2| wvoid Main {(CageClass c) { d
Contract All -
31

e
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EnScript Programming

“Hello, World” Enscript

Table gﬂepﬂrt ”{3 Code

”{3 Proneer Script

lliclagas MainClass |
2 vold Maini(CaselClass ol |
Console Writeline ("Hello,

v L
—r

Wolrd™) ;

T Filters [{= Conditions ﬁ Display 2] Queries

:|~¢ EnSeript

=% EnScript
[y Examples
" Forensic

Proneer Scrint
| b B |
"t'] Edit Source

Mame
1 | 4 Compiled. No Errors, 1 warnings, Proneer Script
2 r Unused parameter, Proneer Script{2,23)

Text @Hex EhDu:u: Transcript @ Picture Eﬁepﬂrt ﬂ Console _Ta Details

M output

Holrd
Holed

Hello,
Hello,

Text @Hex Eh[:n:u: Transcript E Picture %F‘.Epcrt

ﬂ Consaole

@ Details 2V Output
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EnScript Programming

“Hello, World” Enscript

Table Eﬂemrt %3 Code
*"Lﬁ Proneer Script

llelass MainClzass |

2| wold Main (CaselClass o) | Sf Execution starts here
3 SystemClass: :Clearfonsocle (SystemClass: - SHOWOOHSOLE) ;

z Conacle _WritelLine ("Hello, Wolrd™);

2[f* Any comments hread *f

‘“{gPTDﬂEEf Script i “
llclass MainClass | 3
2 woid Main(Casellass ci |
3 SyatemClass: :Clearfonsocle (SystemClass: : SHOWCONSOLE) ; ’.‘? r ?
z Console Writeline {(c.EntryBoot().FirstChild() . Nams{));

5 Console Writeline (c.EntryRBooct() .LastChild() HName());

: 24 Picture %F‘.Epﬂrt > Console| 3 Details G Output [ Lock [ Codepage [ 0f7271 ﬁ‘ﬁ u;,?
Droneer TestCase Image . "f'ﬁ?ﬁ

Froneer TestCase Image
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EnScript Programming

Advanced EnScript

*‘Eﬁ Proneer Script

llelasa MainClass |

2| wold Main (CaseClass o) |

3 BoockmarkFolderClass £folder;

z folder = new BookmarkFolderClassic.BookmerkBootl), "Proneer Bookmark™);

SyatemClass: :Clearfonscle (SyatemClass: : SHOWCOOHMSOLE) ;

7 forall (EntryClass entry in c.EntryBoot()) |

= if f{entry . MName () == ("Desktop.ini™)) {

= Consocle Writeline lentry.LogicalSize()!);

10 folder. 2ddBoockmark {entry, 0, entry.LogicalSize () ,entry . Hame (),
11 BookmarkClass: : SHOWREPCRT, BoockmarkClass: :LOWASCII) ;

12 }

13 }

14 Console . Writeline ("EnScript f£inished™);

15[}

: [24 Picture gRepﬂrt . ] Console| T Details 2 Output [ Lock [ Codepage [ 0/7271
Zel

EnScript finished

= enves Lo oo~

Type

(] 1 [E] Highlighted Data  [.ShellClassInfo] IconFile=%USERPROFILE%:)

J:‘|-D|:|H:] Bookmarks
| 5[5 Proneer Bookmark
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EnScript Programming

Advanced EnScript

q,%,g Proneer Script

llielasa MainClass |

z volid Main (Casellass o) |

= SyatemClass: :Clearfonscle (SystemClass: : SHOWCONSOLE) ;
Z forall (EntryClass entry in c.EntryBooti)) {

5 if {entry.Hame({) = ("hibkerfil.sya")) |

2] Conscle Writeline{entry.LogicalSize());

Consocle Writeline{entry.FullPathi{));

g EntryFileClass £ile;

10 Lfile = mew EntryFileClass();

11 file.Openlentry);

12 file. SetlCodePage (CodePagelClass: 2NSI) ;

13 String strTemp; i “
3

14 do | -
15 file ResdString {strTemp, 10000, "™™i; % .y -
1a if {strTemp.Contains{"proneer™)) | "? r ; Q
17 Console _WritelLine ("2A1leh!! "™ 4+ strTemp); : 4 ? E
15 Console _Writeline(file. ﬂ'
15 break;

- h

1 } while (file.Peek() != FileClass::EQF);

)
—t

1

Consocle Writeline ("EnScript finished™);

n
—t

% I L B L% N L N N R LN R LN R

=(}
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EnScript Programming

Advanced EnScript

class MainClass {
String Path;
void Variables (uint props) {
StorageClass storage("wordread", props);
storage.Value("path", Path);
}
void Main() {
Variables(0);
DialogClass dialog(MainWindow, “What is the name of this program????");
new PathEditClass(dialog, "Path", WindowClass::START, WindowClass::START, 250,
WindowClass::DEFAULT, 0, Path, WindowClass::REQUIRED | WindowClass
if (dialog.Execute() == SystemClass::0K) {
Word::Application app;
if (app.Create()) {
SystemClass::ClearConsole();
Word::Document doc = app.Documents().Open(Path);
if (doc) Console.Write(doc.Range().Text());
else {
LogClass log("Read Word document", LogClass::WARN);
log.Warn("Unable to open " + Path);
}
app.Quit();
}
}
Variables(StorageClass::WRITE);
}
}

::FILEOPEN);
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EnScript Programming

Conclusion

*  Where EnScript APl Reference can be found?
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Question & Answer
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