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FAT12/16/32 Introduction

FAT (File Allocation Table)

. MS-DOS A|EEE AL

- 7T 1A 0l2ajFtE, C)X| 2o, SHAIH R SO 22l A.
. FAT12, FAT16, FAT32, (exFAT)

FAT F o =Xt BH 7t 2|0 S8{A2H £

000h, 001h, FF6h~FFZ = Of| 2=l Zf (1274)

—

FAT HA | A EHHSE 22AH 2837 gE12H 27]
32MB - 8GB 4 KB
FAT12 4,084 (212 -12)
8GB - 16GB 8 KB
FAT16 65,524 (216 - 12)
16GB —-32GB 16 KB
FAT32 268,435,444 (228 - 12) 32GB - 32 KB
FAT HA0f 2 XO| #H 7ts0 S22 5 FAT320( M 2& 27|01 (2 S 2H 27
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FAT12/16/32 Introduction

FAT (File Allocation Table)

. FAT32 2% H|St (268,435,444 E2{AH)

4 KBO| Z2 1 TB }K| B3

or

32 KBO| ZS 8 TB J}X| &3l & MBR 71X0| H|&to 2 2 TB J}X|Ot &3 7}

. exFAT (extended FAT)
2= 2 Embedded CE 6.0 2 E| AFZ (Vista O| A2 7|2 X| &, XP= IfX| AX|)

S HES 64 HER B

mju
i}
|>

E

FH

H|

[m
=

A

Ofo

TFAT X| &

UTC (Universal Time, Coordinated) X| 2 = A|Zt 2 E 10 ms (NTFS : 100 ns)
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FAT12/16/32 Internals
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FAT12/16/32 Internals

Structure

© OlerE 9, FAT E9, HIOIH 39

Reserved Data Area
Area
FAT &4 ofefEl Y 37| (ME)
FAT12 1
FAT16 1
FAT32 32

FAT 4] 0f (G2 0f2FEl ool MEf 4
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FAT12/16/32 Internals

Reserved Area (FAT12/16)

Reserved
Area

Boot
Sector

L ]
T
1 sector

DENWAVCE]
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FAT12/16/32 Internals

Reserved Area (FAT32)

R d
eserve DENWAVCE]

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors
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Reserved Area (FAT32)

DENWAVCE]

Reserved

Area

Boot Strap
(FAT32 only)

(FAT32 only)

T

32 sectors

MBR + MBR Slack (Reserved Area)

FAT32 Reserved Area (32 sectors)

=i=i=1-1

Boi=i=d=1

Sl i=g=i=1
|||||||| | e el el
Sl l= g
|||||||| |l =l el
SH-R=H-g-N

||||| s bl el e

= =

b=l el Bl Bl B

SH-R=R-g-

= i=R=a=1

= = =

el e

SR=-R=R-H-

Si=1=0=0=1

G =

= = = B

SR=RSR=H=R

= = = e ] e ]
| T
EEEREREAEREEEEE
|1
TEEEREREAREREEE
|1
T THEEERERREEEEEE
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FAT12/16/32 Internals

Reserved Area (FAT32)

R d
eserve DENWAVCE]

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors
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FAT12/16/32 Internals

Reserved Area (FAT32)

R d
eserve DENWAVCE]

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

T
32 sectors

3 a 5 9 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

. 0,6 HH ME : 25 HE MHE (Volume Boot Sector)

=

. 1, 7 H MIE : File System Information (FSINFO) 1 =Xl

. 2,8 HME : 2EEAEY FALC (Boot Strap Code)
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FAT12/16/32 Internals

Reserved Area (FAT32)

R d
eserve DENWAVCE]

Jump command BIOS Parameter Block

DOOEB S8 90|4D 53 44 4F 53 35 3E 30 00 02 08 26 00 |[eX(MSDOSS.0-*+&*
01602 00 00 00 00 F2 00 00 3F 00 FF 00 3F 00 00 00 ----r@r 2 §+2r"+
032C1 BF 1E 00 AD 07 00 00 00 00 00 00 0Z 00 00 00 Ag--—-+---
04801 00 06 00 00 00 00 0O 00 00 00 00 00 0O 00 08 |- -+ --oceeee
us;lon 00 29 54 04 1E 5C 4E 4F 20 4E 41 4D 45 20 20 --)T--\NO NAME
08020 20 46 41 54 33 32 20 20 20 33 C9 BE D1 BC F4 | FAT32z 3EIfRed
09678 BE Cl 8E D9 BD 00 7C 88 4E 0Z 8A 56 40 B4 08 |{ZAZ(Rs-|-N-Sve--
Y 112CD 13 73 05 B9 FF FF BA Fl1 66 OF B6 Cé6 40 66 OF f:s-‘ﬁ?ér}?-!!@f'
32 sectors 12886 D1 80 E2 3F F7 E2 86 CD CO ED 06 41 66 OF B7 I'NEE?-'.-E‘I'IM‘E.E"
144C3 66 F7 E1 66 89 46 F8 83 7 16 00 75 38 83 7E Ef+dfuFaf~--usf~
1602 00 77 32 66 8B 46 1C €6 83 CO OC BB 00 80 B9 |*-w2f<F-£fA-»-€*
- 17601 00 E8 2B 00 E9 48 03 AO FA 7D B4 7D 8B FO AC |--é+-éH* 4} " }<a~
FAT QO‘M tl|:l-I '?'I *E.l %:l 19284 CO 74 17 3C FF 74 09 B4 OE BB 07 00 CD 10 E ,,i&r.-f?r. cemerIcg
20BEZ A0 FB 7D EB ES A0 F9 7D EB E0 98 CD 16 CD 19 |i G}&d ajea~i-i-
22466 60 66 3B 46 F2 OF B2 4A 00 €6 6A 00 66 S0 06 £ £;Fe-,J-£j-£P-
FAT12/16 24053 66 68 10 00 01 00 BO 7E 02 00 QOF 85 20 00 B4 |[Sfthe"**€~""*.. *~
0-2 Jump command to boot code 25641 BB AA 55 BA 56 40 CD 13 OF 82 1C 00 81 FB 55 |[Aw»avudvei--,--oau
FAT32 272Ah OF 85 14 00 F6é C1L 01 OF 84 OD 00 FE 46 02 B4 |8-_.--8A--, -pF-~
28842 BA 56 40 BB F4 CD 13 BO F9 66 58 66 58 66 58 BEVE«SI-ufXeXsX
FAT12/16 3_61 3046¢é 58 EB 2A 66 33 D2 €& OF B7 4E 18 €& F7 Fl1 FE ;{;@*faog--n-5+§b
B'OS Parameter BlOCk(BPB) 320C2 BA Ch €6 BB DO 66 C1 EA 10 F7 7€ 1A 86 D6 BA J\ngfﬂfh%-.;\.rjfos
FAT32 3-89 33656 40 8A 28 CO E4 06 OA CC B8 01 02 CD 13 66 61 |veSehs- 1,.-f-£a
3520F B2 54 FF Bl C3 00 02 &6 40 49 OF 85 71 FF C3 |-, TyOR--£@I-.qfh
36B4E 54 4C 44 52 20 20 20 20 20 20 00 00 00 00 00 MNILDR @  scee-
FAT12/16 62_509 32400 00 00 0O 00 0O 00 00 DO OO 00 OO0 OO 0O 00 OO |======ssessencas
Boot code Error message 40000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |=ecvsevevsecsses
FAT32 90-509 41600 00 00 00 00 00 00 00 00 00 00 00 OD OA 52 65 [r+erevvronss Re
4326D E€F 76 €5 20 €4 €9 73 €B 73 20 €F 72 20 €F 74 move disks or ot
FAT12/16 44868 65 72 20 €D €5 64 €9 €1 2E FF 0D OA 44 €9 73 her maedia.y Dis
_ H 4646B 20 €5 72 72 €F 72 FF OD OA 50 72 €5 73 73 20 |k errory DPress
FAT32 510-511 Signature (OxS5AA) 48061 6E 79 20 6B €5 79 20 74 €F 20 72 €5 73 74 61 |any key to resta
49672 74 OD OA 00 00 00 00 00 AC CB D8 00 00 BS AR rt +++++=E@3.-[O8

FSINFO Boot Strap
(FAT32 only) (FAT32 only)

FE MEH HOH =
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

Jump command

3520F BZ 54
36B4E 54 4C
38400 00 0O
40000 00 00
41600 00 00
4326D E6F 76
44B&8 &5 72
4646B 20 &5
48061 €E 79
489672 74 0D
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BICOS Parameter Block
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Bytes Per Reserved

Jump Boot Code Sector Sec Count

0x00
0x10 Rog;f:ttry Sel-?ctflls Media P:f%c;::k Hidden Sector
0x20 Total Sector 32 \F/!fsisgrs‘ Root Directory Cluster
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Bytes Per Reserved

Jump Boot Code Sector Sec Count

0x00
0x10 Rog;f:ttry Sel-?ctflls Media P:ﬁt:]::k Hidden Sector
0x20 Total Sector 32 FIIEaX;s \F/i;fsisg; Root Directory Cluster

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig
Volume .

. Jump Boot Code : £E FAEZ HIS|7| 2ot HEHO (OXEB5890)
EB58 : jmp 0000005A

90 : nop
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x10 Rogéf:ttry SeI$$?|16 Media P:ﬁ:]rck Hidden Sector
0x20 Total Sector 32 FIIEaX;s \I;itsljsisglrs\ Root Directory Cluster

- OEMID: S YK b{& ID

0x00

© Win95 : MSWIN4.0
> Win98 : MSWIN4.1
© Win2K/XP/Vista : MSDOS5.0

= Linux : mkdosfs
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11

12 13 14 15

Bytes Per Reserved

B
0x00 Jump Boot Code

Root Entry Total ) FAT Sector
Media i
0x10 Count Sector 16 Size 16 Per Track

0x20 Total Sector 32 FAT Size 32 File Sys

Version

File Sys
Info

0x30 Reserved

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig

Volume

Label File System Type

0x50

. Bytes Per Sector : M/E{ &} HIO|E ==
+  Sector Per Cluster : 22{AE T MEH

. Reserved Sector Count : 0| 2F=| H< ME| = (FAT12/16 = 1, FAT32 = 32, 7}H¥)

forensic-proof.com

Sector Sec Count

Hidden Sector

Root Directory Cluster
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Num Root Entry Total ) FAT Sector Num of .
Med

Ext File Sys

. Root Directory Cluster
Flags Version H

0x20 Total Sector 32 FAT Size 32

File Sys Backup
Info Boot Sec

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig
Volume .

. Number of FAT Tables : FAT H|O|& %= (E& 0x02)

0x30 Reserved

. Root Directory Entry Count : FAT12/160{| A R EC|HEH2|7} E&St= Z|Cf oY 4=(FAT12/16=512,FAT32=0)

. Total Sector 16 : 2 H}O|E A 7|9| TtE|M = ME 4= (2 HIO|EZ2 BEZ=gt 42 Total Sector 32 AIE)

forensic-proof.com 26 October 2010



FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Num Root Entry Total FAT Sector Num of Hidden Sector
0x10 EINES Count Sector 16 Size 16 Per Track Heads

Ext File Sys
Flags Version

0x20 Total Sector 32 FAT Size 32 Root Directory Cluster

File Sys Backup
Info Boot Sec

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig
Volume .

. Media Type : OxF8=fixed disk, OxFO/F9/FD/FF/FC/FE=floppy, removable

0x30 Reserved

- FAT Size 16 : FAT12/160§ A| FAT @ CI0| 7}X|= 2 HIO|E 3 7|0| ME{ £ (FAT32=0)

*  Sectors Per Track : 2 X|o| E=f & MEH 4~ (E& 0x3F=63)
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
Sec
Bytes Per Reserved
P
Num Root Entry Total : FAT Sector Num of .
Med
0x10 EINES Count Sector 16 Size 16 Per Track Heads A CENEEEH;

Ext File Sys
Flags Version

0x20 Total Sector 32 FAT Size 32 Root Directory Cluster

File Sys Backup
Info Boot Sec

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig
Volume .

- Number of Heads : ZX|9| &|| ==

0x30 Reserved

. Hidden Sectors : ItE|M A|2F M MIE Q| &=

- Total Sector 32 : 4 HIO|E 3A7|9| OE|M & MEH %
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02

03 04 05 06 07 08 09 10 11 12 13 14 15
Bytes Per Reserved
Num Root Entry Total Media FAT Sector Num of Hidden Sector
0x10 EINES Count Sector 16 Size 16 Per Track Heads

Ext File Sys
Flags Version

0x20 Total Sector 32 FAT Size 32 Root Directory Cluster

File Sys Backup
Info Boot Sec

0x40 Drv Rese BO.Ot Volume ID Volume Label
Num rvl Sig
Volume .

- FAT Size 32 : FAT 3}L}O| Q0| 7}K|= 4 HFO|E 37|90 ME| &

0x30 Reserved

- ExtFlags: 0f2f 70| FAT ¥oi2 A8 B 4% U

. File System Version : L} 2 A| AHIO| = H & (major)dt S} B ™ (minor)
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Bytes Per Reserved
0x00 Jump Boot Code Sector Sec Count

Root Entry Total Media FAT Sector Hidden Sector
0x10 Count Sector 16 Size 16 Per Track
. Ext File Sys .
0x20 Total Sector 32 FAT Size 32 Version Root Directory Cluster

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Active FAT Num Reserved Flag Reserved
4 bit 3 bit 1 bit 8 bit "}
%4 0|& 37| 49

Active FAT Number 4 bit St TIA|Z FAT H 2 02 E A|Z (Flag 240| “17Q1 AL0{|2H
Reserved 3 bit 02 E {I8H o 2=l FA
N bt 0:¥Z LIS S BE FAT YO0 BHY

g 1: B 7 L2 Active FAT NumberO| 41 & =l FAT & 210j| 2} HH Y
Reserved 8 bit 02 E {I8) o 2=l FA
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
- [ I = =
0x20 Total Sector 32 \F/!fsisgrs‘ Root Directory Cluster

0x50 File System Type

. Root Directory Cluster : £ E C|2E 2|7} K|t S2{AH 4t
FAT12/162 1 FE f{X[0] RE ClAHE|7t 2X|TH FAT322| ZR0= FoiM UX| HS (S S2AH 28 ALE)
. File System Information : FSINFO 1 X7t M& &l ME HS (EE 0x01)

. Backup Boot Record : Bi il HE MEO| 2|X| (EE 0x06)

forensic-proof.com 26 October 2010



FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

11 12 13 14 15

03 04 05 06 07 08 09 10
S e | e | mr|E] e
0x10 Rog;f:ttry Sel-?ctflls Media P:f%c;::k Hidden Sector
0x20 Total Sector 32 FIIEaX;s \F/!fsisgrs‘ Root Directory Cluster

. Drive Number : BIOS INT13h EZ}0|EH S

00 01 02

. Boot Signature : & EE ALY (EE 0x29)

—

2Y RE AALXNZE EME E2, AIALAN o|20f 3742 27t §E(SE ID, 205, EfR)7F EXettt= 20|

= O
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FAT12/16/32 Internals

Reserved Area (FAT32) = BIOS Parameter Block

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x10 Rog;f:ttry Sel-?ctflls Media P:ﬁf’c;rck Hidden Sector
0x20 Total Sector 32 \I;!?sisg; Root Directory Cluster

. Volume ID : 25 A|2|Y HS

0x00

. Volume Label : & 40|

(1

(812 4% "NO NAME ")

o

=5 8ol fX : £ E ME, RE C|aHZ|

. File System Type : LI Y A| Al H Al ("FAT32 ")
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FAT12/16/32 Internals

FAT Area (FAT32)
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FAT12/16/32
Directory Structure

Security is a people problem...
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FAT12/16/32 Directory Structure

Data Area
Reserved DENWAVCE]
Area
Reserved File Data File Data
Area : R
Root Sub
Directory Directory
(Cluster 2)
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FAT12/16/32 Directory Structure

Reserved
DENWAVCE]
Area
Reserved . :
File Data : File Data
Area R
af"’ Baet"’ Sub
/,,*’ _.--=""Directory Directory
Pl (Cluster 2)
A‘g“""
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Rese | Create Created
Name Extension Attr Ti .
0x00 xtenst rved Tel:zss Time
Last Last
Created Starti Last Writt . Starti . .
0x10 reate Accessed ar mg. a . ritten Written arting File Size
Date Cluster Hi Time Cluster Low
Date Date
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
) Rese | Create Created
Name Extension Attr Time .
0x00 rved | Tenths Time
Last Last
Created Startin Last Written . Startin e
0x10 Accessed g. . Written & File Size
Date Cluster Hi Time Cluster Low
Date Date
f1X] a9
) . Status Byte
0-0 File Name or Status Byte
1-7 File Name —
OxE5 : AMK| =l ot
8-10 File Extension
11-11 Attributes © 0x00 : HO{QY= ot
12 Reserved
oy 7 Al ES
13 Created Time (tenths of second) OxE5 (2= ZFX]) & 0x05 Chil #3
14 -15 Created Time
16-17 Created Date
18-19 Accessed Date
20-21 Starting Cluster High 2 Bytes
22-23 Written Time
24 -25 Written Date
2627 Starting Cluster Low 2 Byte
28-31 File Size
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Attr Rese CT'i‘:‘t: Created
0x00 rved | Tenths Time
L L
Created ast Starting Last Written ?St Starting e
0x10 Accessed . . Written File Size
Date Cluster Hi Time Cluster Low
Date Date

Name : 8 HIO|E Q| 1} 0|2

o GRIASCIZ BW
CooE e 2EY
© B2 0x20 (ASCIL space) 2 EH

forensic-proof.com
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Name Extension Rese CTri?ize Created
0x00 rved | Tenths Time
Last Last
Created Starti Last Writt . Starti . .
0x10 reate Accessed ar mg. as . ritten Written arting File Size
Date Cluster Hi Time Cluster Low
Date Date

. File Attributes : S{|C} I} 20| & Al

Al
o o|oj a3

0000 0001 (0x01) Read Only Q7| Mg mel

0000 0010 (0x02) Hidden File =7l ot

0000 0100 (0x04) System File SAN M A|AE I

0000 1000 (0x08) Volume Label ;ﬂg JEI[:—?E‘: E(')Iloiglg—: E&%EHEAT&%—Q 3| AE| = “0”

0000 1111 (OXOF) Long File Name 7l ot o| 2 A EE|

0001 0000 (0x10) Directory WETZE

0010 0000 (0x20) Archive gt m
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13
Rese Create
Name Extension Attr Ti
o0 ved | e

Starting
Cluster Hi

Starting
Cluster Low

0x10 File Size

. Create Time (tenths of second) : I} MA A|ZF (10E9] 1=xX)

. Created Time (hours, minutes, seconds) : I} & A A|ZF (A], &, X)

L

. Created Date : I+Q! MM it
. Last Accessed Date : OtX|2t ® 2 &t

. Last Written Time (hours, minutes, seconds) : OX|2F =™ A|Zt (A], &, X)

. Last Written Date : OtX| 2} =8 K}
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11

12 13

Name Extension Attr

0x00

Rese Create
Time

rved Tenths

Starting Starting

0x10 . .
Cluster Hi Cluster Low File Size
. SRt £ Al (October 23, 2010)
Year (1980 - 2107) Month Day
(0-127) (1-12) (1-31)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
=R 10%l 16%l Hfo| L 2|
23 23 0x17 1 0111 l
v
October 10 0x0A 1010 —_ 0011 110 1 010 1 0111
2010 30 Ox1E 001 1110 T 0x3D57
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11

12 13

Name Extension Attr

0x00

Rese Create
Time

rved Tenths

Starting Starting

0x10 . .
X Cluster Hi Cluster Low File Size
. AlZE B2 YAl (11:24:30 AM)
Hour Minute Second
(0-23) (0-59) (0-29)
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Al ZH 10714 16714 Hto| L 2|
30 15 OXOF 0 1111 l
v
24 24 0x18 01 1000 — 0101 1 011 000 0 1111
11 11 0x0B 0 1011 T Ox5BOF
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Rese | Create Created
Name Extension Attr Ti .
0x00 xtenst rved Tel:zss Time
Last . Last
0x10 Created Accessed Last ertten Written File Size
Date Time
Date Date

«  Starting Cluster Hi (2 bytes) : It 20| & X|st A2t E3{AEHO| A2 2 HIO|E

«  Starting Cluster Low (2 bytes) : I} 20| Q| X|St A|ZF S AEQ| 51% 2 HO|E
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Rese | Create Created
Name Extension Attr Ti .
0x00 X ! rved Tel:zss Time
L . . L .
Created ast Starting Last Written ?St Starting
0x10 Accessed . . Written
Date Cluster Hi Time Cluster Low
Date Date

forensic-proof.com

File Size : H}O|E CH9|o| THY 37| (2% = 4,294,967,296 = 4 GB)
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FAT12/16/32 Directory Structure

Data Area = Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Name Extension Attr Rese CTriiittee Created
0x00 rved | Tenths Time
Last . . Last .
0x10 Created Accessed Startlng. Last ertten Written Starting
Date Cluster Hi Time Cluster Low
Date Date
: = —— ﬁ ! . i i E e : E
: [Z] Text |4EdHex| | 4 Doc % Transcript 5 Picture E]Repnrt ] Console T3 Details ¥
PETc0 52 4F 4E 45 45 52 20 54 58 54 20 18 18 25 azjlleeomese THT
Z T2 2D 00 o0 BEA &C 3D 3D A5 B4 AR 00 00 L
ZBBES €E 00 73 00 5F 00 && 00 &F 00 OF 00 74 72 00 |&n-= -f -0 P
e 2
Name PRONEER
Extension TXT
Attribute 0x20 (Archive, 8+ I}2)

Created Date/Time

201044 10! 202! 04:17:10 PM

Last Accessed Date

20104 108 204

Last Written Date/Time

2010 98l 292! 05:37:16 PM

Starting Cluster

0x000064A5 (25,765)

Created Time

0x000000AA (170)

forensic-proof.com
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FAT12/16/32 Directory Structure

Data Area = Directory Entry (2 80| 2)

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Rese | Create Created
Extension Attr Ti .
0x00 rved T;::ES Time
L L
Created ast Starting Last Written ?St Starting e
0x10 Accessed . . Written File Size
Date Cluster Hi Time Cluster Low
Date Date

=] Text 1 Hex t&] Doc i”fi_?lTrElﬂECI'ipt EF‘ic‘mrE = |Report iﬂcnnstﬂe s'_TaDetails =
4F 4E 45 45 57 0 55 53 42 08 00 a0 4o [I[I

ag 490 00 00 5= SE 54 3D 00 00 00 00 48 00

:03241 BO AC €5 B4 74 C7 44 00 72 00 OF 00 7D 65 00 |(AE—e tCD-r---}i-

&% 0|5 : "PRONEER USB”
FE CI=HZ| W A #HR CI=E2| AEZof X

It EERE =25 0|22 AHE

ot
f0)al

&80 0|8 =78 A2 (28 0|8 &8 AIZHE W LIMX| ZE= ARE e

J

o
nx

2o
R
N
mjo

o
>
$0
ajo

=
==Y
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FAT12/16/32 Directory Structure

Data Area = Directory Entry (20| &)

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Rese | Create Created
Extension Attr Ti .
0x00 rved T;::ES Time
L L
Created ast Starting Last Written ?St Starting e
0x10 Accessed . . Written File Size
Date Cluster Hi Time Cluster Low
Date Date

Repart 1> 1 Console T3 Details El

: [=] Text |@ HEI| i Doc %] Transcript [24 Picture

cFd:[C7 C1 B7 CE B4 CF BE EE 48 57 50 20 00 2B 29 B A -I-TuimWe -«
cklac4 3D 54 3D 00 00 FB 90 52 EE 00 && 00 00
352ES 41 4D 50 4C 45 7E 31 44 4F 43 20 00 AD 57 3%

SEMPLE~1D0OC
. st2 ety A gt
i : OxC7C1
2 : 0xB7CE

L] : OxB4CF

0] : OxBEEE
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Seq . Rese Che
0x00 | Num Name 1 (Unicode) Attr rved | sum

0x10 Name 2 (Unicode) Reserved Name 3 (Unicode)
# A 249
0-0 Sequence Number or Status Byte
1-10 LFN Character 1-5 (Unicode)
11-11 Attributes (OxOF)
12-12 Reserved
13-13 Checksum
14-25 LFN Character 6-11 (Unicode)
26-27 Reserved
28-31 LFN Character 12-13 (Unicode)
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Name 1 (Unicode)
0x10 Name 2 (Unicode) Reserved Name 3 (Unicode)

+  Sequence number / allocation status :
255 X} O|5te| Wt Ol #H S RS StLt O 42| LFN IEZ| A+E
15 E AZSHO X 2 S7t
OpX|Gh Zt2 "Z713E | 0x40" O 2 =M HS MM
OXE5 : AtX| =l LFN I E 2|
. Attribute : LFN QI EZ|0|E 2 SHAF OxOF Zt

«  Checksum : I} O|E9o| X3 M It
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00

0x10 Reserved

. Name 1: §SL|ZE 5 &%t
. Name 2 : §L|ZE 6 &%t
. Name 3 : SL|ZE 2 &%t

«  SILIOI LFN QIERZ|= & QLT E 13

N PIES

Mo

. X|CH 255 2 XAt & A| 14719| LFN IEZ| EQ

SXPL SYER U B 0FFR Y
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x10 Reserved

E Console % Details |.z-I]J
70 00
FF 40

aad
ad
540

«  "forensic-proof.hwp” LFN ¢l E 2|

%2 0|2 (Directory Entry)2| ZQ %S 0|2 A§A X0 24 8 HIO|E 0|2 A§A "FORENS~1.HWP"

>

M HZ Z71: 0x01 = 0x42

AEE[X] U2 A2 OxFFZ T g
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FAT12/16/32 Directory Structure

Data Area = LFN (Long File Name) Entry (82 0| &)

e

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x10 Reserved

: [2] Text |lHex| | 4iDoc % Transcript [ picture =|Report ] Console 73 Details
B3 DD i ES BB g e

ZE 00 77 00 00

ED C4 7E 31 48 57 50

aa 04 3D 77

. X U+D3EC . = : U+D504 . Ct: U+B2F8
. 2l - U+B80C . 2 - U+B8ES8 . # . U+CEF4
. Al - U+C2DD . I : U+D504
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FAT12/16/32 Directory Structure

Data Area = Example : Root Directory (Cluster 2)
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FAT12/16/32 Example

Security is a people problem...
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FAT12/16/32 Example

File Allocation

*  C:\Downloads\proneer.txt (13KB)

. Cluster Size : 4K

FAT Area 301 302 306 307
Data Area
Root Directory Cluster 300
> Real Data

proneer.txt 301 ~ ~

Downloads 300 300 301 302 303 304 305 306 307
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FAT12/16/32 Example

File Deletion

*  C:\Downloads\proneer.txt (13KB)

. Cluster Size : 4K

306 307

wGE  fEm e

Real Data

FAT Area 301 302
Data Area
Root Directory Cluster 300
_roneer.txt 301

Downloads

300

300 301 302 303 304 305 306 307
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FAT12/16/32 Example

Wasted Area Analysis

©  MBRZZH

- FAT329| O OFEl WO Lio| || ME (1,2,3,6,7,8 ME{ H Q)
- FAT329| O OFEl YOO ZIPHOI BE AE YO (MEf 3, 8)

- FSINFO REH Y (ME 2,7)9) ABEIX| 4 F

- ObE

>

2H (EH

—\a

>

2, E240| 2 £8), IHUAAH &2, 2
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Quiz !

Security is a people problem...
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FAT12/16/32

- ClEz A=e|9 37|L?

- FAT12/16/320|A] Zt THE|MO| 0=l St F7|=?

rir

- FAT329] 9 OfofEl HOO|M AL EIX] S ME| $i7?

o IR Al FHEO fX[=7?

© ObY =X RIK=?

-

. FAT320| A|T} B Jh53t 2B AE Se7
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FAT12/16/32

o~
ol
Bl
pallll
i

—_

<l
mn

-

Lo
ol

26 October 2010

forensic-proof.com



Question & Answer
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