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Introduction
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Timeline (Key Dates)

- 2006 113

- 20084 03 :

- 2009 01¥

- 2009 01¥

- 2009 033

¢ 2009 123

- 2009 123
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: exFATZ X|&lSt= /I XP E2to|H & x

: PretecOj| M X|ZXZ2 SDXC 7IE =A|

: exFAT 2fO|MA m2 20 Hh i

: DiskinternalsOj| A exFAT £ =2 ] 2H &t H

cRIES CE6.0 oM 27
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: SDXC (Secure Digital eXtended Capacity) H| 2 2|7} = HA| &5, TtUA|AHI O Z exFAT XHEH
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SDXC?

. CtFst SeiA| 22| 7t 2 & (SD vs. CF)

- SDS} SDHC 7}EQ| 2 md
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SanDisk 2"

SanDisk 2
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Supported Operating Systems

Windows Vista SP1

Windows XP SP 2 (with updates)
Windows XP SP 3 (with updates)
Windows Server 2003

Windows Server 2008

Windows 7

Windows CE 6.0
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Getting the drives put onto Windows XP

KB955704 & H|O|E mX|E E5l 7t

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=1cbe3906-ddd1-4ca2-b727-c2dff5e30f61&displaylang=en
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Summary of exFAT Features

- 7tHd ME| 37| (512 ~ 4096 H}O|E)

- Z|C§ E2{AH Z7| (32 MB)

- ot¢l C|=E2| (256 MB)

« NTFSQ| EZTE 7HX|X|TF NTFSEL ¥ 2 @HHE

. TexFAT (Transactional exFAT) =zt

. ACL (Access Control List), UTC (Universal Time, Coordinated) Timestamp X| &
©  OEM Lj2toj g M

. 9MIE| 37|2| VBR (Volume Boot Record) ¥9 (CHE2F HE T2 1 J15)

. 319 ClAE | T A4 7t (AT 2,796,2027H)
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Scalability and Limitations
. e 37| : 128 PB (O|EMO 2 64 7B, OfO|AE2EAZTZE &= 512 TB #E
. ClAEHE| o A|C) DFY JH= : 2,796,202

- I} O|E X|CH Z 0| : 255 EXt

Ol

. =& 37| :16 EB (O|EXCZ+= 64 ZB, Of0|AE2EAZTE = 512 TB #Z)

chel HIO|E
KB Kilobyte 210 1024
MB Megabyte 220 1024 KB
GB Gigabyte 230 1024 MB
TB Terabyte 240 1024 GB
PB Petabyte 250 1024 TB
EB Exabyte 260 1024 PB
/B Zetabyte 270 1024 EB
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Maximum Volume and File Limitations

FAT 12

FAT 16

FAT 32

NTFS UDF exFAT
A 22 37 32 MB 2GB 2TB 16 TB 2TB 128 PB
A|CY oY 37 4GB 4GB 4GB 16 EB 16 EB 16 EB
MM/ ME Low Low Low High Low Low
1A A SHE
A K No No No Yes No Yes
(Fault Tolerance)
WK Hok
= — -
(Object Permissions) No No No Yes No ves
—ol a2 XU 7 127 Unicode .
el O| E x|Cf ZO| 255 255 256 256 254 ASCI| 255 Unicode
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How to Identify exFAT Capability

SPNEN-TR =1
exfat.sys — %SystemRoot%#System32WDriversW
format.com — "exFAT" SN Z& &

uexfat.dll — %SystemRoot%#System32

+HE T

fmifs.dll
fs_rec.sys
ifutil.dll
Shell32.dll
ulib.dll

xpsp3res.dll
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How to Identify exFAT Capability

. XP Y X|AEZ| 7|
SOFTWAREWMicrosoft#UpdatesWWindows XPWSP4WKB955704
SYSTEMW%Current Control Set%WEnumwWRootWLEGACY _EXFAT
SYSTEMW%Current Control Set%WServicesWexFAT

510l "exFAT'S 7HX| = 7|

«  Vista ¢ X|AEZE| 7|
SYSTEM#%Current Control Set%WEnum#WRootWLEGACY_EXFAT
SYSTEMW%Current Control Set%WServicesWEventlog#SystemWexFat
SYSTEM#W%Current Control Set%¥ServicesWexFAT

11 80|l "exFAT"S 7HR| < 7|
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Security is a people problem...
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Volume Structure

Mai Back
ain ackup FAT Region Data Region

Boot Region Boot Region
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Volume Structure

Volume
Boot Record

Backup Volume
Boot Record

Cluster Heap

Sector 0 Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10 | Sector 11
L JL JL JL J\ J
| T | | |
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
. Boot Sector : BIOS Parameter Block (BPB), EE I E, A|OLA
. Extended Boot Sectors : 7|MQ EE AE = [|E2F HE mZ 7 &H
. OEM Parameter Record : S &0 A OfX| M =AY ol8) 7| 2=l L&
. Reserved Sector : SiX| ™MO|Z|0| QUX| A2
. Checksum Sector : O|™ 11 MEO| CHSH M3 M 4f
- VBRQ| D{X|B} 3 ME{= S E A|IL|K(0xS5AA) 7 EXY8HX| %S
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VBR - Boot Sector

Backup Volume

| H
Boot Record SB[

Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10 | Sector 11
L I ) J J\ ]
T T T T T
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
t_;JDnc ﬁTranscnpt [ picture gRepcrt [ console T Details
H 2 43 30 00 0 00 90 G0 00 50 00 00 00 00 00 .- -ne-
00 00 00 00 00 00 00 00 00 00 00 00
[a]s] 00 00 Q0 00
0-2 Jump Command to boot code
------- £ 3iTea |
Ll ﬁ}‘}’<a—@|‘: Hl:
3-10 File System Name ;= cs et
11-63 Previously FAT Compatible S
e ey in g
Disk errory Pr
64 -119 BIOS Parameter Block 222 sny key to
120 -509 Boot Program
510-511 Signature (OxAA55)

forensic-proof.com
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VBR - Boot Sector

zcHy 21X (HI0| E) 37| (HI0]E) 2E/%

Jump Boot 0 3 OxEB7690

File System Name 3 8 “EXFAT “

Must Be Zero 11 53 HEC A| 0x00 (7| & FAT 7t0| @ B £ Tt7| |5l =Xl)
Partition Offset 64 8 OHE|M QK| ME F=A
Volume Length 72 8 220| = = ME =

FAT Offset 80 4 1StFATO| MIE| =4

FAT Length 84 4 FATO|| SHCHE| & MIE| &
Cluster Heap offset 88 4 HO|E Yo ME =4
Cluster Count 92 4 HO|e gYo| & E{AH
Root Directory First Cluster 96 4 FE [EEHZ|o E8AH FA
Volume Serial Number 100 4 ESANZE HS

File System Revision 104 2 WA AH EHA ALSH

Volume Flags 106 2 EEEa

Bytes Per Sector 108 1 MIE| CHHIO|E &=

Sectors Per Cluster 109 1 Se{AH G MEH £

Number of FATs 110 1 FAT 7} %=

Drive Select 111 1 INT13h AFE S Q8 =X
Percent In Use 112 1 CIOIH FHo| AHE &
Reserved 113 7

Boot Code 120 390 HEEZ=ZzOH

Boot Signature 510 2 0xAA55

orensic-proof.com 3 November 2010
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Jump Command File System Name

VBR — Boot Sector

tiure = |Report [*] Console 7@ Detais 1M

e
oodEe 76 s0|45 55 46 41 54 zo 2o zo|loo 00 00 00 O
oig00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 00 O
03300 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 O [----rvmrmmme e
048300 00 Q0 Q0 00 00 00 00 00 00 00 00 00 00 00 0

Previously FAT BPB Region

BIOS Parameter Block (BPB)

T i1} - }<&—2t -Ht -
S -I-gi fles=l-

Bemowve disks o

Boot Code Region
r other media.¥

Disk errory Pr
253 any key to ¢
EesStart - -

P YV VYV VY

FEFVEVFVFyvyyFyy

FEFVEVE TV EFVE .

: Th,},yﬂ,},ﬂ,},y. —re Signature

forensic-proof.com 3 November 2010
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VBR - Extended Boot Sector

Backup Volume

| H
Boot Record SB[

Sector 10 | Sector 11

\ JU J\ JL J\ )
1 1 1 1 1

Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record
. Extended Boot Sectors : =7}MQl EE AE = [|E2F HE T2 =4

- HEo|HE BT |EEX| %S YD 0X002Z YT

< A|TL|H= OxAAS5S5
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VBR - Extended Boot Sector

Backup Volume

| H
Boot Record SB[

Sector 1 Sector 2 Sector 4 Sector 7 Sector 10 | Sector 11
L I ]\ M I\ ]
Y T Y Y Y
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record

X g“J Doc "t] Transeript [ Picture [ console T Detais H

«  OEM Parameter Record : &0 Al OfA| X Z=ALQ| 2|8l 7| F =l L&
HDDO|M= Sl AFEED UARX|= ES
© O ZO Al XRXA] @S (RFEARE o)

. Parameter Field

48 HFO|E Q| 107§ T

P VYTV F VYV
7§ ¥

16 HFO|E GUID + 32 H}O|E m}jz}o|E et ;

EERER R EEEE S
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VBR - Extended Boot Sector

Backup Volume

| H
Boot Record SB[

Sector 0 Sector 1 Sector 2 Sector 3 Sector 4 Sector 5 Sector 6 Sector 7 Sector 8 Sector 9 Sector 10

L JL JL JL J\ J
Y T Y Y Y
Boot Sector Extended Boot Sectors OEM Reserved Checksum
Parameter Sector Sector
Record

Doc "t] Transcript [ picture

s

k [ console T Detais =}

o

. Checksum Sector : O|™ 11 MEOQ| CHst HAM 4t

L
[

0x68086CCB
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]
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@ o
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File Allocation Table (FAT)

Volume Backup Volume

[ H
Boot Record Boot Record Cluster Heap

Volume Backup Volume
Boot Record Boot Record

FAT #1 FAT #2 Cluster Heap

FAT #2 : TexFAT Of| A2t X| &
B 1.00{| A= Transactional exFAT (TexFAT) O|X| &l
© FAT #2= FAT #110 &b OF 30| EX5I0 &2 37
© FAT12/16/320 M FATS| Sgt2 S2{AH M Qlut 2 HEY
© o exFATOIAE S AEf Qe Ho| D HIEWS S Ba| D /0 M5 s

X 0|
i I

o

A
mju
i)

AH ZEE B3R FAT ALE X H[EEH Y 20| 22AH HA2T 28
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File Allocation Table (FAT)

Volume Backup Volume

[ H
Boot Record Boot Record Cluster Heap

Volume Backup Volume

Boot Record Boot Record PATHL Cluster Heap

00—01 02 03 04 05 06 07 08 09; 10 11 12 13 14 15

¥ ¢ Media Type

0x0000 Media Type Status Byte Cluster 2 Cluster 3

v ZZ1I o/Xx|g
0x0010 Cluster 4 Cluster 5 Cluster 6 Cluster 7 =20 o[
0x0020 Cluster 8 Cluster 9 Cluster 10 Cluster 11 v’ &M OxFFFFFFFS
0x0030 Cluster 12 Cluster 13 Cluster 14 Cluster 15 . Status Byte
0x0040 Cluster 16 Cluster 17 Cluster 18 Cluster 19 v AP SHR| e
0x0050 Cluster 20 Cluster 21 Cluster 22 Cluster 23

v stAF OXFFFFFFFF

forensic-proof.com 3 November 2010



exFAT Internals

File Allocation Table (FAT) 2 As soon as media is formatted

[Z] Text tj] Doc l‘ﬂ Transcript [ Picture gﬂepﬂrt ] Console T3 Detals =M

ilililF'3 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FEQeyiiiiiiivyyyvys
Oldipisylial 00 00 00 00 Q0 00 00 00 00 00 00 oo (- -----------
03200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |(-----------n-n0--
048300 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 90 [~ - rrrm e
06400 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 99 [~ - e
az000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [---- - e
0%s00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |(------- -
11200 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 |(------------ -
1z800 00 00 00 OO0 Q00 00 00 00 00 00 00 00 00 00 00 |(-------------0--
14400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 [----rrrrmreeee e
15000 00 00 00 00 00 00 00 90 00 00 00 00 00 00 90 [----rrrrm e
17600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 [---- - rrrrmmme e
1%200 00 00 OO0 OO0 00 00 OO0 00 00 00 00 00 00 00 00 |(------------ -
20800 00 00 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 |(------------ -
22400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |(----------mmm
24000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |(-----------n-n- -
25800 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 90 [----rrrrm e
FTZF00 OO0 a0 an o0 an a0 o0 an ooan o aon oan oo oon oan onn |- e e e e e e e e e e e e
28800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 [----rrmrmreeee e
30400 00 00 00 OO0 00 00 00 Q0 00 00 00 00 00 00 90 [----rrmrm e
32000 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 [---- - rrrrmmme
33800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 [------rrrrmm e
35200 00 OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 |(------ -
32800 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 |(-----------m- -
38400 00 00 00 OO0 Q00 00 00 00 00 00 00 00 00 00 90 [~ -
40000 00 00 00 40 00 00 00 90 00 00 00 00 00 00 49 [----rrmrm e
41600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 [---- - rrrrmmme
43200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [(------rrrrmm e
44800 00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 40 [------rrrmmm e
45400 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 90 [----rrrrmree e
48000 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 40 [------rrmmm e
436500 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 90 [----rrmrmmee e

forensic-proof.com

0x00000000 : No significant meaning
0x00000001 : Not a valid cell value
OxFFFFFFF6 : Largest Value
OxFFFFFFF7 : Bad Block

OxFFFFFFF8 : Media Descriptor

OXFFFFFFF9 ~ E : Not Defined

OXFFFFFFFF : End of File (EOF)

Cluster 2 : Allocation Bitmap

Cluster 3 : UP-Case Table

Cluster 4 : Root Directory
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File Allocation Table (FAT) = FAT Example

B

Boot Sector in VBR

First Cluster 40

Directory Record

forensic-proof.com

FAT Linked List Array

OXFFFFFFF8

OXFFFFFFFF

80

81
82

100

101
102

103

I\\\ \

+0
+4

+8

+160

+164
+168

+172

+320

+324
+328

+400

+404
+408

+412
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Allocation Bitmap Table

Root Directory First Cluster

Boot Sector in VBR

Volume Label Directory Record

UP Case Table Directory Record

First Cluster

Allocation Bitmap Directory Entry First Cluster

Root Directory

Cluster 2-9

Cluster 10-17

Cluster 18-25

Cluster 16-33

Cluster 34-41

00000011

Cluster 42-49

Cluster 74-81

00000010

Cluster 82-89

Cluster 90-97

Cluster 98-105

00010000

forensic-proof.com

+0
+1
+2

+4
+8
+4
+8
+0
+4
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Cluster Heap

Vol Backup Vol
olume ackup vVolume Cluster Heap

Boot Record Boot Record

*  Cluster Heap
exFAT LU A|AHIO| Ol EY
2E Cj2Eq
okel clzE2)
UP-Case H|O|2
Allocation Bitmap

ope
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Security is a people problem...
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exFAT Directory Structure

Root Directory
. o2 ClAE 2|, otY, 25 7 0|S, UP-Case E| 0| & 2| X|, Tt H| E PH(Allocation Bitmap) Q| X| SO 2 AR
. TexFAT (Transactional FAT), ACL (Access Control List)2 S Xl| 2= CE B M Of| A 2F X| &
. ZmY o CAEels 3~ 19 712 AEE| AFE
- CIHEHZ[ AEE]
32 HIO|E A 7|

M HIO|E Y4 A E (Type Code)E 3l oS AEL[Q| LB} Bl =X S LIEH
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exFAT Directory Structure

Root Directory = Type Code

Name lExt | size|cCreated | Modified Accessed | attr. | 1st secto
(Root directory) 40KB 672 = R = 21X 37|

| 1proDIR 4.0 KB 2010-10-22 20:2.. 2010-10-22 20:2... 2010-10-22 20:2.. 680
|_] sBitmap T.6KB 540 In Use 7 1
| ] supcase 5.7 KB 56
| forensic_example.bt bt 188 B 2010-10-22 20:2.. 2010-10-06 19:1... 2010-10-22 20:2.. A 688 Category 6 1
File system:  exar  Offset o 1 2 3 45 6 7 B8 9 A B CDEF

ooos4000 (03|00 oo 00 00 00 00 00 00 00 OO 00 00 00 00 0o Importance 5 1
Default Edit Mode N 00054010 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 0o
State: enginal | nop54020 00 DO 00 00 00 00 00 00 00 00 00 0o oo op op  Code 0 >
Undo level: 0 00054030 00 00 00 00 02 00 00 00 96 1E OO0 00 00 00 00 00
Undo reverses: na | goos4040 IZIEI 00 00 0D D3 19 EF 00 00 00 00 00 00 00 a0

0oos4050 00 00 00 00 04 00 00 00 CC 1e 00 OO 0O OO0 0O 00 : In Use

Alloc. of visible dri :

o oIS CIE space 00054060 [85]02 16 BE 10 00 00 00 23 A3 S6 3D 23 A3 56 3D

Cluster No.. Foot diredt 6 [0O0%54070 23 A3 56 3D 29 29 A4 A4 A4 D0 OO0 00 00 00 00 OO0 v 0 : Not In Use
(Rootaireetom) | pops 4080 03 00 06 35 11 00 00 00 10 00 00 00 00 00 00

ooos40%0 00 00 0O OO0 07 00 OO0 00O 00 10 00 OO o0 00 do oo

Snapshottaken 17 min. 20 | npneypap 00 70 00 72 00 6F 00 44 00 49 00 52 00 00 00 v 1:InUse
— soup 000S40B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

950272bytes | 000540C0 [85] 03 AF 91 20 D0 00 00 39 A3 56 3D 4D 99 46 3D, Category
Fros space: seayp 000S40D0 39 A3 56 3D 64 00 A4 A4 A4 00 00 00 00 00 00 0O

255,619,072 bytes | OD0S40ED 03 00 14 §4 83 00 00 EBC 00 0O 00 OO 00 OO OO
000540F0 00 00 00 00 08 00 00 00 EC 00 00 00 00 00 OO0 00 v 0: Primary Entry

T 000,508 oytes | 00054100 [C1]00 66 00 6F 00 72 00 65 00 6E 00 73 00 69 00
00054110 63 00 5F 00 65 00 78 00 61 00 &0 00 70 00 6C OO

Bytes per cluster 2006 | nons4120 [ci]oo 65 00 2E o0 74 00 78 00 74 0O 00 0D OO 00 v 1:Secondary Entry
_i;j:lcc'lfstgrss gggg; 00054130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

: ' ooos4140 [85] 0z E0 BC 20 00 00 00 39 A3 S6 3D 19 83 4B 3D . Importance
Bytes per sector: 512 | pons4150 | 39 A3 S 3D 80 00 A4 A4 A4 00 00 00 00 00 OO 0O
Sector count S01759 | nops41sn [co]os oo 0B c6 Do 0D 00 41 SB 02 00 00 00 00 0O N
Physical disk: 3| 00054170 00 0O OO0 OO0 09 00 OO0 00 41 SB 02 00 00 00 00 OO v 0 : Critical Entry

00054180 oo 70 00 72 00 eF 00 BE 00 65 00 &5 00 72 00

Displaytime zane: UTC +09:00 | qqpeyiqn 2E oo 70 00 64 00 66 00 00 00 00 00 00 00 00 OO

o erser | aoeort® | n0541AD 06 FD AS 20 00 00 00 39 A3 56 3D EC 88 55 3D v 1:Benign Entry
Offsets: hexadecimal | 000541B0 33 A3 56 3D 95 00 A4 A4 A4 00 00 00 00 00 0O OO

Bytes perpage:  38x16=603 | ppopg4 00 Ena 00 46 D1 80 00 00 &E &7 05 00 00 OO0 OO0 00 . Code

Window # 2 | 000541D0 00 00 00 00 2F 00 00 00 8E 87 05 00 00 00 00 00

MNo. of windows: 2| [0D0S41E0 00 52 00 65 00 76 OO0 &5 00 72 00 73 00 &5 00

000541F0 20 00 45 00 6E 00 67 00 63 00 6E 00 65 00 65 00 v Identifiers the entry

forensic-proof.com 3 November 2010
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Root Directory

S 10 72| CIHEZ| AEZ| AHE

FC

CHH

ot

=5 ¢t0| 2 C|2E{2| A EZ| (Volume Label Directory Entry)

| ETY C| =l E{ 2| 2l E 2| (Allocation Bitmap Directory Entry)

CH=X} H|O| & C|=E{ 2| Al E 2| (UP-Case Directory Entry)
=& GUID C|2 2| 9l E2| (Volume GUID Directory Entry)

TexFAT I & C|2E{2| 2 E 2| (TexFAT Padding Directory Entry)

ulel C|al 2] 9l E 2| (File Directory Entry)

=2 cE M2 A H|o]= C|3lE 2| ¢l E2| (Windows CE Access Control Table Directory Entry)

A E2 shA L]l E 2| Ol E 2| (Stream Extension Directory Entry) — Zb o Sl ClAE2| T
374 dEZ +4
utel 0| E =txk C|ElE{ 2] 9l E 2| (File Name Extension Directory Entry)
forensic-proof.com
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Volume Label Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry Char

0x00 | Type Cnt Volume Label

0x10 Volume Label Reserved
Hlo|E 7 YA Ac B

a4cy 1K 37| 28/% A Ac 2% 37| o
Entry Type 0 1 0x83 In Use 7 1 1
Character Count 1 1 &0| & EXIE 40| Category 6 1 0
Volume Label 2 22 S22 Yo|2 (SLIZE) Importance 5 1 0
Reserved 24 8 - Code 0 5 00001

- && t0[Z Z(C} Z0[: 11 =X}

© EE HOIES LYK S EF (= A, &4 ZE 72 0x03

In Use H|EZ} 00| &|X| 2, AR|El Z0| otL|2t EHX| AAESHA| S5 2|0
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exFAT Directory Structure

Volume Label Directory Entry

00 01 03 04 05 06 07 08 09 10 11 12 13 14 15
Entr Char
0x00 Ty:ag Cnt Volume Label
0x10 Volume Label Reserved
S5 HOISS XH A F¢
o 1 2 3 4 5 B 7 B 9 A B C D E F 2] u
03 00 0O o0 OO0 OO0 o0 oo o0 OO0 QOO o0 00 0o oo oo
oo oo 0o oo oo 0o oo oo o0 oo 0o oo oo oo oo oo
=EHOoIES X|He F ¢
o 1 2 23 4 5 B 7 0 9 A B C D E F =N u
83 09 65 00 78 00 46 00 41 00 54 00 5F 00 S5 00 1 e x F & T _ 1
53 00 42 00 00 QOO o0 oo o0 oo 0o o0 oo oo oo oo 5 B
forensic-proof.com 3 November 2010
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Allocation Bitmap Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 533! ElI;ng Reserved
0x10 Reserved First Cluster Data Length
CIOJE 7= A A m
2cy S1x 37| 28/% gM 3 2% 37| o
Entry Type 0 1 0x81 In Use 7 1 1
Bitmap Flags 1 1 HEM™ S| Category 6 1 0
Reserved 2 18 Importance 5 1 0
First Cluster 20 4 AEH 22| AH T4 Code 0 5 00011
Data Length 24 8 Ciolg Z0|
HEM S| 5
«  YFHEY HO|E2 Z[C] 271 (TexFAT AHE A|) HIE 371 | # ol
7-1 Reserved
- HE Sg{AH 2 Ho| X (7tEHA) 0 1 0 15t Bitmap
0 1 1 2nd Bitmap

- HO|E ZO|= HIOIE ZO|
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Allocation Bitmap Directory Entry

0x00

0x10

exFAT Directory Structure

00 01 02 05 06 07 08 09 10 11 12

Entr BitM

Typg . Reserved

Reserved First Cluster Data Length

o 1 2 3 7 a 9 A B C D E F

a1l 00 00 OO0 ao oo o0 00 0o oo oo oo

oD 00 oo oo ooy |96 oD 0o oo 0o oo oo

o1 2 3 7 & 10 11 12 13 14 15

7F 00 00 00 FF FF FF FF FF FF FF FF BT
FF FF FF FF FF FF FF FF FF 01 00 00
oo oo o0 oo oo 0o oo 0o oo oo oo oo

oo oo oo oo ao oo o0 oo oo oo oo oo

oo oo oo oo ao oo o0 oo oo oo oo oo
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exFAT Directory Structure

UP-Case Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry Reserved1 Table Check R d2

0x00 | Type e able Checksum eserve

0x10 Reserved2 First Cluster Data Length

HlolE| X A FC EH
a4cy 1K 37| 28/ 43 1% 37| 4
Entry Type 0 1 0x82 In Use 7 1 1
Reservedl 1 3 Category 6 1 0
Table Checksum 4 4 HOo|E N3aM Importance 5 1 0
Reserved2 8 12 Code 0 5 00010
First Cluster 20 4 AEF S AH F=A
Data Length 24 8 GOl Ef 40|
- IYEES HZAE Hete 0 AHE (THY0| St A ZAHE ol Hlw)

- HOIZ AL o]0 Mad AL ER
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exFAT Directory Structure

UP-Case Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 I_Err;';rg/ Reservedl Table Checksum Reserved2
0x10 Reserved2 First Cluster Data Length
o 1 2 3 4 5 B 7 g 9 10 11 12 13 14 15 i u
a2 00 00 OO0 0D D3 19 E/ 00O 0O OO OO OO oo oo oo ool 0
a0 oo oo ooyo4 oo oo oo jcc 1e 0O OO0 OO OO OO Qo0 I
0 1 Z 3 4 5 & 7 B 9 10 11 12 13 14 15 =N u
oo oo o1 oo 02 Oo0 03 00 o4 00 OS5 OO0 Oe OO OF OO0
o 00 0% 00 0A OO0 OB OO O2 OO OD OO OE OO OF OO0
10 0o 11 o0 12 00 13 00 14 00 15 00 1e 00 17 o0
1a 00O 1% 00 1A OO0 1B OO 12 OO0 1D OO0 1E OO 1F OO
20 00 21 00 22 00 23 00 24 00 25 00 26 00 27 00 I =T
20 00 29 00 22 00 2B OO0 2C 00 2D 00O 2E OO0 Z2F OO0 ) = + . - .
a0 00 31 00 32 00 33 00 34 00 35 00 36 00 37 00 01 2 3 4 5 67
a8 00 39 00 3A 00 3B OO0 0 3C 00 3D 00 3E OO 3F OO &8 9 @ ;2 < = » %
40 00 41 00 42 00 473 00 44 00 45 00 40 00 47 00 @ A B C D E F 3
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exFAT Directory Structure

Volume GUID Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry puad General
0x00 | Type Cnt Set Checksum E T Volume GUID
0x10 Volume GUID Reserved
Cl|loJE| 3+ = M IACE HY
L] %] 27| CLT gy ac x| a7 2
Entry Type 0 1 0xAO0 In Use 7 1 1
Secondary Count 1 1 SHAF 0x00 Category 6 1 0
Set Checksum 2 2 Importance 5 1 1
General Primary n 5 — Code 0 5 00000
Flags 4 2 =Q Zga
Volume GUID 6 16 2EGUID Fo =31 58
Reserved 22 10 uc 1% 37| o
Allocation
. . . 0 1 0-No
*  Benign Primary A E 2| Prossible
No FAT Chain | 1 1 (1) - m':l'l g
«  OSiLIEF =I5t GlE = US
Custom 2 14
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exFAT Directory Structure

Windows CE Access Control Table Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry
0x00 | Type Reserved
0x10 Reserved
oo|gf 2= YA I B
ey X 37| we/z g4 ac fx | 3l 2
Entry Type 0 1 OxE2 In Use 7 1 1
Reserved 1 31 Category 6 1 0
Importance 5 1 0
° 1 =
Benign Secondary ¢l E 2| Code 0 c 00010
« HT 10 0oM= X[J5HA] g (RI=< CERF X[ /)
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exFAT Directory Structure

File + Stream Extension + File Name Extension Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry puad

Set Checksum File Attributes Reservedl Created Time Last Modified Time
0x00 | Type Cnt

‘ Last Creat Last Last
0x10 Last Accessed Time reate Mod Mod Acc Reserved?2

10ms 10ms ed TZ 17 17

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

0x00 I_Err;;rg GZ‘:‘? F\{/:jelr Nfen:]e Name hash Reserved2 Valid Data Length
Flags
0x10 Reserved3 First Cluster Data Length
Stream Extension Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Frs:g :2;:55 File Name
0x10 File Name

File Name Extension Entry
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exFAT Directory Structure

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry puad

Set Checksum File Attributes Reservedl Created Time Last Modified Time
0x00 | Type Cnt

Last Last Last
0x10 Last Accessed Time clrgrit: Mod g;e_?; Mod Acc Reserved2
10ms Tz Tz
oo|gf 2= YA I B
zey EHEE R gy ac fx | a7 &
Entry Type 0 1 0x85 In Use 7 1 1
Secondary Count 1 1 Category 6 1 0
Set Checksum 2 2 Importance 5 1 0
. - Lol &
File Attributes 4 2 o =M Code 0 : 00101
Reserved1 6 2
Created Time 8 4 DOS Timestamp & 4! HasdEd
Last Modified Time 12 4 DOS Timestamp & 4! =4 A 371 o3
Last Accessed Time 16 4 DOS Timestamp & 4! Reserved2 6 10
Created 10ms 20 1 A A2t 10ms S 7L} Archive 5 1 0x20
Last Modified 10ms 21 1 OpX| 2k =&~ A|ZF 10ms S 744 Directory 4 1 0x10
Created TZ Offset 22 1 M A|Zt Timezone 2| X| Reservedl 3 1
Last Modified TZ Offset 23 1 O X| 8k =™ A| 7t Timezone & X| System 2 1 0x04
Last Accessed TZ Offset 24 1 OpX| 9k M 2 A| Zt Timezone 2| X| Hidden 1 1 0x02
Reserved2 25 7 Read-Only 0 1 0x01

forensic-proof.com 3 November 2010



exFAT Directory Structure

File Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Entry puad

Set Checksum File Attributes Reservedl Created Time Last Modified Time
0x00 | Type Cnt

c Last Creat Last Last
0x10 Last Accessed Time reate Mod Mod Acc Reserved2

10ms 10ms ed TZ 17 17

© o MAIAIZL OFRIZ S AIZL OFXI 3 HBAIZE R

— = —
- 10ms Gto[o| MM gl Otx|at = A|ZH HE

CZ A

nE

EtZ=(Time Zone) X%t

© =P XP 2E0|A 10ms THR|of AlZH EE O] % (= ER)

—_

r
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exFAT Directory Structure

File Directory Entry = File Deletion

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 I_Err;';rg/ é::c Set Checksum File Attributes Reservedl Created Time Last Modified Time
0x10 Last Accessed Time c{g:: Ei:i g;e_?; II\_/E; I_Ajc; Reserved2

Atx|

a1 £ 22 4 3 v 7 8 9% A B C D E F

ob 0Z EO BC Z0 00 00 OO 39 A3 S5p 3D 19 &3 4B 3D

39 A3 56 3D o0 00 A4 A4 A4 00 OO0 OO0 OO OO OO OO

ARl &

o 1 £ 3 4 5 v ¥ 8 9 A B C D E F

05| 02 EO0 BC 20 00 OO OO0 39 A3 56 3D 19 &3 4B 3D

39 A3 ob 3D &0 00 A4 A4 A4 00 OO0 OO0 OO0 OO OO OO0
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exFAT Directory Structure

Stream Extension Directory Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 15
Entr Gen Reser | N
y puad ame Name hash Reserved?2 Valid Data Length
0x00 [ Type vedl Len
Flags
0x10 Rserved3 First Cluster Data Length
oo|gf 2= YA I B
a4cy 1K 37| 28/ 43 1% 37| 4
Entry Type 0 1 0xCO In Use 7 1 1
General Category 6 1 1
1 1
Secondary Flags
Importance 5 1 0
Reserved1l 2 1
Code 0 5 00000
Name Length 3 1 O|E 40|
Name hash 4 2 O| & si¢| (CIAE{ 2] ZA40f ALE) K Z2 1 5
Reserved2 6 2 uc 1% 37| o
Valid Data Length 8 8 © 55k hH|0|H 20| Allocation 0-No
. 0 1
Possible 1-Yes
Reserved3 16 4
. 0-Valid
First Cluster 20 4 A28 AH No FAT Chain | 1 1 1 - Invalid
Data Length 24 8 HiolE &0l Custom 2 14
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exFAT Directory Structure

Stream Extension Directory Entry

00 01

02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entr Gen Reser | N
y puad ame Name hash Reserved?2 Valid Data Length
0x00 [ Type vedl Len
Flags

0x10 Rserved3 First Cluster Data Length

o mo AV A fIX| BE N

. mYOES

141 > Cl2iefl AN S= gy

No FAT Chain E2f1:1

S AHI ASEHo 2 HHE O AFE 20

R E

n
I
m

e goHE

Lot

=
=
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exFAT Directory Structure

Stream Extension Directory Entry = File Deletion

00 01 02 03 04 05 06

07

08 09 10

11 12 13

14

15

Gen
2nd
Flags

Reser Name
vedl Len

Entry
Type

0x00 Name hash

Reserved2

Valid Data Length

0x10 Rserved3 First Cluster

Data Length

Afdl H

o 1 2 3 4 5 B 7 /= 9 & B C DI E F
CO0 03 00 OB Ce DO OO0 OO0 41 SB 02 00 OO OO0 OO0 oo
oo oo oo oo 09 oo oo oo 41 5B 02 OO0 OO0 oo oo oo
Al 2

o 1 2 =2 4 5 B 7 /B 9 & B C D E F
40/ 03 00 OB Ce DO OO OO 41 5B 02 OO OO OO OO OO0
oo oo oo oo o9 0o oo oo 41 5B 02 OO0 OO OO OO0 o0
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exFAT Directory Structure

File Name Extension Directory Entry

00 01 07 08 09 10 11 13 15
Gen
Entry .
puad File Name
0x00
X Type Flags
0x10 File Name
Cl|loJE| 3+ = M IC BEH
a4cy 1K 37| 28/ 43 1% 37| 4
Entry Type 0 1 0xC1 In Use 7 1 1
General 1 1 0x00 Category 6 1 1
Secondary Flags
Importance 5 1 0
File Name 2 30 oy 15 2X}H(SLZE
R e ) Code 0 5 00001
° 'c'>'|-E|-O 7 i'(')' X oo
20| THSSHR| 943 ot Eopn m
_ =1 STPX 37 Z
A& 22iAE 9 Ho|E Zo| ZET} gig 2 b ' “
Allocation 0 1 0-No
. ol . Possible 1-Yes
g Z[CH 255 ZXte| W Jts o _vala
No FAT Chain | 1 1 ~ vale
1 - Invalid
1774 mtd ol & =t ClHEHE| AE:| ER
Custom 2 14
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exFAT Directory Structure

File Name Extension Directory Entry = Multiple Entry

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
Entry G‘:? g
0x00 | Type F|Zags File Name
0x10 File Name
Offzet a1 2 3 4 5 6 7 5 9 A B C D E F (D) u
000541E0 |(C1 00 52 00 65 00 76 OO0 65 00 72 00 73 00 65 00|l A Re v e r s e
a00>41F0 (20 00 45 00 eE DD b7 00 6% 00 BE 00 B3 00 65 0D Enginee
00054200 [C1 00 72 00 62 O0 6E O0 &7 OO0 20 00 74 00 68 00| A r i n g t h
ao0s4210 b5 00 20 00 4D 00 69 00 w3 00 72 00 BF 00 73 00 = Mi1cros
00054220 |C1 00 6F 00 66 OO 74 O0 20 00 45 00 78 00 74 00| & o £ ¢ Exz t
aoos4230 |65 00 BE 00 b4 00 b5 00 64 00 20 00 46 00 41 D0l e n d e d F A
00054240 |(C1 00 54 00 20 OO0 46 00 69 00 6C 00 65 00 20 OO & T File
agoos4250 |53 00 79 00 V5 00 74 00 65 00 60 00 20 00 28 00 5 v s £ e m [
00054260 |C1 00 65 00 78 OO0 46 OO0 41 00 54 00 29 00 2E OO| A e x F A T )
aoos4270 |70 00 64 00 66 DD 00 00 00 OO0 OO0 OO0 00 00 00 0D @ d f

Reverse Engineering the Microsoft Extended FAT File System (exFAT).pdf
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exFAT Directory Structure

File Name Extension Directory Entry = File Deletion

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

Gen
2nd File Name
Flags

Entry
0x00 | Type

0x10 File Name

AP

o 1 2 3 4 5 B 7 a0 %4 A B C D E F

C1l 00 ¥0 oo 72 00 eF OO0 wE OO 65 OO0 &5 OO0 ¥2 OO
<E 00 70 00 p4 00 beo OO OO0 OO OO0 OO OO OO OO OO

AR &
o1 2 3 4 5 B 7 & 9 & B C D E F

41 00 70 00 %2 00 eF OO0 ®E 00 65 00 B3 OO0 72 OO0
2E 00 70 00 e4 00 b6 OO0 00 OO OO0 OO0 OO OO0 OO0 OO0
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exFAT Example

Security is a people problem...
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exFAT Example

File(Not fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
011110000
FAT
=
n » Root Directory ——— Cluster 300
m 0x85 (Attributes, Timestamp, ...)
0xCO (Name, First clus, Data len) 301 [ ]
n 0x85 (Attributes, Timestamp, ...) 0xC1 proneer.txt (File Name)
m 0xCOo (Name, First clus, Data len) 300
ﬂ UP-Case Table 0xC1 Downloads (File Name)
=]

300
301 Real Data

302 f A \
— Not Changed

304
300 301 302 303 304 305
305 T

306
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exFAT Example

File(Not fragmented) Deletion

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
000000000
FAT
=
n » Root Directory ——— Cluster 300
m 0x05 (Attributes, Timestamp, ...)
0x40 (Name, First clus, Data len) 301 [ ]
n 0x85 (Attributes, Timestamp, ...) 0x41 proneer.txt (File Name)
m 0xCOo (Name, First clus, Data len) 300
ﬂ UP-Case Table 0xC1 Downloads (File Name)
=]

300
301 Real Data

302 f A \
— Not Changed

304
300 301 302 303 304 305
305 T

306
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exFAT Example

File(Fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
011001100
FAT
=
E » Root Directory ——— Cluster 300
m 0x85 (Attributes, Timestamp, ...)
0xCO (Name, First clus, Data len) 301 [ ]
n 0x85 (Attributes, Timestamp, ...) 0xC1 proneer.txt (File Name)
n 0xCOo (Name, First clus, Data len) 300
n UP-Case Table 0xC1 Downloads (File Name)

300
301 Real Data

302

g

«

303

Changed

304
305

300 301 302 303 304 305 306

T

i

306
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exFAT Example

File(Fragmented) Allocation

*  C:\Downloads\proneer.txt (13KB) Cluster Heap

» Allocation Bitmap

*  Cluster Size : 4K
000000000
FAT
=
E » Root Directory ——— Cluster 300
m 0x05 (Attributes, Timestamp, ...)
0x40 (Name, First clus, Data len) 301 [ ]
ﬂ 0x85 (Attributes, Timestamp, ...) 0x41 proneer.txt (File Name)
n 0xCOo (Name, First clus, Data len) 300
n UP-Case Table 0xC1 Downloads (File Name)

300
301 Real Data

302

g

«

303

Changed

304
305

300 301 302 303 304 305 306

T

i

306
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Quiz !

Security is a people problem...
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exFAT

FAT32 1} C}2 27

VBR (Volume Boot Record)7} 7tX|& & ME =7

Cluster Heap ® S0 ZXjst= 248 =2

2y o+t ClHE 2|0t $ 95 = ™ Ee AEZ|Q Ti
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exFAT

ol

]l
=

—_

<l
mn

L0
jotl

o~
ol

=N

3 November 2010

forensic-proof.com



Question & Answer
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