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File System

Security is a people problem...
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File System

Introduction

- HOlHE ot ok
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Windows FAT(FAT12/16/32, exFAT), NTFS
Linux ext2/3/4
Unix-like UFS
0sS-2 HPFS
ClA3 EX] Mac OS HFS, HFS+
Solaris ZFS
AIS JFS
IRIX XFS
HP-UX ODS-5, VXFS
TSHELK| ISO 9660, UDF
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File System

Abstract Structure
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File System

Sector Addressing
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CHS (Cylinder-Head-Sector) &4 K| HhAl

LBA (Logical Block Addressing)
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File System

Sector Addressing — CHS cont.

Rotation
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File System

Sector Addressing — CHS cont.

- A2lE(Cylinder), 8| =(Head), Ml E{(Sector)2| 22|&HQl X E 7|HICE F=A X|H
« CHS(21, 3, 20) =A0|A{ o 17|

3HIN S| =8 218R| H2IE 2| 208 R ME=Z O|F o = Fali Tl METF 87|
- ST M &Y

SEH| E (HEIH ) SIHE (3= ) S| E (ME ) 2 7tse Xl 8

IDE/ATA B 16 (65,536) 4 (16) 8 (256) 128 GB

BIOS INT 13h 10 (1,024) 8 (256) 6 (63) 7.88GB

x| A 7Hs HIE 10 (1,024) 4 (16) 6 (63) 504 GB

210 (1,024) (Cylinders) X 24 (16) (heads) X 26-1 (63) (Sectors) X 512 (sector size)= 528,482,304 (504 MB)

MEIE, $lEE ORE AIX, MEIE 1RE AIY
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File System

Sector Addressing — CHS
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Large Mode EE= Extended CHS (ECHS)

- 0f) ¥I2E C|X|& (WD, Western Digital) jit: 2| Caviar AC33100

CELERS sle ME| 5 B3 8%
IDE/ATA = 65,536 16 256 128 GB
Hard Disk Logical 6,136 16 63 5 95GB
Geometry
BIOS Translation . .
Factor Divide by 8 Multiply by 8 -
BIOS Translated 767 128 63 5 95GB
Geometry
BIOS INT 13h 1,024 256 63 7.88 GB
26 October 2010

forensic-proof.com



File System

Sector Addressing — LBA cont.

- HDD 8% 37t0] w2} CHS BHAl 2 CHA|SHZ| 9ok 2

- O 1

« CHS, LBA 25 ATA-1 MG =&t >

CHS 7} BX| AF2 5|1 0|S LBAV} T2 HIS

—_
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File System

Sector Addressing — LBA cont.

«  CHS = LBA Bzt

= ( (CYLINDER * heads per cylinder + HEAD ) * sectors per track ) + SECTOR -1

LBA = CHS

= LBA / ( heads per cylinder * sectors per track )

= ( LBA / sectors per track ) % heads per cylinder

= ( LBA % sector per track ) + 1

- AF B2 |5 A= ZBR(Zone Bit Recording) & AIESI= A X 1
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File System

Sector Addressing — LBA

LBA= X=7| ATA HEE0|| 28 HHEE &2 4HEE=LCIE B2 AMR)

228 (268,435,456 sectors) X 512 (sector size) = 128 GB

ATA-6 HEZEO| M 48H|E LBAR =%

144 PB (Petabytes) = 144,000,000 GB

Of 80| Hefol & &= /US?
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File System

Cluster & Block cont.
- Oo|E Zt2|o] EE2 Rl E2{AH T EES AFE

- LCA3 /O HHE =0|7| sl = 4MB H|O|E{E A 7| 38l 4K(1,024 ®H), 512HIO|E (8,192 H)

i 2 ™
Format Local Disk (D:) X FAT32
Capacity: %E' 3-7| %E'IﬁE'I 5-7|
17268 z) 32MB - 8GB 4KB
File system
[NTFS (Default) - 8GB - 16GB 8KB
Allocation unit size 16GB — 32GB 16KB
4026 bytes -
Default allocation size _
512 bytes 32GB 32KB
1024 bytes
2043 bytes
3192 bytes
16 kilobytes NTFS
32 kilobytes
EahinEs o =& 37| 22{AH 37|
[¥] Quick Format
Create an M5-DOS startup disk 7MB —-512MB 512Byte
513MB - 1GB 1KB
1GB-2GB 2KB
2GB - 4KB
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File System

Cluster & Block cont.

© Eo{AH 37[E ZOotE= YH

' : ™
| write 1 byte.tut PrﬂpE_l:ﬂE. _;M

General | Security | Details | Previous Versions |

wiite 1 byte bd

Type of file:  Text Document (bd)
Opens with:  [&] WordPad Change...

Location: C:MUsersWproneer Deskiop
Size: 1 bytes (1 bytes)
Size ondisk:  4.00 KB (4,096 bytes)

Created: 20104 28 6Y Today, 2= 6:10:49
Modffied: 20104 2& 62 Today, 2= 6:10:49
Bcoessed: 201049 2& 62 Today, T = 6:10:49

Attributes:

Advanced...
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File System

Cluster & Block

«  C23 /0o 28 vs. YH|E= &St

Cluster (2048 Bytes)

¢ sector 4 ;
J

sector 1 ¢ sector 2 ; sector 3
o

|

used area wasted area
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- = - ™

General ISecuﬁty | Details | Previous Versions |

Type of file:

Cpens with:

Location:

Size:

Created:
Modified:

Accessed:

Attributes:

Size on disk:

write 1 byte bd

Text Document | )

C:tUzersWoroneer™ Desktop
1 bytes {1 bytes)
400 KB (4,096 bytes)

20104 23 62 Today, 2= 6:10:49
20104 28 62 Today, 2= 6:10:49
20104 22 62 Today, ©= 6:10:49

[T Hidden Advariced. .
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File System

Slack Space

- =oHe Fxot =X =2 Xo|= QB FH|ElE s

File Slack
Cluster (2048 Bytes)
Drive Slack

sector 1 sector 2 |sector3 , | ¢ sector 4 ;

L J\ J
Y |

used area wasted area
cluster cluster cluster cluster cluster cluster cluster .
File System Slack
Partition 1 Partition 2 Partition 3 Volume Slack
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Master Boot Record

Security is a people problem...
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Master Boot Record

MBR

© NYOHM A R ME (LBA 0)0| ?|X[Sh= 512 HIO|E 37|29 E9

HE FCOFMEIM ElO|2R T4

MBR |O|E{ ;L X

o g
Ck] 37|
10 &l 16 &l
Boot Code 0 - 445 0x0000-0x01BD | HE AC 446 bytes
(446 Byte)
446 - 461 0x01BE — 0x01CD IHE|M E|o|2 A EZ| #1 16 bytes
462 — 477 O0x01CE—-0X01DD | I}E|M E|O|2 A EZ| #2 16 bytes
478 - 493 O0XO1DE—0x01ED | I}E|M E|O|=2 A E 2| #3 16 bytes
Partition Table
(64 Byte) 494 - 509 OXO1EE—-O0x01FD | I}E|M H|O|2 A E 7| #4 16 bytes
. 10-511 1FE - 1FF ALk 2
Signature (2 Byte) 510-5 0x0 0x0 [ | & (0x55AA) bytes
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Master Boot Record

MBR Boot Code

- =k

$5 Al POST HY = XMYUIH X HE S5
x

© A ME|Ql MBRZ XHAlo| RE AE 4
BIOS
POST

. BEac oy

2. £ 753 THEIMO| U8 FL, ST Tt

AN
3. BEE 7%t OE|MO| SIS E2 2F HA|

1. Invalid partition table.
2. Errorloading operating system.

3. Missing operating system.

forensic-proof.com

tion tebla -Erre;

loading operati
ng system-Missi
g operating sys
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Master Boot Record

MBR Boot Code — Device GUID cont.

BE 00/ 7C BF ST - | ZAZ 5 -

befsi33 CO BE DO BC OO0 7C 8E CO 2E D3 fis»

aFi:i06 B9 g2 FC 24 50 &8 Q& CB FB o4 ool -* - -RéuPh - -Ed*

032 80 7E go 7Cc OB a5 0E 01 C5 R o e

o048 13 88 56 00 55 C& 11 05 C6 10 oofafii -~ -UEF - -EF - -

064! AR 5B CD 13 5D 72 81 FB 55 75 o9fll" ReAUI -1 - |GURu

0803 00 74 03 FE 48 10 &0 80 7E oo 74fl=E - -t BF-

096" oo o4 aa 86 ng &8 00 a0 &8 ooflesh- -

112jgel: 0o &5 10 B4 56 00 BB F4 CD 13

kei:ior 33 10 SE E B8 BE 00 7C 8A 56 0DOEfR-25-, --»-|5V-

1448 8E 4% 02 6E 13 &6 &1 73 1C FESv 5N -5n-I-fas-p

1600 BO 77 80 82 00 B2 80 =B 4N -u £~-€- 5-5€8,

176 36 13 92 51 3E FE 7D SoUzasSv-I-1&2|spb}t

1921000 76 20 17 FA BO D1 Eg Apngy -&| -u-u"He

eUliES 83 oF E8 BD FF E6 &4 EB &f “B=&| - jads

red 100 FB B3 2 75 3B &6 81 FB i, -»d-FflAu; £i4

2400 ER 3z IC 66 7 CPRuZ |t --r,fh-»- Error Message Offset
e4300° 66 &8 02 &8 00 oa oo - -2 SE

272 RSt s8 ao &8 00 7C

ZBE o a7 3z ER 00 7C c

30458 B7 E a7 03 A0 BS 32 E4

3z200i= a7 o) 74 a7 a0 0E Zg

33 6pls F2 EB E4 aa 24 £0 FA

352k 2 6E 55 70 £ 74 &3 .

=117 4 20 &C 45 72 6F T2 Device GUID
384k 54 20 e 74 &9ffll 10ading operati (MBR Device Signature)
-'HII_ 79 b 73 ng sSyste— maggi Offset : 440 — 443
4 1ai 65 T 2 ] T3 = O operating syo

432{33 a0 &2 7B 1c ad em---cf{S -

44801 00 07 FE FF FF 3F 00 00 00 62 04 53 07 00 FE |---bi§?---b-S-b

464FF FF 05 FE FF FF A1 04 53 07 E0 40 C9 15 00 00 |§§-biy; -S-48E---

48000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [----cemmmmmenenn

49600 00 00 00 00 OO0 00 00 00 00 00 00 00 00 55 AR [---ccemnmnenn o
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Master Boot Record

MBR Boot Code — Device GUID cont.

A AEHIO| O ZX|7) OFREL|H HX[AE2|0 sE &KX 2| GUID(Globally Unique ID) X%t

HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices

Eile Edit View Favorites Help

4 ;M Computer
5 -} HKEY_CLASSES_ROOT
» ..}, HKEY_CURRENT_USER
4} HKEY_LOCAL_MACHINE
» ..., BCDO000O00O
5. | HARDWARE

bl SAM

.. )| SECURITY
> L) SOFTWARE
a-)) SYSTEM

- 1) ControlSet001
5} ControlSet002
b -1l CurrentControlSet
----- ., MountedDevices
-}l RNG
----- W Select
b ) Setup
b - WPA

-0 HEEY_USERS

p - HEEY_CURREMT_COMFIG

MNarme

?_-Er'}‘-.??"-.‘-fnlume{ddﬁ a24f7-bc39-11df-...
.‘!’lﬂ\??\‘u‘olume{éﬂSﬁbbf-E?Bl-li df-...
i

Eﬂ\?h‘u’olume{fﬂﬂﬂg?a-l::lr_ce-ll df-...
%4\ I\ Volumelf300c00d-6641-11 df-...
54\ 77\ Volume{fbada598-bas5-11 df-...

.?_-E}\Dus[l evices\A:
?_-_'gi}\D osDevices\C:
4%\ DosDevices\D:
.‘_-‘_-!@}\D osDevices\E:
Wel\DosDevices\F:
?;'_i]xD osDevices\G:
f-:&}\D osDevices\ H:
‘-’-'E'KD osDevices\k

.?_I_"l}'}"h,DDSD evices\):

?_-_'t_rfi‘-‘D osDevicesh
?yb‘}‘aDnsD evices'L:

e[\ IWolumel 5986944 -dBec-11de-...

Type

REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY

CHl| 1

Data =~

2347 5594 00 00 10 00 00 00 00 00

5f003f003F005F0055005300420053¢(
Sf003f003F005F0055005300420053¢(
ce b ce eb 0000 1000 00 00 00 00

Sf003f003F005Ff0055005300420053¢(
5f003f003F005f0055005300420053¢(
Sc003f00 3005200460044 004300 23

1c201c 20007200 0000 000000
1c201c 2000 <009 a6 0e 00 0000

99 7a cc 2¢ 00 7e 00 00 00 00 00 00
99 7a cc 2c 00 ac cc ad 57 00 00 00

5¢ 00 2f 00 3f 00 5¢ 00 48 00 44 00 45 00 23
23 47 55 94 00 00 10 00 00 00 00 00 F
5¢ 00 2 00 3f 00 5¢ 00 52 00 43 00 53 00 49
500 3f 00 3 00 5 00 5500 53 00 4200 53 (=
500 3f 00 3f 00 5F 00 55 00 53 00 42 00 53 (
5f00 3f 00 3f 00 5 00 55 00 53 00 4200 53¢

-

F

Computet\HKEY _LOCAL MACHIMNEVSYSTEM\MountedDevices

forensic-proof.com
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Master Boot Record

MBR Boot Code — Device GUID

*  HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices
\DosDevices\C: =» 1c 20 1c 20 00 7e 00 00 00 00 00 00
\DosDevices\D: = 1c 20 1c 20 00 c0 09 a6 Oe 00 00 00

© LtHX| 8 HIO|E QS| o|O|=?
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Master Boot Record

MBR DOS Partition Table cont.

0ods2 co 8E DO BC 00 7C FB 50 07 50 1F FC BE 1B 7C |
D16BF 1B 06 50 57 B9 E5 01 F2 A4 CB BD BE 07 Bl 04
03238 6E 00 7C 09 75 13 B3 C5 10 EZ F4 CD 18 BB FS | &
04882 C& 10 45 74 19 38 2C 74 F& AD BS 07 B4 07 BB [fE-It-8,td p-" -«
064F0 AC 3C 00 74 FC BB 07 00 B4 OE CD 10 EB F2 EEiﬂﬂ{-tﬁ»""i 3
DBO04E 10 ES 46 00 73 2A FE 46 10 80 7E 04 OB 74 OB |[N-&F -3*pF -E~- -t -
09680 7E 04 OC 74 0S5 AD B6 07 75 D2 80 46 02 06 83 |E~--t- F-ubEF--f
11246 08 06 83 56 OA 00 E8 21 00 73 05 A0 B6 07 EB F--fV -&l-s- 4-&
128BC 81 3E FE 7D 55 AR 74 OB B0 7E 10 00 74 CB A0 [w|>p}U3t-E~--tE
144B7 07 EB A5 8B FC 1E 57 8B F5 CB BF 05 00 8A 56 {-égkﬁ-gﬁaéé-gév
16000 B4 08 CD 13 72 23 B8R Cl 24 3F 38 BA DE B2 FC |-~ -I-rg5is75edn
17643 F7 E3 8B D1 86 D6 Bl 06 DZ EE 42 F7 EZ 39 56 |[C+23<N+56+-0iB+agv
1920A 77 23 72 05 39 46 08 73 1C B8 01 BB 00 7C |w#r-SF-s-a--»-l
2@dBE 4E 02 BB 56 00 CD 13 73 51 4F 74 l«M-<WV-I-aQ0otNzas
2245 00 CD 13 EB E4 BA 56 00 &0 BB 22 B4 41 CD |Vv-I-zasv--s3U-al
2413 72 36 B1 FB 55 AR 75 30 Feé C1 01 !-rs|ﬁU1unai-t+a*
Z566A 00 &R 00 FF 76 OR FF 76 08 &A& 00
29801 63 10 B4 42 BB F4 CD 13 61 61 73
28832 E4 8A 56 00 CD 13 EB D6 &1 F3 C3
3046C &9 64 20 70 &1 72 74 69 74 €9 &F
32062 6C 65 00 45 72 72 &F 72 20 &C 6F
32667 20 6F 70 65 72 61 74 &9 &E &7 20
35265 &D 00 4D 69 73 73 &9 6E &7 20 &F
36874 &9 6E 67 20 73 79 73 74 &5 &D 00
38400 00 00 00 OO0 00 Q0 00 OO0 00 Q0 00
40000 00 00 00 OO0 00 Q0 00 OO0 00 40 00
41600 00 00 00 00 00 Q0 00 OO0 00 40 00 0O
43200 44 74 CC

=1 N d= 2
d= o [5] Ra
o] oa
i) o]
[= i (]
[= s
=) m
o e

3-3-Fv §v-3-h-1]
[-j -"B< &I -aas -0t -
El!zaév-i-éﬁaﬁixnva
;lid partition ta
ble -Error loadin
'g operating 3yst
em-Missing opera
|ting aystem:- - -- -

0 =] =1 B Oy
L e 1 Y o] E’I] L6 T i
Oy =1 i Ry e O
L T W Y CN o Y 3 I [
[ TS RS Y o | T s IR B |
L T R T RV RSO LY O |
L I I = I = | [
[ I S T m e

DOS Partition Table

L
L
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Master Boot Record

MBR DOS Partition Table cont. Qx| a7 A
0 446 Boot Code
*  Primary Partition 446 16 Partition #1
. Extended Partition 462 16 Partition #2
° Logical Partition 478 16 Partition #3
494 16 Partition #4
510 2 Signature (0x55AA)
Master Boot Record
Partition Table
/\ .
J/ E”T_:_ry 41 ]» 16 Byte
Boot Code '/' artition
(446 Byte) /' Primary
/’ Partition #2
4
," Primary
Partition #3
Partition Table Primary
(64 Byte) Partition #4
Signature (Ox55AA)
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Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
2C

43200 Z2C 2
445 k8 ] 3 ' : [.'I-E EE- ﬂEI [II"
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Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
2C

43200 Z2C 2
445 k8 ] 3 ' : [.'I-E EE- I!JEI [II"

£ E Zel 1(Boot Flag) : £ &l 7ot M OfA| Q1K= o £

29 7ts

0x80 :

0x00 :

4
om
MHE
N
or
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Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
L i i

i

43200 ZC
445@1 ] 3 g E UE

A|EF CHS Z=4 (Starting CHS Address) : A X| & BFAIO| CHSQ A4S TFE|M O] A|ZF K|

0x000101

26 October 2010



forensic-proof.com

Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
2C

43200 Z2C 2
445 k8 ] 3 ' : [.'I-E EE- I!JEI [II"

oHE|M £ (Partition Type) : S & IHE| M Q| S (0x00 — OXFF)

L- TT ©

0x07

26 October 2010



Master Boot Record

MBR DOS Partition Table cont.

- IOtE|M &9 (Partition Type)

2t (16715 4y
00h Empty
01h DOS 12-bit FAT, CHS
02h XENIX root file system, CHS
03h XENIX /usr file system (obsolete)
04h DOS 16-bit FAT (up to 32M), CHS
05h DOS 3.3+ extended partition, CHS
06h DOS 3.31+ Large File System (16-bit FAT, over 32M), CHS
07h Advanced Unix, exFAT, NTFS
08h 0S/2 (V1.0 — 1.3 only), AIX bootable partition, Commodore DOS, DELL partition spanning multiple drives
09h AlIX data partition
0Ah OPUS, Coherent swap partition, 0S/2 Boot Manager
0Bh Windows 95 with 32-bit FAT, CHS
0Ch Windows 95 with 32-bit FAT (using LBA-mode INT 13 extensions), LBA
0Dh -
FEh LANstep, IBM PS/2 IML
FFh XENIX bad block table
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Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
L i i

i

43200 =C
445 k8 ] 3 ' : [.'l-E :

O} X| 8k CHS =4 (Ending CHS Address) : =AX| &HEHAIO| CHSQ AL IHE| M 9|

OXFFFFFE
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Master Boot Record

MBR DOS Partition Table cont.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag
0x10 arting Part Ending Starting
X Type CHS Addr LBA Addr Size in Sector
L i i

i

43200 Z2C
445 k8 ] 3 ' : [.'l-E

A|EHLBA =2 (Starting LBA Address) : =A K| A EHAIO| LBAY AP, THE|MO| A|AF MIE] 2| K|

0x0000003F : 63

MBRE ALEol= 2= MEOA| 2 A LHE|F o A% 2{X|= 63 M E, Ol =2
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4 Hard Disk Drives (5)

Master Boot Record & i R il i
i Local Disk (D) Local Disk 174 GB 8.56 GB
|u DATA (E) Local Disk 350 GB 528 GE

MBR DOS PartitiOn Table Cont. ca VxF5 (F) Local Disk 115 GB 4.20 GB
a SAMSUMNG 55D (H:) Local Disk 595 GB 594 GB

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
0x00 Boot St
Flag C
0x10 arting Part Ending Starting .
X Type CHS Addr LBA Addr SIZE N SECtor

. HFE|M ME| 4= (Size in Sector) : IHE| M (LBA)0f| EEHEl ME| 0| £ 2
o 0x2BD6E5D8 X 512 (sector size) =376,577,961,984 (350 GB)
- DOSI}E|M0| QIAEt 4 Q= THE|M A|T) F7| =2

o 232(4,294,967,295) X 512 =2,199,023,255,552 =2 TB
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Master Boot Record

MBR DOS Partition Table

43200 a0
e 1301 00
e300 00

aa

aa

s lidC] BE
s iN00 04
L. Boot Starting Partition Ending Starting .
Partition Flag CHS Address Type CHS Address LBA Address Size in Sector
#1 0x80 0x000101 0x07 OxFFFFFE 0x0000003F (63) (735 05)5238536;5;580 GB)
#2 0x00 0x000000 0x00 0x000000 0x00000000 (00) / 0x00000000
OXZBD6E617/ OxOE61662A
#3 0x00 OxFFC100 0x05 OXFFFFFE (735,503,895) (241,264, 170; 115 GB)
#4 0x00 0x000000 0x00 0x000000 0x00000000 (00) 0x00000000

4 Hard Disk Drives (5)

a Local Disk () Local Disk 585 GE 5.07 GE
—w Local Disk (D) Local Disk 174 GB 8.56 GB
|u DATA (E:) Local Disk 350 GB 52.8 GE
= s () Local Disk 115 GB 4.20 GB
e SAMSUNG 55D (H:) Local Disk 58.6 GB 59.4 GE
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Master Boot Record

EnCase Disk View

. IFEIM E|O|Z20)= THE[MO]

B EnCase Forensic Training

File Edit ¥iew Tools Help

l.j Mew j[}pen Qg‘ Save = Add Device %Sean:h . Refresh

| 7, ' Encryphun Keys

d Home m [:[:] Bookmarks

‘d, search Hits =$3Records
Q Devices @l:',j Secure Storage
= Keywords
uuu File Extents
@ Permissions L‘:tl References
¥ Hash Pmperﬁes

73550249¢
735503538 ||
7acgoasan BN N
735503622 AN
735503664
73550370
735503748
735503730
7acso3gzz AN
735503874 N
735503916
7355030k
735504000
735504042

=0 Entries

-5 D

s 2

735504084
735504126
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Master Boot Record

Partition cont.

© & OFE[MDt =, =2 oiE[M ool 2tA

— | 1

Primary Primary Primary

Partition #1 Partition #2 Partition #3 Primary Extended Partition

. I o &
J-L"Elﬁ 'l'r%I Secondary
Secondary Extended
o Partition #1 xtende
. 05h : DOS 3.3+ Extended partition Partition #1

. OFh : Extended LBA partition

P

Secondary
et
Partition #2

P

Secondary
Partition #3
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Master Boot Record

Partition cont.
©  ItE|M AFEQ| O|F
AAHE OHE|MOE 221510 HO|E M XL AR OZ AR > A|AH| IHE|MOF HCH

A

StLO| A[AEO CHYet 2 MM E EX (REIF

om

)

NTFSS| % MFT 7|5 &2A1H 95 & (20 Wt tHE)

-

The B HR, SIS SHY LA > B AT T
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Master Boot Record

Partition

=

File Action View Help
e | 10 HRIEX S & &

£ Computer Management (Local | Volume J La:,n:sut] T_ypel File S_.ystemj Status J Capacity ! Free Space] % Free l Faul...J Overhead
4 [f\'; System Tools o (5 Simple Basic MTFS Healthy (System, Boot, Page File, Active, C... 5859 GB 10.08 GB 17% 0%
i @ Task Scheduler o (D) Simple Basic MTFs Healthy (Logical Drive) 17429 GE 17.85GB 10 % 0%
I _@ Event Viewer cwDATA(E:) Simple Basic NTFS Healthy (Active, Primary Partition) 35072 GB 12865GB 37 % 0%
- 2| Shared Folders caVxF5 (F)  Simple Basic NTFS Healthy (Logical Drive) 11504 GB 563 GB 5%

- &l Local Users and Groups
B I@\J Performance
iy Device Manager CaDisk 0 |
=2 Storage Basic ([ iy
k=% Disk Management 23238 GB 58.59 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dum

¢ Services and Applications

iDisk 1 -

Basic | VxFS (F)

465,76 GB 350,72 GB WTFS ?115.04 GE MTF:
Online Healthy (Active, Primary Partition) | Healthy (Logical Drive)

_!_Unallocated_! Primqr_},_r_partition . Extended Partiticm_ ! Free sipace_‘_ Lcr_g_ical drive

forensic-proof.com 26 October 2010



GUID Partition Table

Security is a people problem...
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GUID Partition Table

Introduction

BIOSE &3t DOS/MBR ItE|M H|O| 22| 3tA
232(4,294,967,295) X 512 = 2,199,023,255,552 = 2 TB
OlEloj| A BIOSE CHA|E =Et2 2 Extensible Firmware Interface (EFI) & X|©t
741 ) EFI EYYOf ol A X| Bk THE|A Ef|O| 2 HAl S GPT
Chesdh IHE|A B[O QI0f CHYSH C|AT HE &E
1980 CH : MBR LtE|M 2t q

19904 [} bt : Unified EFI(UEFD)S| 2202 Af2Q THE|M E|0|S e 7j

Xl : GPTZt UEFL M| & A =gt
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GUID Partition Table

GPT Disk benefits

= 12871{2Q] F(primary) TtE| Y dd 7ts (MBRZ 4742t 7+5)

- U8 =& Al

o

MBR2 32H|E L}E|M 37| X|& : (OxFFFF FFFF) = 2 Terabytes (249)

GPTL 64H|E IE|M 37| X|Q : (OXFFFF FFFF FFFF FFFF) = 8 Zettabytes (207°)
«  CRC (cyclical Redundancy Check)E 0| &3¢} LIE|M H|O|& E= =& ME|H =t
= x64 7|gte] SEUFUNM ALE “ts

- GPTel 32 HO|H #Z= =82 20 =M= Mg > o 57 7+

or
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GUID Partition Table

Extensible Firmware Interface (EFI)

© 2EHAet StE/AN A ALOlS] =2 QTEHE O] A

o

BIOS (Basic Input/Output System) CHA||

ot

710= SIHO|M e, X S8 (Unified) EFIZ 7

/=

+
o)l

GUI QIE{H 0] A
02 A AR Ths
Pre-OS AZEQ 35 7t=
NEN=
OlE{Yll EHE}2 X S

 HEHA IS

o

© B=O{(2=0 23 X

Coln W2 sioid 288 3%, 8%l Wee sfaid 5 93Ut
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GUID Partition Table

OS support of GPT
© OiREO| QYA 7|8 SYHFOIAN GPT 7|8t 222 XY
Unix-class Operating System
. .. Boot from GPT on
(0} Version/Edition Platform PC/BIOS Boot from GPT on EFI
FreeBSD Since 7.0 x86, x86-64
Linux Fedora 8+, Ubuntu 8.04+ x86, x86-64, |A-64
Mac 0S X Since 10.4.0 x86, x86-64
Solaris Since Solaris 10 x86, x86-64, SPARC

http://en.wikipedia.org/wiki/GUID Partition Table#cite note-2
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GUID Partition Table

OS support of GPT

- Oo|3zazEE 32H|E S3HF0| EFIE X[ &okXA| B4, GPTE 0| 8% F 8= X[&oH| H&

LS

Windows 32-bit version

(0} Version/Edition Platform Bom;g’; CG): Ton Boot from GPT on EFI
Windows XP (2001-10-25) x86
Windows Server 2003 (2003-04-24) x86
Windows Server 2003 S(;Bv(;;?oza_gla)l x86
Windows Vista (2005-09-22) x86
Windows Server 2008 (2008-02-27) x86
Windows 7 (2009-10-22) x86

http://en.wikipedia.org/wiki/GUID Partition Table#icite note-2
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GUID Partition Table

OS support of GPT

- Oo|3zazEE 32H|E S3HF0| EFIE X[ &okXA| B4, GPTE 0| 8% F 8= X[&oH| H&

© GPT 280| X JEX| &&= EF HO|H {232 AE 7ts

Windows 64-bit version

Boot from GPT on

(0} Version/Edition Platform PC/BIOS Boot from GPT on EFI

Windows XP (2001-10-25) IA-64
Windows XP (2003-03-28) IA-64
Windows Server 2003 (2003-04-24) IA-64
Windows Server 2003 SE‘;BV(;‘;?OP;‘_;'B; X86-64
Windows XP Pr(cz’geg;i_gze_"z’g’“ X86-64
Windows Vista (2005-09-22) x86-64

Windows Server 2008 (2008-02-27) x86-64, |A-64
Windows 7 (2009-10-22) x86-64

Windows Server 2008 R2 (2009-10-22) x86-64, |IA-64

http://en.wikipedia.org/wiki/GUID Partition Table#icite note-2
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GUID Partition Table

GPT Layout

MBR with partition table (LBA 0)

Partiiions

Traditional DOS/MBR disk layout

Protective MBR (LBA 0)

GPT header (LBA 1) Backup GPT header (last LBA n)

Partition table (LBA 2) Backup partition table (last LBA n-1

Partition

I 7 ) I ——

GPT disk layout
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GUID Partition Table

GPT Structure

Basic MBR Disk

Basic GPT Disk

Master <{ Partition —

B oot Table
Record
Extended —
Partition

forensic-proof.com

Master Boot Code

Master Boot Code

1zt Partition Table
Entry

1st Partition Table
Entry

Znd Partition Table
Entry

Znd Partition Table
Entry

3rd Partition Table
Entry

3rd Partition Table
Entry

4th Partition Table
Entry

4th Partition Table
Entry

0x55 A4/

0x35 A4

Prirmary Partition (1C:)

Primary GUID
Partition Table
Header

Prirmary Partition (E:)

GIUID Partition Entry 1

GUID Partition Entry 2

Prirmary Partition (F:)

GUID Partition Entry £

GUID Partition Entiy
128

Logical Drive (3]

Primary Partition ()

Logical Drive (H:)

Prirmary Partition (E:)

Logical Drive n

Primary Partition n

GUID Partition Entry 1

GUID Partition Entry 2

GUID Partition Entry £

GUID Partition Entiy
128

Backup GUID
Partition Table Header

— Protective
MBR

Primary
GUID
Partition
Entry Array

Backup
GUID
Partition
Entry Array

*  Protective MBR

J|= MBR1} &3}
2 TB T+ THE|MO 2 QI4|

GPTOH M= AEEX| &
*  GPT header
*  GPT entries

Z|0H 12870 (mhE| ) X2
«  Backup

GPT header

GPT entries
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GUID Partition Table

GUID Partition Table Scheme

LBA 0 Protective MBR
LBA 1 Primary GPT Header k-
LBA 2 Entry 1|Entry 2 |Entry 3|Entry 4 Li
LBA3 ;;.
X Entries 5-128 \E
o
LBA34
Partition 1
Partition 2
X Remaining Partitions \
LBA —34
____________________ -
LBA —33 Entry 1(Entry 2 |Entry 3 [Entry 4 %
N\ &
Entries 5-128 o
LBA—-2 __________ 5
LBA —1 Secondary GPT Header é
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GUID Partition Table

GPT Structure — GPT Header

Signature

"EFI PART"

«  Header size

0x5c¢ (92)

«  GUID for entire disk

*  Number of partition entries

128

- Size of each entry

128

forensic-proof.com

0x00

0x08

0x10

0x28

0x20

0x28

0x30

0x38

0x48

0x50

0x58

0x60

Signature “EFI PART”

Revision (version 1.0)

Header size (bytes)

Header checksum (CRC32)

Reserved

LBA of GPT header (this table, sector 1)

LBA of backup GPT header (last sector of disk)

Starting LBA for partitions (defined in partition table)

Ending LBA for partitions (defined in partition table)

Globally unique identifier (GUID) for entire disk

Starting LBA of partition table

Number of partition entries

Size of each entry (bytes)

Partition table checksum (CRC32)

0x200
26 October 2010



GUID Partition Table

GPT Structure — GPT Entry

forensic-proof.com

0x00

0x10

0x20

0x28

0x30

0x38

0x80

Partition type GUID (0 = unused)

Partition globally unique identifier (GUID)

Partition starting LBA

Partition ending LBA

Partition attributes
Bits 0-47 firmware/EUFI, bits 48-63 partition type specific

Partition name (36 character Unicode string)

Reserved (if exists)

0Oxnn

26 October 2010



GUID Partition Table

Acquiring GPT disks and partitions

OSX partition tool
OSX disk utility
gpt
*  Linux partition tool
Parted
*  MS Windows partition tool
DISKPART
«  Sleuth kit
mmis

- Hex editor
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GUID Partition Table

GPT header & entries analysis tools
© TN MZOoHA ojo|E2 7|E EAt Xto| 7t 9l g
- JiY GPT mE|M ==

GPT OtE|M == 7|52 NH&5ts =+ 0|8 (dIfldd, mmcat)
#dcfldd if=/dev/sdb12 of=partition.dd

#mmcat —t gpt /dev/sdbl8 > partition.dd

«  HPA(Host Protected Area) & DCO (Device Configuration Overlay)

HPA, DCO 2t 40| A= GPT BHAE 0| MEOHA OFX|2H0| ofd = Qo B2 NE{sfA EM

|0
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GUID Partition Table

GPT artifacts and reconstruction

- MBR1} GPT 7Io| HH=}
MBR =» GPT (repartitioned or converted)
O] LtE|M HOlZ FE AHE
=T U ®A ClA30A O] mE|M FE HM
GPT = MBR

A+ =70 et GPT 8| 3 AEZ| =7t 5Ot U= 7Hsd

- GUID %
EFI B0 ML= GUIDVL AFR

Et

oe

AT MAC ZE AL
JHOIHEO| 0|32 YA Z 20| A= GUIDV4 ALR
HE Co|E AR

XXXXXXXX-XXXK-AXXK-YXXX-XXXXxxX (y = 8, 9, A, B)
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GUID Partition Table

Digital forensics point of view

GPT Q140] 7H58t =7 AtE

EnCase= 6.0 £H X|&

MBR = GPT, GPT> MBR Hz} A| O|X XE 27

GUIDVL AF2A| EfQ AT MAC MHE &2

=

GPT 5| et FEZ S (F, WO HIOIH 245

I
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Quiz!

Security is a people problem...
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File system

© NFUAIAHS 37 OlEF YAD BO[E FYSE TEGH 0|f?
©ME FA KH YA S CHS D EEe?

©LBA X XN WAS A8 0|RE7

- DFUAAEOA GO /E3 Al SBAELL 22 TS ABSHE 0|97

- EAH 37| 4K [, 2K A2 7|9| ot

i<
>

EH(EH

—\a

>

2, cato|=

s

>

)9 £327

© IOE[MO &2 A40[=7?
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Master Boot Record & GUID Partition Table

- MBREE AEQ| dal?

ok

- Device GUIDO| dgte?

- MBRIE|M HO| S0 &9 “Is¢et [t =2 ofE[d/

= MBRAME AQLHN g2 7

- NTFSQ| mE|M EFQL?

- IE[M AMES| O|F 27

- GPT7} sZ&tsh by

o
rlo
~J

© GPTOIA A4 758 THEM Tji?
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ATHE[M Q| 42
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Question & Answer
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