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(Tools C Options)

A Case Options

T Fa.p 0
Export Folder

A CopylUnEraséA . p B » X

A EnScriptA o X
Temporary Folder
AQSViOoohA ®JAce,
Index Folder

A Vi Su ALmE A0 e
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Cptions

 Case Options || Global | Debug | NAS | Colors | Fonts | EnScript | Storage Paths |

MName
TEST

Examiner Mame

proneer

Default Export Folder
D:4Cases™20111118] TESTWExport )

Temparary Folder

D: MCases™[20111118] TESTWTemp

E)

Index Folder

D:Cases[20111118] TESTWIndex )




(Tools C Options)

A Global € Save Case

Auto Save Minutes

A oeh%A O _ 1 h%X)

Backup files
A Th h %o .
A MEQs™ " » Jd” h %

Use Recycle bin for cases

At+a WMo A n
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Cptions

+e *+$

Caze Options |; Global | Debug | MAS | Colors | Fontz | EnScript | Storage Paﬂ’15|

LIse Recycle bin for cases

Save Case
Auto Save Minutes (0 = Noneg) Backup files
0 i 9 i

Show True

Show False

Picture Options
Enable Picture Viewer
Enzble ART image display
Invalid picture timeout (seconds)
12 i

[] Enable Fictures in Doc View

[|Force ordered rendering in Gallery

Date Format

() MM/DD Y File

©) DDMMJYY yy-MM-dd
@ Other

Time Format

(7 12:00:00PM
. HH':'mm":'ss
@ 24:00:00

() Other

Code Page
Current Code Page

Western European {(Windows)

[]Flag Lost Files

Current Day
11-11-17

Current Time
14:57:58

[ Change Code Page
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Case Options || GiIobal :| Debug | NAS | Colors | Fonts | EnSeript | Storage Paths |

Save Case Show True
) 4 . Auto Save Minutes (0 = Noneg) Backup files .
(Tools C Options) o - T Show False
LIse Recycle bin for cases
A Global C Picture Options [ Fiag Lost Files

Picture Options

Enable Picture Viewer

Enable Picture Viewer 7] Enable ART mage diplay

Invalid picture timeout (seconds)

A,n Vi "E 48 12 .

-

[] Enable Fictures in Doc View

Enable ART image display

[|Force ordered rendering in Gallery
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] yy-MM-dd 11-11-17
g . ) DDMM
Invalid picture timeout - Doy
@ Other
A <« H L o ¢ I(I)/ ’A’ Time Format
(7) 12:00:00PM Current Time
Enable Pictures in Doc View © 24:00:00 Akl 19758
() Other
A Doc /A . n A4S
Code Page
. . Current Code Page
Force ordered rendering in Gallery Wlestern Ewropean (Windows) [ Change Code Page

A Gallery /A ®OALT 3 x©




(Tools C Options)
A Global € Date Format

File, Current Day
AQos agij’ A
A MM/DD/ yy ( p)

A yy-MM-dd ( »)
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Cptions

Case Options || GiIobal :| Debug | NAS | Colors | Fonts | EnSeript | Storage Paths |

Save Case

Show True
Auto Save Minutes (0 = Noneg) Backup files .
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[]Flag Lost Files
Picture Options

Enable Picture Viewer

Enzble ART image display

Invalid picture timeout (seconds)
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[] Enable Fictures in Doc View
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Date Format

() MM/DDfYY File Current Day
_ -M-dd 11-11-17
) DDMM /¥y Lid

@ Other

Time Format

() 12:00:00PM Current Time
i HH'":'mm':'ss 14:57:55
i@ 24:00:00

() Other

Code Page

Current Code Page

Western European {(Windows) [ Change Code Page
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Caze Options |; Global | Debug | MAS | Colors | Fontz | EnScript | Storage Paﬂ’15|

Save Case Show True
) 4 . Auto Save Minutes (0 = Noneg) Backup files .
(Tools C Options) o - T Show False
LIse Recycle bin for cases
A Global C Time Format [7] Flag Lost Files

Picture Options

Enable Picture Viewer

Current Time Enable ART image display

Invalid picture timeout (seconds)

A Q’HD ﬁ-"- ';A, ’FA 12 .

-

[] Enable Fictures in Doc View
A 12:00:00PM ( p)

[|Force ordered rendering in Gallery

A 24:00:00( l) Date Format
i Mmooy File Current Day
) DDMMPYY yy-MM-dd 11-11-17

@ Other

Time Format

(7 12:00:00PM Current Time
. HH':'mm":'ss 14:57:58

@ 24:00:00

() Other

Code Page
Current Code Page

Western European {(Windows) [ Change Code Page
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Caze Options |; Global | Debug | MAS | Colors | Fontz | EnScript | Storage Paﬂ’15|

Save Case Show True
) 4 . Auto Save Minutes (0 = Noneg) Backup files .
(Tools C Options) o - T Show False
LIse Recycle bin for cases
A Global C Code Page [ Fiag Lost Files

Picture Options

Enable Picture Viewer

Western European (* p ) Enzble ART image display

Invalid picture timeout (seconds)

12 i

-

[] Enable Fictures in Doc View

[|Force ordered rendering in Gallery

Date Format

() MM/DDfYY File Current Day
_ -M-dd 11-11-17
) DDMM /¥y Lid

@ Other

Time Format

(7 12:00:00PM Current Time
. HH':'mm":'ss 14:57:58

@ 24:00:00

() Other

Code Page
Current Code Page
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Cptions
P -

| Case Options | Global | Debug |N.ﬁ.5 | Colors | Fonts | EnScript | Storage Paﬂ’15|
Startup

~ Start Time: 11-11-17 14:25:47
: Current Time: 11-11-17 15:25:01

(TOOIS C Optlons) Build: qaaud0000007 05/11/11 06:13:14PM 6.13.1
Language: LANG_EMUM
BuildType: x86
A Random: CapiRandProvider

De bu g CrypiTest: OK
Unicode: 5.0.0.1
Code Pages: 149

[ [ »

R N Debug Logging
@ Off
yKﬁ ﬁ()_l_n 4 S (7) Stack

(71 Heap

Detect FastBloc

System Cache

L3

2802

i

[] contralled by EnCasze

Do not warn at startup

Set Defaults
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P -

| Case Options | Global | Debug | MAS |Culurs | Fonts | EnScript | Storage Paths

[C|Metwork Authentication Server:  |Create User Key..,

(Tools C Options)
A NAS

EnCaselab . £ 5

Local Machine

t 1 4FW T 4 EnCaseffw
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(Tools C Options)

A Colors
s x, L, Sw T, , Vi y
o %l NuvUOE&s =x
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Cptions ‘
| Case Options | Global | Debug | MAS | Colors | Fonts | EnScript | Storage Paths
Bookmark
Search Hit
Index Query Hit
Search Hit (Excluded)

Code Comments
Code Strings

Code Keywords
Style - Logical

Style - Slack

Style - Uninitialized
Style - Report Logical
Style - Report Slack
Filter Frame

Filter Text

(These settings cannot be undone with Cancel button)
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Cptions
P —

| Case Options | Global I Debug | MAS | Colors | Fonts |Er15::ri|:|t | Storage Paths

Default Fonts

- @. Status Bar and Tabs
(TOOIS C OptionS) @. Dialog Boxes
@. Trees

@. Tables
A FO ntS @. Report Title

@. Report Fixed

~ 2 . 20 - @.Text
-0 e, =, Fw,00 AY =

@Transcript
- 50 N g A < 5] seript Editor
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(Tools C Options)
A EnScript
EnScripta W1 = T

EnScript€ mm® M £ 7
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Cptions
P -

| Case Options | Global I Debug | MAS | Colors | Fonts | EnScript | Storage Paths

|:| Debug runtime errors

Indude Path
Indude -

Warning

& i3 Unused local variable

W i3 Initislized but unused local variable
& i3 Unused parameter

& i3 Use “const String &” instead

& i3 Condition is constant

=4} E} Empty expression

& 55 Unnecessary initializer

[l i3 Redefined enum name

[l i3 puplicate enum name

| ]
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Cptions

e
| Case Options | Global | Debug I MAS | Colors | Fonts | EnS::ript| Storage Paths

Index Folder
- )
(TOOIS C OptlonS) Record Cache Folder
C:¥'Program FilesWERCase6MParseCache E]
A Storage Paths Case Backup
D:Cases[20111118] TESTWBackup [
IMI Files
Index Folder Name Writable Path
(5 Keyword . C:MProgram Files...
UL s P [ Machine Profile . C:'WProgram Files...
A r Mo 20 2o X [Z Text Style . C:MProgram Files. ..
(5 File Signature . C:WMProgram Files...
Record Cache Folder [ File Type . C:MProgram Files...
[ File Viewer . C:MProgram Files...
A . [ Package . C:MProgram Files. ..
BOMU A X 5 Project . C:®Program Files...
[ App Descriptor . C:MProgram Files...
i
Case Backup

A h %o X naAa
AC>YE h% Xxna( »)
INI Files

A o, g g INg W
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(Tools C Options)

INI Files (C:\ Program Files\ EnCase6 Config)

AppDescriptors.ini :OSN ® 34> ¢
FileSignatures.ini : File Signature Tabqr 9 « ¢ »
FileTypes.ini : File Types Taby 9 « ¢ »

Filters.ini : Filters Tabr 9 < £ »

Keywords.ini : Keyword Taly 9 « e » (Global Keyword)
Local.ini :#\ &4t & 5> ¢

Profiles.ini :, & 1 £ 2>

TextStyles.ini : Text Styles Taby 9 « ¢ »

forensic-proof.com
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(File C Add Device)

Sessions :
Physical Memory :v = p = /1"

Process Memory

»A d we 1"/ b

T"E("jros

E'H' > . &

4 n

T & i A fW(Local),w - = C R (Evidence Files)

b oo,

n v
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7 "

(Palm Drives, COM

(Network Crossover)

7")

Add Device

[T|5e==ionsi [ | Physical Memory

[ Process Memory

|| SOUrCES

CC Local

(]I Evidence Files

[1ICS) C:%Program FilesWEnCas
IC H:

Mame
[C] 1 | = Local Drives

] 2| [ Paim Pilot
] 3 | 2# Network Crossover

Comment




(File C Add Device)

X « 4 »AN,P? 053 (¢

Choaose Devices

=

é'DD";"" Devices _ Mame Label Arccess Sectors Size Pr:;:[:]ess BT“;Q:: 4 FiIeRSE]?sdt
-ouE O] 1 sgC NTFS Windows 778,236,731 371.1GB 0 -
]z %D FOREMSICS Windows 1,175,267... 560,4GB ¥] '
3 H%F DTSOFT ASPI 307,497 600.6MB i .
4 el H CODEMETER. Windows 80,262 39.2MB i '
15 QD WDC WD10  ASPI 1,953,525... 931.5GB i] .
e 2t WIBU - ASPI 80,384 39.3VB 0 .
] 7 == paM Memary 896,976 3.4GE 1] .




(File C Add Device)

m. - LNK

mAG ‘A 4 S (Read File System),e . ™ 7 4 S (Parse Link Files)” =

-

Freview Devices

Mame Label

' Process Write Read Parse
Access | Sectors Size ID Blocked File System | Link Files
1 o WDCWD10 ASPI  1,853,525... 931.5GB 0 . .
2 wm RAM Memoary 895,975 3.4GB 0 . .
— F
|4 Edit..  Enter

Device Attributes

53 Copy Cirl-C Evidence Mumber

1
Sort ¢ Evidence Mame (unigue within the case)
0
Print...
=4 Prin Notes

Read File System

Parse Link Files




(Entries C Activate Single Files)

A Single Files
A, Pe e N B x
=] , +r - y
4 Home [1)Bookmarks 4, Search Hits =3Records f] Devices
@-;PSemre Storage % Keywords
Horme File Extents Permissions [T1References Hash Properties
= odaFil 8 [11Refe L Hash
-0 ]G Entries
L o]+ Sinale Files
|[;-': Mew... Insert
.;,!i' Export...
# | Cloze... Delete
Copy/UnErase...
Copy Folders...
[T] Bookmark Data... Ctrl-B
Bookmark Folder Structure
B TagRecord(s)

Cases

QDeui::es @-;P Secure Storage ™ Keywords

=) Home [1)Bockmarks ‘2, Search Hits =33 Records

oo File Extents @ Permissions ﬁjF‘.eFeren::es

¥ Hash Froperties

LDD EE- E;;Expc-rt. -

Copy/UnErase...

Copy Folders. ..
m Bookmark Data. ..
B Tag Record(s)

Ctrl-B

I Artivate Single Files... |

Create Hash Set...

Create Logical Evidence File. ..

Mount as Metwork Share. ..

forensic-proof.com

Expand/Contract Space

Expand All

Contract Al

Set Induded Folders Mum +

Indude Sub Folders Shift-Mum +

Indude Single Folder Ctrl-Mum +
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i EnCase Forensic

File Edit Wiew Tocols Help

hj Mew |j Open ._‘g‘ Save = Print “* Add Device %Search

Refresh E'E Acquire

L."__"| Home [I] Bookmarks ‘-l, Search H4

o= File Extents @ Permissions E:IFM 2
=0 % Entries -

ﬂ—J—DDa- C £

Et.rjﬂases X

« DUL| Lo M0e |

1
2
3
4
a
6
Fi
]
2

Filter

.2 SRecyde.Bin

g Documents and Set...

{|Eq Table| Z|report [ Gallery ) Timeline QDisk % Code

In File File:
Report | Ext Type

Bin Raw Binary Format

175 -y79TE,. 1 -
210% -Q-u-o-t
245 - - -y7ITE, I -v79TE,. I -v7ITE, T -w7ITE, I -

-

250 - -y79TE. T -v79TE. T -v79TE. T -v79TE. T - -

—“t¢ Excel Create Workbook
¢ File System

—“t# Find Valid IPs

—“t¢ Highlight Specific MFT Record

Tree Pane Table Pane
I MSOCache

[]%s Documents and Settings

I Intel

[JIC) MsOCache ] Prugram Files

[ PerfLogs % |

E| Textl @Hex tdj Doc ‘ k3 Transcript [ Pictured » Vﬁ.’ EnScript ‘-lHlts T Filters  [:Z Conditions &l Display (=] Queries _Jf'l. Text Styles

UUUE .................................. ~ E_]_@ E}(EITIIJIES
039 Mo ¢ Compound File Viewer
o700 - y'?'l'l'a i y'?'l'l'a i o -
105 -~ ------ —v{g Create Index Dictionary =
140 - - - oo n e —*t¢ Create Word Document

Filter Pane

I.7) ADVFormatioC i eExtend (PS 6291541 LS 6291478 CL 786434 50 288 FOO LE 1)

[ | »

Windows #WDOS




(Auto Fit )

A Home :, p ¥ & a0
A Entries : WAG s

A Bookmarks : O oo "

A Search Hits

forensic-proof.com

vin Cyw

w, € miE" Mw, n 50 A

$x, 20 A
BT EnCase Forensic - .
File Edit View Tools Help

e
uﬁ Home [:[:l Bookmarks ‘«l Search Hits

=i3Records [ Devices % Secure Storage * Keywords

oo Fle Extentz @ Permissions ﬁjF‘.eFeren::es

¥ Hash Properties
=0+ Gz Entries
oo
5 C
[]%ee D
[ m- RAM

u_'JNew |j Cpen L‘ﬂ Save = Frint “s= Add Device %Search Refresh

| Tablel E Report %] Gallery é’} Timeline Q[

R Auto Fit

,g,!? Export...

Copy/UnErase...
Copy Folders...
Bookmark Data...
Tao Record(s)

(Il Cirl-B
%]
Activate Single Files...

Create Hash Set...
Create Logical Evidence File...



(Auto Fit )

Records :w- ¥’ oy 1" a3’ = 50
Devices : Y &. = "E& A(RAID,LVMY ), in#t 20
Secure Storage : Ad / A QOO ' oy 50

Keywords: Qws 4" Sy Vit (=1 F6/ 1 & o)

—_— e
‘.— .
BT EnCase Forensic .

File Edit View Tools Help
u_'JNew |j Cpen L‘ﬂ Save = Frint “s= Add Device %Search Refresh

(53 cases ¥ | Tablel E Report i Gallery éﬁ'l’lmeline Q[

3 Home [[JBookmarks ‘2, Search Hits R Auto Fit
=i3Records [ Devices % Secure Storage * Keywords ;
=¥ Export...
oo Fle Extentz @ Permissions ﬁj References 1
E Hash Properties Copy/UnErase...
=C fe Entries Copy Folders...
| Q 0 [:[j Bookmark Data... CirlB
[ C B TagRecord(s)
[&ee D
[ - RAM Activate Single Files...
forensic-proof.com Create Hash Set...
Create Logical Evidence File...




A Table

39

X d

TO,

: Name, Filter, In Report, File Ext, File Type, File Category, Signature, Description, Is Deleted,

Last Accessed, File Created, Last Written, Entry Modified, File Deleted, File Acquired, Logical Size,

Initialized Size, Physical Size, Starting Extend, File Extents, Permissions, References, Physical Location,

Physical Sector, Evidence File, File Identifier, Code Page, Hash Value, Hash Category, Hash Properties, Full

Path, Short Name, Unique Name, Original Path, Symbolic Link, Is Duplicate, Is Internal, Is Overwritten

Table Pane

- Table| =|Report -] Gallery

2
3
4
3
6
7
8
g
10

~ B BT B (E] (BT BT BB B

Mame

) SExtend

1 sRmMetadata
I &Txf

I STxflog
5Tops

STops ST
&TxfLog.blf

PR ey eRy e i gy

SEETY

1

sTxflogContaine. ..
£TxfLogContaine. ..

) Timeline [ Disk “i% Code

In

Filter e

File
Ext

blf

File
Type

File
Category

signature  Description

Folder, Inter...
Falder, Hidde. ..
Folder, Hidde...
Folder, Hidde...
File, Hidden, ...

File, Stream, ...

File, Archive
File, Archive
File, Archive

Is
Deleted

Last
Accessed

11-11-01 11:42:56
11-10-07 20:35:19
11-11-17 11:35:31
11-10-14 09:44:02
11-10-07 20:36:19

11-11-01 22:12:56
11-10-07 20:35:19
11-11-01 22:12:56

File
Created
11-10-07 20:36:17

11-10-07 20:35:19
11-10-07 20:36:19
11-10-07 20:36:19
11-10-07 20:36:19

11-10-07 20:36:19
11-10-07 20:36:19
11-10-14 09:43:34

Last
Written

11-10-07 20:35:17
11-10-07 20:35:19
11-11-1F 11:35:31
11-10-14 09: 4402
11-10-07 20:36:19

11-11-17 11:26:56
11-10-14 09:44:47
11-11-17 11:25:55

11-
11-

11-
11-

11-
11-
11-




A Report

p 20,$x_ 4y s0Y/ b O A

Table Pane

= Table | =|Report| %] Gallery ) Timeline Disk 1% Code

Import File

Import File

Page 1

Impaort File

File Type
Signature

Last Accessed
File Created
Last Written
Logical Size
Physical Size
Full Path

File Type
Signature

Last Accessed
File Created

1 A 10 F.ia

Mame 3$TxfLogContainer00000000000000000002

11-10-07 20:36:19

11-10-07 20:36:19

11-10-14 09:44:47

10,485,760

10,485,760

TESTWWCA\SExtend\3RmMetadata\3TxfLog\$ TxfLogContainer00000000000000000002

Mame 3$Repair-$Config

m




A Gallery
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na W, x

—T. N

st

r—T.aql:ule Fane

O |8l (1) psbwlogo.gif

O |8 (2) Main_Banner. gif

: E Table =|report 2] Gallery| ) Timeline QDisk “1% Code

O |8 (3) Ashanner. gif

O |8 (4) aspfdr.qif

O |8 (5) pshwlogo. gif

O & (8) ie_animated, gif

PeriScript|!

5

PerliScript

1 Micresaft
= Internet .S
il Explorer

= ﬁ (7} aspfdr.qif

O [ @ x.gf

= ﬂ (9] refresh.png

O (& (10) x.gif

(| ﬂ (11) aslogo.qif

(| ﬂ (12) as_logo_onwhite. ..

4

2|

ActiveSiale

ActivePerl
Emlerprise Edifion

ActiveState

O [ (13) page.gif

= ﬂ (14) leaf.gif

= ﬂ (15) mark_for_inst.png

(| ﬂ (16) activeper|_loga.gif

O [ (17) pkas_to_instre. ..

(| ﬂ (18) folder.qgif

B

]

©

E

@

= ﬂ (19) plus.gif

O |l (20) run.png

= ﬂ (21) properties.png

O [ (22) button_showhid. .

= ﬂ (23) button_sync_T...

(| ﬂ (24) mark_for_rem.png

Ld

&)

SHOW /! HIDE TOC

SYHNC TOC

&

rs




A Timeline

+ W

T 1"y

o/

Table Pane

: [ table =|Report [ Gallery | = Timeline QDisk “i% Code

8/2009 9,200
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A Code
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Table Pane

: ] table =|Report [ Gallery ) Timeline QDisk “i% Code
|4¢ GSI_ResolveExcelLib|

StartCol = 1;

Col = 1;
Bow = 1;
MaxCol = 1;

bool Save (String path) |
path.ReplaceExtension ("") ;
if (path) {
String folder = path.GetFilePathi),
filename = path.GetFilename();
filename = NameUtilClass::ReplacelllegalChar (filename);
path.BuildPath (folder, filename);
Ennk.SaveAs{path + ".xls", Excel::xlWorkbookMNorms=l, "™, "", false, false, Excel::xlNoChange, Excel::xllocalSessionChanges,
}

return true;

f£F this function gets the initial file or folder name for a module to write exported data
String GetInitizlNMame (const String &filename, conat String spath) |

String ret = WameUtilClass::GFetUnigqueFileName (filename + ".xls"™, path);

return ret.SubString{ 0, ret.GetLength() - 4); S/ chop off extension

String Conwvertilpha (int xWValue) {
String result;
if (#WValue » Zg) |
Fhzw a1l = (wWTslne £ 78" 4 S4-

4| 1
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A Console ‘v, A,°¥W Y, B0 No D o
A Lock a8 T a8 ®
A Dixon € QO+ Ad £ =
[ View pane - - ]
EEText {@';E':‘Hex thDm: l.‘ts@'ITransu::rh:lt ] Picture Eﬂeport [ console T3 Details =¥ Output [ Lock [] Codepage [] 0/377214
MName main_2_png -
File Ext png E
File Type Portable Metworks Graphic M
File Category Picture
Description File, Archive
Last Accessed 11-11-15 14:19:12
File Created 11-11-15 14:19:11
Last Written 11-11-15 14:19:12
Entry Modified 11-11-15 14:19:12
File Acquired 11-11-17 16:48:20
Logical Size 236,81
Initialized Size 236,81 i
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- Forensic
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—hg# ExportHashes
—i# File Mounter
—+% Index Case
—+t¢ Memory Analyzer
—*%¢ Scan Local Machine
¢ \Webmail Parser
FEHCT) Indude

FHCT) Main

it Source Processor
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—“ Deleted Files
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—"F Files after n date

—“F Files before n date
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—"F Find files between any dates
—“F Find Mixed Types
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—“F OLK Folders Containing Attachments

: “i4 EnSeript ‘A Hits T Filters ([ Conditions| 1 Display %] Queries
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Files

Fil= Extents
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Filter by Date

Filter by size
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Permissions Conditions
Print Spool Files
References Conditions

Signature Conditions
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m til=File Extents @ Perm4 b ||[] 22 = sattrDef

urjl:ases X Table %F‘.epﬂrt ] Gallery Eﬁﬂmeline QDisk ”{3 Code
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File Edit \iew Tools Help

lJNew |j Cpen L‘ﬂ Save = Print “* Add Device ‘w)gSearch Refresh

urJ Cases k1
urJHnme m [:I:]Euuluﬂarks 1
m Hi=File Extents @ Perm4 b

I:Iw-- c

[C1ICS) $Extend L
[ .2 $Recyde.Bin
D[El Boot

Table %F‘.epﬂrt 3% Gallery Eﬁﬂmeline QDisk “I% Code

s

MName

[ 22 | = sattrDef
(] 23 | =) C-£TXF_DATA
[ 24 | = seitmap

] 25 [=] $Boot i
4 | k
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1. £#¢° "« KLUTOA,P2 )L x &

2. TAcqui CeXcEduitrzepTR+C™

File Edit View Tools Help

5O % Entries
aetm] o [y

,g,!? Export...
¥ Close... Delete

Copy/UnEraze...

Copy Folders...
[1] Bockmark Data... ctrlB
Bookmark Folder Structure
Tag Record(s)

LY

Activate Single Files...

Create Hash Set...

Create Logical Evidence File. ..
|E|E Acguire..,

Restore...
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After Acquisition ﬁ

[“JAcquire another disk [ search, Hash and Signature Analysis

MNew Image File

(") Do not add

— After Acquisition ) Add to Case

(@ Replace source device

|:| Restart Acquisition

A Acquire another disk

D IMAGER 2. E01

“NYVa,n FCT O s
A Search, Hash and Signature Analysis
S FCTT Z e, AL, A WM TA
A New Image File

Donotadd : = 1 &/ 1" X

<52@ Oew> | | 3z

AddtoCase : =T 4/ 1"

Replace source device : =~ 1 4/ 1" Hi B A FE
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© FCN o~ A (FCT mmdiot XNCY 1 OA = Amm, #)
49/71



Options - — X E

MName Evidence Mumber
2| 2
Motes

- O pt 1ons File Segment Size (MB) Compression
G40 = ) None

H start Sector Stop Sector (@ Good (Slower, Smaller)

A Name, Evidence Number, Notes ; 1 [canmotis |l
- - () Best (Slowest, Smallest)
Password
o A | ] < D
+ g n I ! v I—< ! 'r Block size (Sectors) Error granularity (Sectors)

B4 e B4 o

- -

Reader Threads  Worker Threads

A File Segment Size (MB) 1 5 J2] ke

-

Acquisiton MDS [ | Acquisition SHA1

| W ¢ .. (1M B ~ 2000M B) Quick reacquisition Read ahead
Output Path
D:WHMAGER 2.E01 )
A Start Sector, Stop Sector Remote scuisiton
Alternate Path

- #¢” L—ns

<f2e | oE |

A Compression
A (deflate) 4 S f None, Good, Best

AL K€1/0 €1 Xxib1F++C~ A Lnani 2
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Cptions - — -_— | — @

MName Evidence Mumber
2| 2

Motes

— Options

File Segment Size (MB) Compression
G40 = () Mone

Start Sector Stop Sector @ Good (Slower, Smaller)
A Password 0 - eassaars _
- { il 1)

Password

L3

w- ®WL gvit O ( X)

Block size (Sectors) Error granularity (Sectors)
54 e &4 e

- -

Reader Threads  Worker Threads

A Block Size (Sectors) 1 5 J2] ke

-

Acquisiton MDS [ | Acquisition SHA1

o =i= (’; = 7A O’ PN W L Quick reacquisition Read ahead

i *
Output Path
D WIMAGER 2.E01 )

A Error granularity (Sectors) Remote acquisiton

Alternate Path

m. /1 eY AM= HA

<5E@ [ o' || &2

Op/ s LCAKk am
A Reader Threads, Worker Threads, Hash Thread

m. UDi O,em¥b 0D O, N =¥’ 5 00l YE*S
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2| 2

Motes

— Options

File Segment Size (MB) Compression
540 o ) None

. ey Start Sector Stop Sector (@ Good (Slower, Smaller)
Acquisition MD5 ; < 62652415

= () Best (Slowest, Smallest)
Password

© G~ AMD5 u *S

Block size (Sectors) Error granularity (Sectors)
54 e &4 e

- -

Reader Threads  Worker Threads

Acqusition SHA1 1 2 [ © [HashThread

-

Acquisiton MDS [ | Acquisition SHA1
° =|= (’; =~ 7A SHAl' u 4 S Quick reacquisition Read ahead
Output Path
D:WHMAGER 2.E01 )
Quick reacqusition Remote acquisition
Alternate Path E]

NHos =~%C~

<5E@ [ o' || &2

Read ahead
U* —%o‘e’O Lﬁ‘n’ H. -%ou‘ )
Output Path, Alternate Path
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BY EnCase Forensic =NECH X

File Edit Wiew Tools Help
ujNew |j Cpen L‘;_-‘ Save =4 Print “e= Add Device Q@Search Refresl P Close & Acquire ﬂ'Query

lﬂCases x|[: Table EF‘.eport %] Gallery }jﬁmeline QDisk “i% Code
EHOITIE [:[:]Eluukmarks %Search Hits =4 b Mama Filter ReI;ort Ellet
oo File Extents &@ Permizsions E:IF‘.EFerE*i (2
2o Bz Entries
woad2
< [ b

: Text @Hex Ethu: Transcript : V{g EnScript \)QHits “F Filters |[£= conditions ﬁ Display =] Queries .;PL. Text Styles
[ picture gRepﬁrt T Details
M output M Lock [ Codepage [ 0/34

(") Email Examinations -
I~ Filter by Date
I Filter by size b

1 General Conditions
1 == Haek Canditiom

Q TESTH#2 (PS 0 SO 000 FOO LED) Acquiring 2 0:03:32 J
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* =|report 2% Galler

LBHume :E: Entries Bﬂ?;h;:rk
‘A, Search Hits =53Records [ Devices ||[] 1 ), search Summary
@-ll,a Secure Storage ' Keywords [ 2 | 9, Case Time Settings
[l 3| [ Logs

|—D|:|[I] Bookmarks [ 4] %) Note

i B
Acquire @
Status: Completed ~ || [l conscle
Start: 11-11-17 18:25:03|
Stop: 11-11-17 18:290:38 D Mote
Time: 0:04:35
Mame: test image | Log Record
Path: D:WIMAGER Wiest image.E01 =
Acquisition MD5: 22931237E3C530A324E33684082D80)7 - h 4 .
Wiew Pane

Text @Hex Eﬁ Dac Transcript E Picture E Report

= 73 Details =M output [ lock [ Codepage [ 0f34

Boquire
oK ] [ cahcel Status: Completed
Start: 11-11-17 18:25:03
Stop: 11-11-17 18:29:38
Time: 0:04:35
Mame: test image
Path: D:ZWIMRACER\test image.E0Ll
Boquisition MDS: Z22331Z37E3CS586A3Z4E33684082D8627 -

|13

[

x =l Report ) Timeline 7% Code

u"_JHumE % Entrigs mﬁuuhnarks Mame Comment Value Created Accessed
a " < F Q O 1 7 Status Completed 11-11-17 18:29:33
Search Hits JR.ecords Devices -
o . [ 2 | [ start 11-11-17 18:25:03 11-11-17 18:29:38
5" Secure Storage § ~ Keywords [ 3|3 stop 11-11-17 18:29:38 11-11-17 18:29:38
[T Home | 21 Log Records ] 4|3 Time 0:04:35 11-11-17 18:29:38
J:‘H:)Di] Logs ] 5| [ Name testimage 11-11-17 13:29:33
forensic-proof.com L o6 Acquire O] & |[& Path D:WIMAGER fitest im... 11-11-17 18:29:33

[ i‘] Acquisiion MDS  22931237E3C580A32... 11-11-17 18:29:38



= Home [T)Bockmarks ‘4, Search Hits %3 Records | Devices

@-;l,a Secure Storage ™ Keywords

oo File Extentz: @ Permissions ﬁ:l References |4 Hash Properties

[1IC5) Symbals
[C1ICS) System Volume Information

I Temp
A Create Logical Evide SORIE Users

)% All Users
[ Default
[ % Default User
RIS pronesr
I Public | =% Export...
.- d : " r ¢ é = | wnj:I:usymI:u:uI

IS Windows Copy/UnErase. ..
EHC(LF Lost Files Copy Folders. ..
B % D [1) Bookmark Data... Ctrl-8
[JI=) # Downloa Bookmark Folder Structure
QI $extend | ggr Tag Record(s)
| ‘_gj SRECYCLE,
(I3 0x01EnCa Activate Single Files, ..
(I 0x02 Tools Create Hash Set. .,

YE ~ s« KLU x ¢

(115 0x03 Ut Create Logical Evidence File...

[C]IC5) Ox04 Pron

(I 0x05 Proje Mount as Metwork Share. ..

[C1ICS) w06 Music

(I 0x07 Pictur Expand/Contract Space

(IS 0x08 VM In Expand All

(40 0x03 Case; Contract Al

[1ICS) Ow0A Docu

(I 008 Progr Set Induded Folders Mum +

(5 0x0F AFIH Indude Sub Folders Shift-fum +
AIR.

] Indude Single Folder Ctrl-Mum +

]IS Cases

[JIC5) IMAGER
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Create Logical Evidence File

OMCUsers Woroneer

13959 Files, 5.3GE

| Target folder within Evidence File
A Source, Files ! proneer User Folder
i [¥] Indude contents of files
£ X A é il | ["]indude contents of folder files
: [¥] Hash Files
A Target folder within Evidence File || | CIFie in use
| | [7] add to existing evidence file
||
EnCasé 1 i 70\ AU e X =|=O i [| Lodk file when completed
|
. ||
A Include contents of files (default) |
|
. | - 52 (B)
Wro.  4S5(t o3 W4o, )
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Create Logical Evidence File

OMCUsers Woroneer
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Target folder within Evidence File
A Include contents of folder files proneer User Folder
Indude contents of files
X/ b é%+VY>3 v 4 S [ tnclude contents of folder fles
Hash Files
A File in use [l e inuse
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e | :|”F n 4 S [| Lodk file when completed
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@
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A Compression
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[ Log Record
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Actual Date
Target Date
File Path

E| Text &Tf;j Hex t.:lJ Dac Transcript @ Picture @Repﬂrtl E Console T_a Details

[]Lock []Codepage [ 0/321211

test image

11-11-17 18:25:03

11-11-17 18:25:03
DAIMAGERMest image.E01

Acquisition MD&
Verification MD5

Case Number TEST

Evidence Number test image

Examiner Name proneer

Label Generic

Model Flash Disk

Drive Type Fixed

File Integrity Completely Verified, 0 Errors

22931237e3ch86a324233684082d8627
22931237e3c586a324e33684082d8627

GUID
EnCase Version

Be414a%dedbca0459ddd1d97427e7db2
6.18.1

System Version Windows 7
BCESES X Table %F‘.Epﬂrt }j'l'lmeline “I% Code
% Entries [I] Bookmarks| |2 Seard b Mame Comrment Value Created Accessed
= (I i/] proneer_Folder Verified, no errors 11-11-17 20:53:39
[T 1Home|| 2 Log Records - ) i
] 2| & testimage Verified, no errors 11-11-17 20:53:39
[5-01(3] Logs
I Acquire
DIy Verifying
[y Verifying
= Verifying
Iy Verifying
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