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1. File System Forensic Analysis
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(FAT/NTFS) Recovery for Deleted Files
(FAT/NTFS) Unallocated Cluster Analysis
(FAT/NTEFS) Slack Space Analysis
(FAT/NTEFS) Timestamp Analysis
(FAT/NTEFS) Signature Analysis

(FAT/NTFS) Hidden/Encrypted File Analysis
(FAT/NTFS) Boot Sector Analysis
(FAT/NTFS) Wasted Area Analysis

(NTFS) Metadata File Analysis

(NTFS) Log Data Analysis

(NTFS) SDATA Analysis
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Recovery for Deleted Files
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Unallocated Cluster Analysis
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FAT12/16/32 : FAT SH0|A 0x00 42 7HX|= S AHE =XHoE AHZ

exFAT : 2 HEM™ | 0| = (Allocation Bitmap Table)d|A 0x00 /2 7tX|= S{AHE =%t

NTFS : $Bitmap MEtH|O[E] L0 A 0x00 ¢t= 7HA|= 22 AHE =AHo R ¢
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Slack Space Analysis

File Slack
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2 &2 (RAM Slack)
C2to|E &2 (Drive Slack)
o AA|AE &34 (File-System Slack)

& &3 (Volume Slack)
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FAT12/16/32 : Lt ol C|2lE{2| AEE| (DOS Timestamp)
Created Date/Time, Last Written Date/Time, Last Accessed Date
exFAT : Ot ol m Cl|E 2| AEZ| (DOS Timestamp + Time Zone Offset)
«  Created Date/Time, Last Date/Modified Time, Last Accessed Date/Time
NTFS : MFT A E2| % $130 QA9 £ FE (Windows 64-Bit Timestamp)

$STANDARD_INFORMATION, $FILE_NAME
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Signature Analysis
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FAT : 0t o| Cl2lE 2| AEL
exFAT : I} o| It 0| E =% (File Name Extension) C|EE{ 2| AMEZ|

NTFS : It 9| $FILE NAME &M
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Hidden/Encrypted File Analysis
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FAT : Cl2lE2| AEZ|9| £4210| 0x02& 7HX|&= T B
exFAT : It ClaH2| AEZ|Q| It £-4710| 0x02& 7HX|= It B
NTFS : $STANDARD_INFORMATION £49| 241 /0| 0x0002& 7tX|& mt EHA
- Y=23E o B
NTFS : $STANDARD_INFORMATION &449| 21 }0| 040005 7tX|&= Lt EfA
YR AER|Q AT 3LE private key EZ 3} (Brute Force)
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Boot Sector Analysis
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Wasted Area Analysis
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. HPA(Host Protected Area), DCO(Device Configuration Overlay) ??
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Metadata File Analysis
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Log Data Analysis
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SDATA Analysis

. ADS (Alternate Data Stream)
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